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Abstract—Cyber security is becoming a major concern of smart
grids, as the functionality of a smart grid is highly dependent on
the cyber communication. Therefore, it is important to study the
impact of cyber attacks on smart grids. This paper discusses
several types of cyber attacks. Then, it presents results of studies
of impacts on transient angle and transient voltage stability due
to cyber attacks on two voltage support devices, SVC and
STATCOM, in an 8-bus test system. The 8 bus system and
voltage devices are simulated and the stability analysis is
performed with DSATools™. The results showed that some
modification cyber attacks can make the system angle or voltage
unstable, following a physical fault in the system.

Index Terms—cyber attack, cyber security, smart grids, SVC,
STATCOM, FACTS, transient stability, voltage support device

I. INTRODUCTION

In modern power systems, the increasing demand for
reliable energy and integration of advanced technologies has
motivated the concept of smart grid. Smart grid is an
infrastructure capable of meeting the requirements for the
future power system framework, by integrating distributed
energy resources, plug-in hybrid vehicles, and energy storage
devices, and providing advanced load management strategies.

To meet these requirements, some technologies such as
Phasor Measurement Unit (PMU), Flexible AC Transmission
System (FACTS), distributed control, and smart meters are
widely deployed to facilitate smart grid operation in
monitoring, voltage regulation, and economic dispatch. The
functionalities of these technologies highly depend on cyber
communications, which may be vulnerable to attacks. Thus,
cyber security is becoming a major concern in smart grids [1].

The features of smart grids are implemented based on two-
way communication. Therefore, cyber physical security is
vitally important for smart grid infrastructure. The data
representing the operating states, measurements, and control
commands are intended to be shared among multiple devices
and control centers. Therefore, smart grids grow potential
cyber vulnerabilities as millions of interfaced devices and
software are installed. The vulnerable points in the cyber
system of smart grids can be used for performing cyber attacks
by corrupted personnel and unauthorized parties [2].

Numerous cyber attacks and their resulting financial losses
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have been reported in the past several years [3]. The number
of cyber attacks on the U.S. infrastructure increased 17-fold
from 2009 to 2011 [4]. The Supervisory Control and Data
Acquisition (SCADA) system is normally the main target of
cyber attacks. Most utilities are struggling to identify the
critical cyber assets [5]. Therefore, to protect smart grids from
cyber attacks, it is essential to identify the vulnerabilities [6]
and perform corresponding impact analysis [7],[8].

Several types of cyber attacks and their impacts have been
studied in literature. Reference [9] studied cyber attacks on the
automatic generation control loop which targeted integrity of
information security. These attacks resulted in an increase in
system frequency and tie-line flow. Reference [10] showed
that a cyber attack may cause device restoration delays. Data
integrity attacks were also performed on a load management
system in [6], in which a graph based dynamic system model
was used to analyze the impact of the cyber attack. A
coordinated switching attack was studied in [8]. The results
showed how switching a load in and out along a certain
sliding mode could lead to system instability. Two data attack
strategies on smart meters were studied in [11]. The results
showed that the network state became unobservable when a
certain set of meters were compromised. False data injection
attacks on state estimator were studied in [12], which showed
that it may be possible for attackers to make profits from real-
time markets without being detected.

Voltage support devices, e.g. SVC and STATCOM, play a
vital role in maintaining bus voltages and keeping system
stability. Since a cyber attack can target these devices and due
to their role in system stability, it is necessary to study impact
of cyber attacks targeting these devices. This research fills this
gap in literature by analyzing impact of cyber attacks on
transient stability of smart grids with voltage support devices.

In this paper, section II reviews several classes of cyber
attacks. Then, section III discusses the stability indices used in
this paper to quantify the impacts. Section IV introduces the
test system used in this paper and discusses system modeling.
Section V reports the cyber attack simulation results from
several cases. Finally, this paper is concluded in section VI.

II.  CYBER ATTACK CLASSIFICATION
A. Vulnerabilities of Smart Grid Sensor Networks

Vulnerability is known as a weakness in the security of the
system which might be attacked to cause loss or harm [13].



Smart grids are vulnerable in communication, hardware and
software. On the communication side, a wide variety of data
communication protocols have been used to connect utility
operation centers with system operation centers. Most of the
existing protocols have vulnerabilities, including SCADA
system [14]. On the hardware side, remote controllable
elements are deployed among substation devices such as
circuit breakers, capacitors, or measurement units. These
remote controlled elements increase smart grid vulnerabilities
to cyber attacks. And on the software side, vulnerabilities exist
in the programs and applications installed on the computers
within utility enterprises or operation centers. This
vulnerability would cause a top-down attack.

B. Classification [13]

The CIA triad (Confidentiality, Integrity and Availability)
is one of the core principles of information security [15].
Cyber attacks can be classified based on which of these three
security goals they comprise. This section explains four types
of cyber attacks.

1) Interception

Interception refers to a category of attacks on
confidentiality in which an unauthorized party gains access to
a cyber asset. This attack cannot be detected, but can be
prevented with cryptography, which is a technology to secure
information from third parties. Typical interception attacks are
eavesdropping, wiretapping, fiber-tapping, packet sniffing,
keystroke logging, surveillance, and traffic monitoring.

2) Interruption
Interruption refers to an attack on availability in which an
unauthorized party destroys a cyber asset or makes it
unavailable. Usually, it cannot be prevented and the general
strategy is to detect the Denial-of-Service and react. Some
examples are communication link jamming, software
modification to prevent accurate execution, and data erasure.

3) Modification
Modification refers to an attack in which an unauthorized
party gains access to and tampers with a cyber asset.
Modification targets the integrity of information security and
is an active attack. It can be prevented with cryptography.
Typical modification attacks are control signal modification,
sensor data modification, and modification of energy usage.

4) Fabrication

Fabrication refers to an attack in which an unauthorized
party inserts counterfeit objects into system. Fabrication is an
active attack on authentication. It can be detected with
cryptography. Typical fabrication attacks are flooding attacks,
insertion of fake control signals, and insertion of fake financial
transactions for profit.

An attack from any of these categories can target a cyber
device in a smart grid. This paper focuses on modification
attacks and explores how they impact transient stability of a
smart grid.

III. POWER SYSTEM TRANSIENT STABILITY

Power system stability is the ability of an interconnected
system to regain a state of operating equilibrium after being
subjected to a physical disturbance. It is always a great

concern for secure system operation. Power system stability
can be classified based on the time pan (long term, short
term), size of disturbance (large disturbance, small
disturbance), and system variables in which instability can be
observed (rotor angle, voltage, frequency) [16]. In this paper,
impact of cyber attacks on angle stability and voltage stability
are studied.

A. Angle Stability

Angle stability refers to the ability of an interconnected
power system to maintain synchronism when subjected to a
disturbance [16]. It depends on the ability of the system to
maintain or restore the equilibrium between the mechanical
and the electromagnetic torque. To study transient angle
stability, the equation of motion for synchronous generators,

shown in (1), is used.

dze
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In this equation, 0 is the angular position of the rotor, J is
the total moment of inertia of the coupled turbine and
generator rotor mass, and T;,, and T,are the mechanical and the
electromagnetic torques, respectively.

B. Voltage Stability

Voltage stability refers to the ability of an interconnected
system to maintain the voltage at all buses within a certain
level, when subjected to a disturbance [16]. It depends on the
ability of the system to maintain or restore the equilibrium of
supply and demand at load buses. Voltage instability may
cause tripping of system elements (loads or lines), due to
operation of protective devices. In a worse case scenario,
voltage stability may trigger a progressive fall or rise of
voltages at some buses and lead to a cascading outage.

C. Stability Indices

A stability index is a measure of how stable the system is,
concerning an aspect of stability. Thus, stability indices can be
used in impact analysis for comparison purposes. To assess
the impact of cyber attacks on transient stability in smart grids,
this paper uses the following indices for transient angle
stability and transient voltage stability.

1) Angle Stability Index
Reference [17] defines an angle stability index by

_ 360°=8max
360°+8max

x 100% , 2)

where 6,4, 1S the maximum angle separation of any two
generators in the same island in the post-contingency system.
This index varies between —100% and +100% and n > 0
and 17 < 0 denote stable and unstable conditions, respectively.
Also, a bigger n corresponds to a more stable system.

2) Voltage Stability Index

According to The Western Electricity Coordinating
Council (WECC) standards, after an event or fault leading to
the loss of a single power system element, load bus voltages
must satisfy the following two constraints [18]. Firstly, the
voltage dip/sag should not exceed 25%. Secondly, the voltage
dip/sag must not exceed 20% for more than 20 cycles (330
milli-seconds in 60 Hz systems).
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Figure 1. Test System with 2 generators 8 buses

TABLE I. DYNAMIC DATA OF GENERATORS

Base H x4 x4 x§ tu, ti, Xq Xq tgo tgo D
Mva) (s) (pw) (pw) (pw) () () (pw) (pw) () ()

G1 | 2200 6.50 1.80 0.30 0.25 8.00 0.03 1.70 0.55 0.40 0.05 0O
G2 | 4000 545 - 026 - - e e e e 3

TABLE II. DATA OF LINES AND TRANSFORMERS

TX1 TX2 TX3 TX4 L12-3 L2-7 L3-7 145 L6-7

R(pw)| 0 0 0 0 0 0 10ed 1.0ed 0
X (pu) |5.0e-4 5.0e-4 5.0e-4 5.0e-4 1.0e-2 8.6e-3 1.3e-3 5.0e-2 1.0e-2

Based on these requirements and since all the cases in this
paper study contingencies which lead to voltage drops, the
voltage stability index for the studies conducted in this paper
is defined to be the maximum time a load bus voltage remains
below 0.8pu, among all system load buses. For instance,
consider a fault which causes the bus voltages at buses 2, 5,
and 7 to stay below 0.8pu for 400ms, 500ms, and 350ms,
respectively. In this case, the defined voltage stability index
would be 500ms, which is the maximum time among all load
buses. This index, i.e. 500ms, denotes an unacceptable voltage
behavior, since it is greater than 330ms.

It is worth mentioning that the above voltage criteria are
defined for load buses following single contingencies and the
steady state threshold for load bus voltages are much tighter,
usually about +5% [16].

IV. SIMULATION SETUP

A. Test System

To study the impact of cyber attacks on a smart grid, the 8
bus transmission-level system shown in Figure 1 [17] was
used. It includes 2 generators, 3 loads, 4 transformers, and 5
lines. The system parameters are listed in Tables I and II [17].

B. System Modeling

This system was modeled in Transient Security
Assessment Tool (TSAT) of DSATools™ package. TSAT is a
time-domain simulation tool designed for power system
dynamic behavior assessment [19]. To model G2, the classical
model, i.e. constant voltage behind transient reactance, was
used. Also, G1 was modeled as a round rotor synchronous
generator (GENROU) with an exciter and a Power System
Stabilizer (PSS). The loads in the system were modeled as
constant PQ loads. Also, pi models were used for transformers
and transmission lines and line 2-7 was out of service.

C. Need for Voltage Support Devices

To demonstrate the need of this test system for voltage
support devices, three case studies were performed. These
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Figure 2. SVC control system block diagram
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Figure 3. STATCOM control system block diagram
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case studies are denoted with A, B, and C. In case A, the
system was modeled without any voltage support device. In
contrast, cases B and C modeled the system with an SVC and
a STATCOM connected to bus 5, respectively.

Case A studied a 3-phase bolted fault at bus 7 at 0.5s
which was cleared after 67ms by opening line 3-7. Note that
this line fault was chosen, since it appeared to be the most
severe line fault disturbance in the system, because the active
power transferred over this line was the largest among all the
lines in the system. It is emphasized again that for this case
study, the system was modeled without any voltage support
devices. The angle and voltage stability indices for this case
are shown in the first row in Table III. It can be seen that
although the system was angle stable, the voltage stability
criterion was violated, since the voltage stability index (0.804s)
was more than the maximum acceptable threshold (0.330s).

To demonstrate how a voltage support device can fix this
problem, the system was modeled with an SVC and a
STATCOM connected to bus 5 in cases B and C, respectively.
It is worth mentioning that these two cases studied the same
fault contingency. The models depicted in Figures 2 and 3
were used for the SVC and the STATCOM, respectively
[17],[20]. In Figure 2, the voltage at bus 5 is compared with
the reference value, and then the error is passed through a PI
controller to determine the shunt capacitance. In Figure 3, the
voltage at bus 5 is brought through a low-pass filter, first.
Then, it is compared to the reference value which is adjusted
by some corrective feedbacks. Finally, it proceeds to a PI
controller which determines the output current. It is worth
mentioning that both the SVC and the STATCOM controller
were suspended, if the input voltage (vs) dropped below 0.7pu.
This mechanism is not shown in the block diagrams due to
space limitation.

The angle and voltage stability indices for cases B and C
are listed in Table III. In contrast with case A which was
voltage unstable, the rows associated with cases B and C in
this table show that a voltage support device connected to bus
5 in this system not only improved transient angle index, but
also fixed the violated criterion on the voltage stability index.

Figure 4(a) compares the voltage at bus 5 in cases A, B,
and C. It can be seen that the voltage dropped below the
threshold (0.8pu) in case A and stayed there for 0.804s. Figure
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Figure 4. Comparison of the bus voltage magnitude and reactive power
output with and without SVC and STATCOM in cases A, B, and C

TABLE III. TRANSIENT STABILITY INDICES FOR CASES A, B, AND C

Case  Case Stability Index
No Description Angle Voltage
A Without SVC or STATCOM 59.98% 0.804s
B With SVC 67.92% 0.000s
C With STATCOM 69.46% 0.000s

4(b) shows the contribution of the SVC and STATCOM in
cases B and C, in order to maintain the voltage at bus 5. It can
be seen that with the presence of the SVC or the STATCOM,
the voltage did not fall below 0.8pu. Comparison of cases B
and C with case A shows that this system requires a voltage
support device, in order to maintain transient voltage
requirement following large disturbances. Thus, in the case
studies presented in the next section, this system is equipped
with either an SVC or a STATCOM connected to bus 5.

V. CYBER ATTACK CASE STUDIES

This section presents the results of 14 case studies conducted
in TSAT. In cases 1 to 7, the system was equipped with an
SVC connected to bus 5. In cases 8 to 14, the SVC was
replaced by a STATCOM. All of these 14 cases simulated the
same contingency, which was a 3-phase bolted fault at bus 7 at
time 0.5s cleared by opening line 3-7 at 567ms. Except for
cases 1 and 8, all of the other 14 cases simulated modification
cyber attacks. In all of these 12 cases, an attacker gained
unauthorized access to the communication link between the
SVC’s (or the STATCOM’s) measurement and controller, and
tampered it by adding positive or negative biases. These
modification attacks can be characterized by (3), where v’ (t)
and vg(t) denote modified and un-modified voltages at bus 53,
respectively, and Av is the bias value. Note that cases 1 and 8
simulated the system without any cyber attacks (or Av = 0)
and were the base cases for cases 2-7, and 9-14, respectively.

, _ (vs(®) t <0.567s
vis(t) = {vs(t) +Av t=0.567s &
A. Cyber Attacks on the SVC (Cases 1-7)

Cases 1-7 studied the system with an SVC connected to
bus 5. In case 1, the added bias was zero. In other words, this
case did not model any cyber attacks on the system. In
contrast, cases 2-7 studied cyber attacks with bias values from
-0.3pu to +0.3pu. Table IV lists the angle and the voltage
stability indices for all of these cases. The row associated with
case 1 in this table indicates that the SVC base case (no cyber
attack) was angle stable and also satisfied the criterion on

TABLE IV. ANGLE AND VOLTAGE STABILITY INDICES FOR CASES 1 TO 14

Voltage Support | Case  Bias Stability Index
Device No (pu) Angle (%) Voltage (s)
SvC 1 0 67.90 0
2 -0.3 60.53 0.708
3 -0.2 67.95 0
4 -0.1 67.95 0
5 +0.1 66.15 0
6 +0.2 59.83 0.696
7 +0.3 -97.07 1.320
STATCOM 8 0 69.46 0
9 -0.3 69.48 0.712
10 -0.2 70.13 0
11 -0.1 70.12 0
12 +0.1 65.07 0
13 +0.2 51.63 1.392
14 +0.3 -97.34 0.828
B
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Figure 5. vg, vs, and Qg in case 1 and case 3

transient voltage. In case 2 the -0.3pu bias made vg drop
below 0.7pu, quickly. As a result, the SVC controller was
suspended and could not inject reactive power to support the
voltage at this bus. Thus, this attack was successful and made
the system voltage unstable. In contrast, the negative biases in
cases 3 and 4 did not result in SVC controller suspension. On
the other hand, they caused the SVC to inject more reactive
power to the system. These two attacks were unsuccessful and
even improved the angle stability index.

Among the attacks with positive biases, the cyber attack of
case 5 with +0.1pu bias resulted in ~2% decrease in the angle
index and did not affect the voltage index. In case 6, the attack
successfully violated the voltage criterion. It can be seen that
the voltage index for this case was 0.696s which was more
than the 0.330s threshold. Finally, the attack in case 7 was the
only attack that made the system angle unstable. It can be seen
that the angle stability index for this case was negative. This
attack violated the voltage stability criterion, too.

To clarify the attack impact, consider case 3. Figure 6
compares Qgy¢, Vs, and v'sfor cases 1 and 3. In case 3, the
SVC controller sensed a biased voltage below the setting
value (0.95pu), and thus increased the SVC’s reactive power
output. It can be seen that the reactive power output hit the
upper limit (5S00MVar) in this case. Note that the voltage at
bus 5 could have kept increasing and caused an overvoltage
protective tripping, if the capacity of SVC was large enough.

B. Cyber Attacks on the STATCOM (Cases 8-14)

Cases 8-14 are analogous to cases 1-7, except that they
study the system with a STATCOM instead of an SVC. Table
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Simulation results showed that cyber attacks on SVC or
STATCOM could cause a deterioration of the stability margin,
or even make the system unstable. It was observed that the
effectiveness of the attacks highly depended on the bias
magnitude and sign. Future work includes further impact
analysis of cyber attacks on other smart grids, investigation of
mitigation strategies, and development of frameworks to
identify cyber physical system vulnerabilities.
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Figure 6. vs, v, and Qsrarcon in case 8 and case 14

IIT shows that the base case, i.e. case 8, was angle stable and
satisfied the voltage constraint, too. Similar to case 2 with
SVC, the STATCOM controller was suspended in case 9,
since the modified voltage dropped below 0.7pu. As a result,
this attack violated the voltage index. In contrast, the negative
biases in cases 10 and 11 did not result in STATCOM’s
suspension. These attacks not only did not violate the voltage
constraint, but also improved the angle index by ~1%. In case
12, the positive bias resulted in a slight degradation of angle
index, but did not affect the voltage index. In case 13, the
attack could decrease the angle index by ~20% and could
result in the violation of the voltage index, too. Finally, the
attack in case 14 successfully made the system angle unstable.
This attack also violated the voltage index.

Figure 6 depicts the contribution of the STATCOM along
with the voltage at bus 5 for cases 8 and 14. Figure 6(a) shows
that the biased voltage in case 14 was above the setting value
(1.05pu), and made the STATCOM reduce its reactive power
output. Figure 6(b) depicts that it eventually absorbed reactive
power from the system, which worsened the voltage profile at
bus 5 and also made the system angle unstable.

To summarize, the above case studies showed that the
modification attacks can deteriorate the transient stability
margin, or even make the system unstable. As previously
shown in Table IV, SVC cases 2, 6, and 7 and STATCOM
cases 9, 13, and 14 which took advantage of bigger bias
magnitudes, all violated the voltage stability index. Regarding
the bias sign, it can be concluded that the positive biases are
more dangers compared to the negative biases, especially
shortly after the fault is cleared. The reason is that the system
is more vulnerable in this period, due to insufficient reactive
power support. Examples of effective positive bias attacks
were cases 7 and 14. In these cases, positive biases boosted up
the modified voltages. Therefore, voltage support devices
injected less reactive power into the system, or even absorbed
reactive power from the system.

VI. CONCLUSIONS AND FUTURE WORK

This paper discussed cyber security issues in smart grids.
Then, it presented results of studies of modification cyber
attacks impact on transient stability of smart grids with voltage
support devices, such as SVC or STATCOM. In the studies,
the attacker gained access to the communication link between
the sensor and the controller of the voltage support device, and
modified it by adding a bias to the measurement data. To
study the impact of the attacks on system transient stability,
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