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Abstract—We consider the use of novel communication tool sets
to improve the performance of robust watermarking systems. In
particular,we relate theeffectsofattackson thewatermark tosignal
interference in a fading environment and employ diversity trans-
mission and channel estimation principles to improve performance.
A nonstationary parallel binary symmetric channel (BSC) model
of the watermark channel is introduced to more accurately charac-
terize signal tampering and, hence,extract the watermark. Analysis
of the system sheds light on novel strategies and domains to embed
information to improve the performance of robust data hiding
schemes. Simulationand testingverify our theoretical observations.

Index Terms—Attack characterization, data communications,
digital watermarking, robust data hiding, watermark channel,
wavelet transform.

I. INTRODUCTION

D IGITAL watermarking is the process by which a discrete
data stream called awatermarkis hidden within ahost

multimedia signal by imposing imperceptible changes on the
signal. In many proposed techniques, this procedure entails the
use of a secret key that must be used to successfully embed and
extract the watermark. One major driving force for research in
this area is the need for effective copyright protection scenarios
for digital media. In such an application, a serial number or copy
protection code is watermarked into the signal to protect to as-
sign ownership or user rights. It is expected that anattackerwill
attempt to remove the watermark by intentionally modifying the
watermarked signal. Thus, we must strive to embed the mark
such that it is difficult to remove (without the use of the key)
unless the marked signal is significantly distorted.

A popular analogy for watermarking is the process of data
communications in which the goal is to effectively communicate
the watermark information using information hiding techniques.
Much of the work on robust digital watermarking is based on
spread spectrum (SS) communication principles [1]–[9]. In SS
watermarking, the embedded signal is generally a low-energy
pseudo-randomly generated white noise sequence. It isdetected
by correlating the known watermark sequence with either the
extracted watermark or the watermarked signal itself (if the host
is not available for extraction). If the correlation factor is above
a given threshold, then the watermark is detected. The antijam-
ming properties of SS signaling makes it attractive for applica-
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tion in watermarking since a low energy, and hence impercep-
tible, watermark, that is robust to narrowband interference, can
be embedded [8].

However, SS approaches have a number of limitations. SS sig-
naling approaches are specifically vulnerable to the “near– far”
problem [10]. For watermarking, this implies that if the energy
of the watermark is reduced due to fading-like distortions on the
watermark, any residual correlation between the host signal and
watermark can result in unreliable detection [11]. In addition,
they neither take into account spatial nonstationarity of the host
image and attack interference nor readily incorporate adaptive
techniques to estimate the statistical variations. Furthermore, the
correlator receiver structures used for watermark detection are
not effective in the presence of fading. Although SS systems in
general try to exploit spreading to average the fading, the tech-
niques are not designed to maximize performance.1

We hypothesize that many common multimedia signal dis-
tortions, including cropping, filtering, and perceptual coding,
are not accurately modeled as narrowband interference. Instead,
we believe that such signal modifications arefading-likeon the
watermark if embedded in an appropriate domain. The novel
contribution of this work involves the application of communi-
cation diversity and channel estimation techniques, which are
effective in fading environments to the problem of robust wa-
termarking. Diversity is employed through watermark repeti-
tion and channel estimation through areferencewatermark. Al-
though it is well-known that repetition can improve the relia-
bility of robust data hiding schemes, it is traditionally used to
average out the effect of noise-like distortions. In this paper,
we demonstrate that if properly engineered, repetition can often
significantly improve performance and may be worth the ap-
parent sacrifice in watermark bit rate. Specifically, if repetition
is viewed as the application of communication diversity princi-
ples, we can demonstrate that proper selection of an appropriate
watermark embedding domain with attack characterization can
notably improve reliability.

It should be emphasized that the ideas presented in this work
are meant to be employed within existing watermarking tech-
niques and are not intended to replace well-established water-
marking strategies such as modulation and SS watermarking.

A. Objectives of this Paper

The overall intent of this paper is to derive new insights into
the digital watermarking problem in order to establish rules for
effective algorithm design. This is accomplished, in general,

1SS is commonly used in wireless communications for its interference rejec-
tion capabilities of narrowband noise. It has no advantage in environments in
which fading is prevalent. For such applications, path and antenna diversity are
commonly used to overcome fading [10].
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through the development of a framework for the analysis of a
broad class of watermarking techniques.

Specifically, we will do the following.
A) We demonstrate that viewing watermark repetition as

a communication diversity technique, we can identify
appropriate domains to embed the watermark for im-
proved robustness against fading-like attacks.

B) We use reference watermarking for attack characteri-
zation for optimal watermark estimation. Traditionally,
a reference template has been used to undo geometric
distortions; however, in this work, we employ it for the
problem of watermark channel characterization.

C) We incorporate a new localized watermark channel
model to practically implement our ideas. Analysis of
this model casts light on appropriate domains in which
to watermark. The importance of a watermark extrac-
tion stage that makes use of information concerning the
attacker’s actions in this setting is demonstrated.

We address watermark attacks that may be modeled as a noisy
attenuating nonstationary communication channel. Geometric
signal modifications such as scaling or affine transformations of
images and video sequences do not fall within this class. Such
distortions desynchronize the watermark signal, and hence,
although the watermark signal exists within the host, it is not
easily accessible. We assume in this work that the watermark is
extracted/detected with ideal synchronization so that we may
focus on the issue of reliable watermark retrieval in the presence
of noise and scaling. We believe that geometric distortions, while
tedious to address, are possible to overcome through appropriate
signal computation and registration as discussed in [12]–[14].

The next section introduces the basic setting for the analytic
work; the proposed assumptions and models are discussed. Sec-
tion III highlights the main theoretical results. These observa-
tions and implications are verified through implementation of
the novel principles into the robust reference watermarking al-
gorithm reviewed in Section IV; results of testing are also sum-
marized. Final remarks conclude the paper.

II. M ODELS AND PARADIGMS

In this section, we introduce the novel concepts proposed for
our watermarking approach. They are treated in more abstract
terms for pedagogical reasons and to motivate the theory of Sec-
tion III. Section IV presents these same ideas in the context of
a practical watermarking algorithm.

A. Novel Principles

1) Fading: Previous analytic work in the area of robust
digital watermarking has assumed additive Gaussian watermark
channels. That is, the effect (on the embedded watermark) of
distortions on the overall watermarked signal is considered to
be in the form of stationary additive Gaussian noise. Intuitively,
however, it is clear that some degradations such as cropping or
heavy linear filtering have the effect of completely destroying
the watermark content in the associated components of the
signal. For example, if the watermark is embedded in the spatial
domain of an image, cropping the image to a quarter of its orig-
inal area will annihilate those watermark signal components in
the discarded region of the signal while leaving others intact.

Similarly, if the watermark is placed in the discrete Fourier
transform (DFT) components of the signal, then aggressive
lowpass filtering will remove the existence of the watermark
from high-frequency coefficients. This demonstrates how
some very simple distortions have a varying (i.e., nonuniform)
effect on the embedded watermark. That is, some watermark
components are more severely distorted than others.

We assert in this paper that many watermark attacks are more
appropriately modeled as fading like. Fading is a term used to
describe the effect of a communication channel that attenuates
the information-bearing signal amplitude in an unpredictable
way. We do not assume a particular statistical or mathematical
model for the degradations but believe that the traditional char-
acteristics of a general fading processing are applicable. Specif-
ically, these features include

• varying SNR with a possibility of an SNR of repre-
senting a complete fade of the watermark signal which is
unavoidable;

• unpredictability of SNR variations along the watermark
channelprior towatermark transmission (i.e., embedding);

• independence of watermark signal attenuation in multi-
media signal coefficients displaced significantly in space,
frequency time or another component.

The resulting degree of independence has an equiva-
lent measure of coherence space, time, or bandwidth as
in common SS communication environments.

It should be mentioned that these same characteristics are
used to justify the use of a fading model for the classic par-
tial-band jamming problem [15].

2) Diversity: One general way in which to improve relia-
bility in an unknown, nonstationary environment susceptible to
deep fades is to employ diversity. A communication channel
can be broken into independent subchannels, where theth
subchannel has associated capacityfor .
Since, in a fading environment, some of these channels may
have a capacity of zero at unpredictable times, to ensure re-
liable transmission, diversity principles are employed. Specif-
ically, the same information is transmitted through each sub-
channel with the hope that at least one repetition will success-
fully be transmitted. For watermarking, we call thiscoefficient
diversitybecause different coefficients within the host signal are
modulated with the same information.

The sacrifice in employing diversity is the bandwidth ex-
pense since the same information is sent throughorthog-
onal resources. However, for many watermarking applications
the payload is small. Furthermore, for video watermarking ap-
plications, there exists an abundance of data in which to embed
the watermark information; therefore, watermark capacity is not
an issue.

3) Channel Estimation and Postprocessing:In channel es-
timation, a training or reference sequence is employed to ad-
just the receiver filter to maximize detection reliability. Water-
marking methods that do not attempt to depict the attacks fail
to exploit the advantage of extraction after any signal modifica-
tion and, hence, fundamentally operate in a nonoptimal manner.
We evaluate and demonstrate the performance improvements of
characterizing watermark attacks prior to extraction.
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Fig. 1. Reference and robust watermarking employing coefficient diversity and attack characterization. (a) Overview of the watermark embedding and extracting
scenarios. (b) We consider a 2-D host image; the watermark domain coefficients are divided into localized regions (outlined by the rectangular regions) so that
reference and robust watermark bits are alternatively embedded in each region; the bold lines separate the different resolutions and wavelet detailcoefficient
classes (i.e., horizontal, vertical and diagonal). (c) The watermark in each region in modeled as passing through a binary symmetric channel (BSC) with a known
probability of bit error estimated by the reference watermark.

Two questions naturally arise when incorporating coefficient
diversity and channel estimation.

1) How do you combine the different extracted repetitions
of the watermark to maximize the overall reliability of
the system?

2) How do you define and characterize these “sub-channels”
within the host signal to inherently promote robustness?

The subsequent sections address these issues. In Section II-B,
we discuss integrating the various versions of the extracted wa-
termark, and in Section III, we present analysis to identify reli-
able data embedding domains.

B. Context and Characterization

We limit the scope of our framework to the broad class of
watermarking systems with the following basic characteristics.

1) The watermark is binary and of length bits. We
denote theth bit of by for .

2) The watermark information is repeatedly embedded
times within the host signal.

3) The embedding process occurs in thewatermark domain.
Specifically, an invertible continuous transformation
is applied to the host signal to produce coefficients in
which the watermark bits are repeatedly inserted.

4) Each repetition of the watermark is embedded in a lo-
calized region of coefficients in the watermark domain.
Fig. 1(a) and (b) elucidate the concept.

5) Each embedded watermark repetition is extracted sepa-
rately. Thus, different (and assumed independent) ver-
sions of the watermark are accessible
from which to estimate the embedded watermark.

6) The watermarked signal may undergo distortions that af-
fect the integrity of the embedded information. We as-
sume that there exists a method of attack characteriza-
tion such that each extracted watermark repetition has a
known associated reliability. In our analysis, we make use
of the probability of bit error measure. Specifically,
has an associated bit error likelihood of .

We incorporate diversity and channel estimation into our
analysis framework through the use of watermark repetition and
attack characterization, respectively. Each duplicate watermark
is assumed to be separately extracted. Attack characterization is
the process of measuring the reliability of each extracted water-
mark repetition. We do not specify how the characterization is
performed here as this is an implementation issue discussed in
Section IV, but we assume this reliability factor to be available.

Many proposed watermarking algorithms [6], [13], [16]–[20]
(this is by no means an exhaustive list) are encompassed by this
class of techniques or can be easily modified to fit this category.
Although we restrict the watermark to be a bit sequence and
the reliability measure to be the bit error rate, we believe the
spirit of the results discussed in the paper holds for nonbinary
watermarks with a different reliability measure such as the SNR.

1) Parallel BSC Watermark Channel Model:Given thechar-
acterization presented in the previous section, we can extract the
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Fig. 2. Parallel binary symmetric channel model.

individual watermark repetitions to produce estimates of the
watermark with an associated probability of
bit error . Our framework is analogous to transmitting the wa-
termark simultaneouslyalong independent BSCs, asshown in
Fig. 2. The error probabilities are assumed to be
known and independent of one another. If , then the
output is complemented, and is used as the probability
of error parameter value. This type of localized characterization
of the distortion in the watermark domain allows better modeling
of nonstationary fading-like distortions. The basic stationary at-
tack assumption precludes the benefits that diversity can provide
and limits understanding into the advantages of using one water-
marking domain over another.

There are important advantages to using the parallel BSC
model. It is simple and the parameter is easy to accurately
estimate using an associated reference watermark we discuss in
subsequent sections. In addition, a different parameterfor
each is incorporated, which provides a localized assessment
of the attack in the watermark domain. Our attack characteri-
zation allows us to combine the repetitions based on a measure
of their reliability to minimize the probability of watermark bit
error.

2) Optimal Linear Watermark Estimation:To keep compu-
tational complexity low, we limit ourselves to linear watermark
estimation. The overall extracted watermarkis computed as
the weighted sum of the individual extracted repetitions. That is

round (1)

where
round integer round operator;

and th watermark bits of and , respec-
tively;
associated scalar non-negative weight de-
pendent on the estimated reliability factor

such that .

We show in [21] that the following assignment for minimizes
the bit error of to produce an optimal linear watermark extrac-
tion:

(2)

This linear estimation procedure is by no means the only al-
ternative for combining the various extracted repetitions, but it
is computationally simple, and it has been successfully imple-
mented and tested [21]. Given the average watermark payload
and order of magnitude of in the range for
still image watermarking, more sophisticated statistical estima-
tion and combination principles may not be reliable. As pointed
out by one anonymous reviewer of this paper, the formulation
has the flavor of maximum likelihood estimation [22].

III. A NALYSIS AND INSIGHTS

In this section, we summarize our analysis to determine ef-
fective embedding strategies using our parallel BSC model of
the watermark channel shown in Fig. 1.

A. Overview of the Math

Consider the bit defined as

if there is a bit error in

otherwise.
(3)

Similarly, we let

if there is a bit error in

otherwise.
(4)

It easily follows from (1) that

round (5)

which relates the bit errors of the individual extracted repetitions
to the bit error of the overall watermark estimate .

Analysis of (5) is not straightforward due to the presence of the
integer round operator. Alternatively, we consider the argument
of this operator given by

(6)

where . A bit error occurs
in if . We can analyze the mean value of

, to assess the reliability of the watermark
channel. Although this is not a precise measure of the error rate
of the system since a smaller does not necessarily
guarantee a lower overall bit error rate, it does provide useful
insight into the reliability of the watermarking procedure.
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It is shown in Appendix A that

(7)

where the average bit error rate is

(8)

and is the relative entropy given by [23]

(9)

(10)

and

(11)

The sequences and are probability-like distributions; their
elements are non-negative and sum to one. The bound of (7) is
tight for small and close to a constant (i.e.,
for all ). Specifically, the equality of (7) holds if and only if

for all .

B. Implications

Observation of (7) reveals that the following possible tactics
may be incorporated into a watermarking scheme to lower the
value of and, hence, improve the robustness of the
system in some way.

1) Reduce the value of the average bit error rate.
Reducing the value of decreases the term

and increases the denominator term
, which both serve to lower the overall

bound.
Many proposed watermarking methods attempt to gain

performance by diminishing this average bit error rate.
Signal processing strategies to imperceptibly embed a
higher energy and, hence, more robust watermark are
commonly employed.

The deficiency of most watermarking methods is that
they solely rely on embedding a stronger watermark using
sophisticated human perceptual mathematical models for
improved performance. Our next two theoretical observa-
tions shed light on a different strategy to increase robust-
ness.

2) Embed the watermark such that the distributionsand
are dissimilar for a large class of distortions.
For a fixed value of , we may reduce the perfor-

mance bound by increasing the value of . The
relative entropy is a measure of the distance between its
two argument distributions [23]. Roughly, we can see that

is relatively large when
and its corresponding aredis-
similar.

Assuming a fixed average probability of bit error, this
requires that vary in amplitude for different values
of , implying that we should embed the watermark in a

Fig. 3. Quantization procedure for watermarking. To embed the watermark,
the median coefficient valuef (m; n) is quantized to the nearest appropriate
vertical line segment shown in bold (to embed a 1) or dashed (to embed a 0).
The diagram provides an example case forQ = 4. The distance between each
vertical line segment is�, which is given by (14).

domain for which the degree of distortion varies in each
localized region containing a repetition on the watermark.
As a result, the amplitude of will be different for
distinct values of . This can be achieved by inserting the
watermark in a domain that distributes the distortion more
to certain coefficients, leaving others less affected.

3) For perfect watermark recovery, strive to localize the dis-
tortions on the watermarked signal.

It is shown in Appendix B that the existence of
for at least one implies

that .
Thus, if there exists a set of localized coefficients con-

taining one complete repetition of the watermark that are
unmodified by the distortion, then perfect watermark re-
covery is possible, as long as all the values of are
known. This translates to embedding the watermark in a
domain that completely confines the distortion to a strict
subset of the coefficients.

C. Discussion

Implications 2) and 3) relate the accuracy of the extracted
watermark to the watermark domain in which the hidden data
is embedded. By using diversity and attack characterization, it
is possible to improve the effectiveness of the watermark to a
broader class of distortions by inserting the mark in signal coef-
ficients that localize these distortions. For example, to design a
watermark robust against cropping, it would be wise to embed
the mark in the spatial domain, which completely localizes the
manipulation. Although a portion of the watermark is clipped
out, the repetitions in the remaining signal are still accessible.
Similarly, for robustness against filtering, the watermark should
be embedded in the discrete Fourier domain that localizes the
associated degradations.

It is also clear from simulation results (discussed in the next
section) that a watermark embedded repeatedly in the spatial
domain is significantly more robust (i.e., the watermark is per-
fectly recoverable unless the image is cropped beyond a cer-
tain threshold size) to cropping than if it were embedded in the
frequency domain. Simulations demonstrate an analogous rela-
tionship with embedding in the Fourier domain and reliability
against bandpass, highpass, or lowpass filtering. To make the
watermark robust to both, a compromise would be to use the
discrete wavelet domain for hiding the data.
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TABLE I
PROPOSEDROBUSTREFERENCEWATERMARK EMBEDDING METHOD. WE ASSUMETHAT THE REFERENCE ANDROBUSTWATERMARKS ARE OF THESAME LENGTH

(i.e.,N = N ) AND THAT THE COEFFICIENTSELECTION KEY SPECIFIESTHAT ALL COEFFICIENTSARE TO BE MARKED

To verify the insights derived in this work, we implement
the proposed principles in a practical watermarking method dis-
cussed in the next section. Because of the importance of ro-
bustness against frequency and spatial domain distortions, our
practical implementation embeds the watermark in the wavelet
domain, which will be shown to localize these degradations.
Not only does this domain allow more effective robust water-
marking, but it is convenient for characterization of unlawful
signal doctoring for telltale fragile watermarking, as discussed
in [24]. Based on our analysis, we believe that the strengths of
the scheme arise from the following factors.

• We embed the watermark in the wavelet domain, which
localizes a diverse class of distortions such as spatial crop-
ping and frequency domain filtering.

• The analysis assumes that the probabilities of bit errors
are known. Thus, to be robust to unknown distortions,

estimation of the reliability of the watermark channels for
each must be employed. The proposed robust reference
watermarking technique characterizes the locally varying

distortions on the watermarked signal before extraction. In
this way, the components of the watermark signal that is
more accurate than the others can be identified.

• The proposed scheme is robust to a wider variety of dis-
tortions because diversity strategies are employed through
the use of watermark repetition. Only one repetition of the
watermark needs to be intact for reliable watermark re-
covery.

IV. I MPLEMENTATION AND TESTING

A. Robust Reference Watermarking

1) Role of the Reference Watermark:It has been shown in
[25] and [26] that elementary characteristics of the signal dis-
tortions are easily estimated using a reference watermark. A
reference watermark is one that is embedded into a signal for
the purpose of detecting modifications. In fact, Tirkelet al.[12]
have shown how reference marks can be used to help undo geo-
metric distortions applied to images.
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TABLE II
PROPOSEDROBUST REFERENCEWATERMARK EXTRACTION METHOD. WE ASSUMETHAT THE REFERENCE ANDROBUST WATERMARKS ARE OF THESAME

LENGTH (i.e.,N = N ) AND THAT THE COEFFICIENTSELECTION KEY SPECIFIESTHAT ALL COEFFICIENTSARE TO BE MARKED

We propose the scenario shown in Fig. 1(a) in which the host
signal is embedded with both robust and reference watermarks.
The reference watermark is assumed to be known at the extrac-
tion end as well. The two kinds of watermarks are placed in dif-
ferent coefficients of the host signal so that they do not interfere
with one another. The tradeoff is that fewer repetitions of the
robust watermark can be placed in the signal as a portion of the
watermark “bit rate” is consumed by the presence of the refer-
ence watermark. Each embedded repetition of the robust water-
mark sequence, which we denote, (where

is the total number of embedded copies), has an associated
binary reference watermark sequence, with the same statis-
tical properties as .2 Fig. 1(b) demonstrates the embedding
procedure where each is placed in a localized region of the

2Note that sincew is a repetition of the robust watermark,w = w for all k
andj. The reference watermarksfr g do not necessarily have to be identical as
long as their individual bit elements have the same statistical properties as that
of the robust watermark. Bothfw g andfr g are generated using a pseudo-
random number emulating the same probability distribution.

watermark domain. By localized region, we mean a relatively
small closed compact region of regularly arranged coefficients.
For example, this region could be a rectangular neighborhood of
pixels. Fig. 1(b) shows how the wavelet domain can be divided
into disjoint rectangular spatial neighborhood regions of coef-
ficients at different resolutions. One robust and one reference
watermark repetition are embedded into each of these regions.
The bits of are alternated with those of such that an attack
on the marked signal will reflect in the same way statistically on
both and . Thus, if we let and be the extracted ver-
sions of and , respectively, after an attack, it is expected
that the probability of bit error for is equal to that for .

The probability of bit error of is estimated as follows from
and

(12)

where is the exclusiveOR operator.
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Fig. 4. Watermarked image results. (a) Host image. (b) Watermarked image using the Ohnishi and Matsui method. (c) Watermarked image using the Coxet al.
method. (d) Watermarked image using the proposed robust reference watermarking approach.

The robust watermark is not used for estimation of the bit error
as itmaybeunknownat the receiver.Useof the robustwatermark,
if it is known, will increase the probability of false positive detec-
tion that may not be appropriate for some applications [27].

It should be clarified that unlike traditional references used
for identifying geometric distortions, our reference watermark

does not compromise the security of the technique. Its loca-
tion and content is known only at the sender and the receiver.
Because and are embedded in similar ways, removal of

is as difficult as .
2) Data Embedding and Extraction:The technique em-

ployed to modify the host signal transform coefficients in order
to embed the watermark can be arbitrary as long as it places the
hidden data in a localized region. Because we test the algorithm
on still images, we use a scheme which is bandwidth conserva-
tive to facilitate diversity; a technique proposed by the authors
in [21], [28] which embeds information using quantization is
put in practice. The method, which can also be applied for
high capacity data hiding, is also well-documented in [27]. For
reasons of space, we only summarize the approach and refer
the reader to the relevant papers cited above for specifics.

The data embedding method is suited for the wavelet domain;
we implement the method using the discrete wavelet transform

(DWT). The th-level DWT of an image produces a sequence
of detailsubimages corresponding to the horizontal, vertical,
and diagonal details at each of theresolution levels and a gross
approximation at the coarsest resolution level. The different fre-
quency orientations of the detail sub-images are represented with
the variable for which corresponds to the hori-
zontal, diagonal, and vertical details, respectively. The resolution
level is denoted with the variable, where a larger value ofcor-
responds to a coarser resolution level (i.e., larger scale). Thus, the
detail coefficients for an th-level DWT of an image are given
by , where , , and
corresponds to the spatial location at theth resolution. The gross
approximation is represented with . Each subimage

is comprised of pixels representing the coefficient values
for various . The spatial locations are indexed from
to for an th resolution subimage.

For the data-embedding algorithm, two basic parameters
must be set: the quantization parameterand the coefficient
selection key . The key is randomly generated and is
used to select the exact locations in the wavelet domain in
which to embed the watermark. If specifies that the mark is
to be embedded at resolutionand location , then the
following steps are performed.
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1) The detail coefficients , and
are sorted in ascending order. We denote

these ordered coefficients by , ,
and , where

(13)

such that and , ,
and .

2) One watermark bit is embedded by modifying the me-
dian value of the detail coefficients at resolution[i.e.,

] at spatial location . To embed the wa-
termark, we quantize , as shown in Fig. 3. The
range of values between and are
divided into bins of width

(14)

where is a key-specified quantization variable. To
embed a watermark bit of value zero or one,
is quantized to the nearest value specified in Fig. 3 by a
dashed or bold line, respectively. The new watermarked
coefficients are denoted .

To extract the embedded bit, the detail coefficients
, , and are, once again,

sorted, and the value of the middle coefficient is used to assess
the most probable bit embedded [27]. The watermark bit value
is estimated from the relative position of . Using
the same value of as for embedding, the watermark value
is determined by finding the closest quantized value, which
is specified by a dashed or solid vertical line in Fig. 3 to

and converting it to its associated binary number.
If this data embedding method is used naively (i.e., without

attack characterization discussed in the overall robust reference
watermarking method), the watermark is simply embedded sev-
eral times; the most common extracted bit value is taken for the
watermark estimate. If an equal number of ones and zeros is ex-
tracted, then a random guess is made to its value.

3) Algorithmic Overview:We present in Tables I and II the
watermark embedding and extraction scenarios, respectively.
Again, see [21], [27], and [28] for details.

B. Figures of Merit and Comparison

The focus of this paper has been on the incorporation of coef-
ficient diversity and attack characterization to improve the reli-
ability of robust watermarking systems. In order to demonstrate
these advantages, we compare the performance of four water-
mark systems.

S1) The well-known spread spectrum technique by Coxet
al.is presented in [6]. For compatibility with the pro-
posed techniques, embedding is performed in the dis-
crete wavelet domain. In addition, the original host
image is not used for watermark detection. The method
suggested by Pivaet al. [29] is employed.

S2) The wavelet-based technique by Ohnishi and Matsui
[17] hides information in the Haar wavelet domain.
To embed a given watermark bit into resolution
and spatial location , the difference between the

Fig. 5. Results for additive white Gaussian noise degradation. (a) Correlation
coefficient versus SNR (the dashed and dash-dotted lines represent the results
for the methods by Coxet al. and Ohnishi and Matsui, respectively; the solid
lines with “x”s and “o”s correspond to watermark extraction by majority rule
and weighted watermark estimation, respectively). (b) Degraded watermarked
image at 20 dB SNR.

minimum and maximum detail coefficients modulo 2
is forced to be equal to the watermark bit value.

S3) Our quantization-based data embedding method is dis-
cussed in Section IV-A2, in which the watermark is
repeatedly embedded into the host signal but does not
make use of the inherent diversity by characterizing the
reliability of each extracted copy.

S4) The proposed robust reference watermarking method
makes use of the data hiding technique ofS3)but uses
attack characterization to estimate the watermark opti-
mally. Tables I and II summarize the algorithm.

The correlation coefficient between the embedded and ex-
tracted watermarks given by

(15)

where and are the embedded and extracted watermark
signals, respectively, and is the length of the watermark that
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Fig. 6. Results forF � F median filtering degradation. (a) Correlation
coefficient versus dimension of filterF (the dashed and dash-dotted lines
represent the results for the methods by Coxet al. and Ohnishi and Matsui,
respectively; the solid lines with “x”s and “o”s correspond to watermark
extraction by majority rule and weighted watermark estimation, respectively).
(b) Degraded watermarked image for5� 5 median filtering.

is employed to assess the reliability of each system. A correla-
tion threshold of 0.4, which corresponds to a false positive de-
tection rate less than for a 256 bit watermark, is used to
detect the existence of the watermarks [27].

The difference in the relative performance ofS3)andS4)pro-
vides an idea of the degree of effectiveness of the novel commu-
nication tool sets. A comparison withS1)andS2)gives an idea
of the overall absolute performance improvement given by ro-
bust reference watermarking method.

The technique by Coxet al. [6] is one of the most influential
algorithms proposed for robust watermarking. It is assessed to
give an idea of the relative improvement that diversity provides
over SS principles. The technique by Ohnishi and Matsui [17]
is used for comparison because of its similarity to our proposed
technique; both [17] and our data embedding approach place the
watermark in a multiresolution domain and do so by imposing
relative changes on the resulting detail coefficients without sig-
nificant bandwidth consumption.

C. Simulation Results

In the implementation of our methods, we specifically make
use of the Daubechies 10-point wavelet [30] for all simulations.

Fig. 7. Results for lowpass filtering degradation. (a) Correlation coefficient
versus filter parameter� (the dashed and dash-dotted lines represent the results
for the methods by Coxet al.and Ohnishi and Matsui, respectively; the solid
lines with “x”s and “o”s correspond to watermark extraction by majority rule
and weighted watermark estimation, respectively). (b) Degraded watermarked
image for� = 0:6.

Parameter values of and were employed. The
length of the reference watermark was set to the same value as
the length of the robust watermark, which was 256 bits. In prac-
tice, any length of reference watermark can be used. The smaller
the value of , the poorer the estimate of , but the more
localized the assessment of the distortion. No user-specified pa-
rameters are required for the method in [17].The method in [6]
was also implemented with the Daubechies 10-point wavelet, a
randomly generated bipolar [i.e., ] watermark
for compatibility with our proposed techniques, and for scaling
parameter , as suggested in their paper.

We perform simulations on a host image shown
in Fig. 4(a). A 256-bit randomly generated equiprobable bi-
nary watermark was embedded. The reference watermark for
our proposed technique was generated using the same distri-
bution. The watermarked images using the method by Ohnishi
et al. and the proposed reference watermarking algorithm are
shown in Fig. 4(b)–(d), respectively. We next evaluate and com-
pare the performance to various types of image distortions.

White Gaussian noise was added to the watermarked image
to determine the robustness of the methods to stationary ad-
ditive interference. Fig. 5 presents the results. Visible image
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Fig. 8. Results for JPEG compression. (a) Correlation coefficient versus CR
(the dashed and dash-dotted lines represent the results for the methods by Cox
et al. and Ohnishi and Matsui, respectively; the solid lines with “x”s and “o”s
correspond to watermark extraction by majority rule and weighted watermark
estimation, respectively). (b) Degraded watermarked image for a CR of 9.9.

degradation was apparent around an SNR of 30 dB. The wa-
termark, however, had a high correlation for even higher noise
levels. BothS3)andS4)perform better thanS2) for moderate
to low SNRs. However,S1)demonstrates superior performance.
Since the attack is not localized in space or frequency, it is not
surprising that the performance ofS3) and S4) is not better.
Fig. 5(b) provides the watermarked image for a SNR of 20 dB,
from which the watermark could still be reliably detected.

Similarly, an median filter was applied on the water-
marked image.S3)iscomparable inperformancetoS2),asshown
in Fig. 6. However,S4)(robust reference watermarking) has sig-
nificantly improved performance.S1)has varied performance.

The results for lowpass filtering with a radially symmetric
blur of the form

(16)

where are displayed in Fig. 7 for dif-
ferent values of . Use of diversity improves performance sig-
nificantly. Similar results obtained for JPEG compression are
presented in Fig. 8.

Fig. 9. Results for color reduction. (a) Correlation coefficient versus number
of colors (the dashed and dash-dotted lines represent the results for the methods
by Cox et al.and Ohnishi and Matsui, respectively; the solid lines with “x”s
and “o”s correspond to watermark extraction by majority rule and weighted
watermark estimation, respectively). (b) Degraded watermarked image for a
color reduction to eight shades of gray (i.e., 3-bit image).

Excellent results for color reduction and cropping for our pro-
posed approach are also evident. Fig. 9 shows that the proposed
technique still detects the watermark with high precision even
when the number of gray levels is reduced to 8; this corresponds
to a 3-bit grayscale image. The use of reference watermarking
offers little value in this situation since no significant perfor-
mance is observed fromS3)andS4). The robustness stems from
the nature of the data embedding process. Similarly, the results
for image cropping are shown in Fig. 10. The localization of the
watermark and attack characterization significantly improves
the performance of the technique.

One of the most effective attacks against DCT-based water-
marking has been proposed by Barnett and Pearson [31]. The
distortion function known as the Laplacian removal (LR) at-
tack operator makes two estimates (one positive denoted
and another negative denoted) of the embedded watermark
from the marked media using a series of Laplacian edge detec-
tions. The estimates are scaled with parameter
and subtracted from the watermarked signal in order to atten-
uate the presence of the mark. Fig. 11 summarizes the results of
this attack (as implemented in [31]) for varying values of .



2394 IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 49, NO. 10, OCTOBER 2001

Fig. 10. Results for image cropping. (a) Correlation coefficient versus area
of image remaining (the dashed and dash-dotted lines represent the results for
the methods by Coxet al.and Ohnishi and Matsui, respectively; the solid lines
with “x”s and “o”s correspond to watermark extraction by majority rule and
weighted watermark estimation, respectively). (b) Cropped watermarked image
for 2.25% area remaining.

Fig. 11(b), in particular, demonstrates how the operator pre-
dominantly affects the high-frequency components of the wa-
termarked image. The proposed techniqueS4) shows signifi-
cant robustness to this attack. This can be explained sinceS4)
embeds the watermark at all resolutions (including those near
low frequencies) but, upon extraction, can isolate those compo-
nents unaffected by the LR operator for reliable recovery. The
success ofS3) also demonstrates that quantization-based em-
bedding strategies seem more robust to LR attacks than linear
addition-based techniques, such as inS1).

A more sophisticated version of the LR attack for DCT-based
watermarking algorithms has been developed in [32]. Future
work involves adapting this approach to DWT watermarking
and assessing the robustness to the proposed scheme.

To summarize, it is evident from the results that use of diver-
sity and channel estimation

• improves the absolute performance of a robust data em-
bedding method for all degradations except additive white
Gaussian noise;3

3For noise attacks, the proposed method is still detectable even when the fi-
delity of the attacked image is significantly reduced.

Fig. 11. Results for Laplacian attack operator: (a) Correlation coefficient
versus attack parameter� (the dashed and dash-dotted lines represent the
results for the methods by Coxet al.and Ohnishi and Matsui, respectively; the
solid lines with “x”s and “o”s correspond to watermark extraction by majority
rule and weighted watermark estimation, respectively). (b) LR attacked image
for � = 2:0.

• significantly improves robustness against distortions that
are localized in the watermark domain;

• has the least effect for degradations, such as additive noise
and amplitude scaling, which are spread uniformly to the
same degree to all coefficients in the watermark domain;

• broadens the class of distortions for which the watermark
is resilient.

V. FINAL REMARKS

In this paper, we apply the communication theory principles
of diversity and channel estimation to improve the robustness
of watermarking schemes. The use of coefficient diversity
broadens the class of distortions for which the watermark is
robust. In addition, we exploit the advantages of extracting the
watermarkafter attacks by characterizing the distortions to
more optimally process and detect the hidden information.

The nonstationary attack model introduced sheds light on the
benefits of employing these novel tools and facilitates under-
standing into the advantages of using one watermark domain
over another. As a result, we observe that techniques solely re-
lying on embedding a stronger energy watermark may be sup-
plemented with the proposed strategies in order to augment ex-
isting performance.
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Our theoretical reflections are verified through the imple-
mentation of our ideas into the robust reference watermarking
technique. Simulation results support our assertions and demon-
strate the high degree of improvement achieved through appli-
cation of our presented rationale.

APPENDIX A
ERRORBOUND DERIVATION

We prove (7) in this section, assuming for
. From the independence of

(17)

(18)

Using the facts that
for

(19)

with equality if and only if for all . Using the log–sum
inequality [23] to the denominator, we can show

(20)

where with equality if and only if
for all .

The right-hand side of (20) can be expanded, rearranged, fac-
tored, and reduced to give (7).

APPENDIX B
ACCURATE WATERMARK RECOVERY

The watermark can be accurately recovered if since
this implies that for all . We prove the following.

If for some , then
.

Proof: Let . We assume in our analysis
that for some (i.e., ). From (2) and (6)

(21)

(22)

It is easy to see that
since the argument of

approaches infinity for .
Therefore

(23)

since for because for .
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