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Abstract—It is well known that information will play an impor-
tant role in enhancing emerging smart grid system operation.
Therefore, questions naturally arise as to when the increased
data-dependence may be considered excessive. Two practical
considerations emerge: 1) communications and computational
overhead, in which redundant and irrelevant information acqui-
sition and use results in heavy computational burden with limited
performance return; and 2) increasing risks of power system dis-
ruption due to information delay from communication congestion
or cyber attack. One strategy to improve smart grid resilience
is to determine the appropriate degree of dependence on cyber
information to balance performance with overhead and risk. In
this paper, we present a hierarchical cyber-physical multiagent
model of smart grid system operation based on flocking theory in
the context of the transient stability problem. Through this model,
we study strategies that harness a selective degree of cyber tech-
nology by leveraging physical couplings. Our formulation enables
the identification of large-scale distributed control strategies for
robust and resilient power grid operation. We demonstrate the
potential performance improvements of our findings on the New
England 39-bus power system for case studies involving a variety
of system faults and communication delays.

Index Terms—Cyber-physical modeling of smart grid, flocking-
based dynamical systems, power system transient stability.

I. INTRODUCTION

THE EFFECTIVE modeling of a power grid can signif-
icantly improve the understanding of its operation and

design. In this paper, we consider a dynamical systems-based
cyber-physical representation that aims to provide power sys-
tem designers with insights on how to leverage distributed
control to maintain transient stability in the face of signifi-
cant disruptions. Recent work has just begun to address this
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problem. Ilić et al. [1] propose a dynamic framework to rep-
resent the interactions amongst generators and loads. Here a
module with linear closed-loop dynamics is used to represent
each generator and load that are interconnected using a lin-
ear network model of the system. Li and Han [2] study how
the addition of communication links can effectively restabi-
lize a faulted power grid. They employ a linearized swing
equation-based model relating the overall generator synchro-
nization to spectral properties of a matrix that is a weighted
sum of the Laplacian of the (physical) power graph and
the (cyber) communication network. A greedy search algo-
rithm is proposed to identify a communication topology that
can enable synchronism for a given smart grid topology.
Existing research by Wei. et al. [3] has studied the anal-
ogy between the dynamics of generator synchronization and
that of flocking theory. A distributed cyber-physical control
approach is developed such that in the face of disturbances,
the system is restabilized by “steering” its dynamics as a
cohesive flock.

Given the value of this flocking metaphor, in this paper
we extend our work and make the following contributions.
First, we formally explore how information and physical cou-
plings can be synergistically harnessed for restabilizing a
power grid under severe fault and cyber attack. Through anal-
ysis we assess how hierarchy and the selective use of cyber
information can benefit scalability and robustness to infor-
mation delay. Second, through a flocking-based paradigm we
develop distributed control methodologies that leverage coop-
eration between external energy storage (EES) and traditional
synchronous machines to maintain transient stability in the
face of severe disturbances. Third, we introduce and apply
the notion of state-dependent hierarchy in which coherent
generator clusters from disturbance are leveraged such that
strong physical couplings are identified to selectively apply
distributed cyber-control where necessary. An algorithm to
identify coherent clusters is presented. Simulations are con-
ducted on New England 39-bus test system to demonstrate
performance gains of our approach empirically.

II. PROPOSED MULTIAGENT FRAMEWORK

A. Cyber-Physical Integration

We model the cyber-physical integration in the smart grid
with a two-tier hierarchical multiagent framework shown in
Fig. 1. Each agent consists of the following functions.

1) A dynamic node representing a physical power system
element, in this case a generator.

1949-3053 c© 2014 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



2688 IEEE TRANSACTIONS ON SMART GRID, VOL. 5, NO. 6, NOVEMBER 2014

Fig. 1. Hierarchical cyber-physical control for New England 39-bus system.

2) A phasor measurement unit (PMU) that acquires gener-
ator phase angle and frequency data from the dynamic
node.

3) A local cyber-controller that computes a control signal
that is applied to the agent’s generator using PMU data.

Each agent’s frequency, phase angle, and coherency char-
acteristics are those of its generator. The PMU and local
controller are both considered to be cyber elements due to
their data acquisition, communication and computation tasks.

The physical coherency between active agents is achieved
by using our real-time dynamic coherency identification
scheme. The agents with high physical coherency are con-
sidered to form a cluster and one agent within the cluster
(typically with highest generator inertia) is selected as the
lead agent. Only the lead agent’s PMU and local cyber-control
are activated for overall cluster regulation and the phasor data
concentrator (PDC) in each cluster is implemented to guar-
antee synchronization of the data information flows amongst
lead agents. Therefore, this enables a state-dependent system
hierarchy whereby intercluster interactions are cyber-physical
(tier-1) and intracluster synergies are physical (tier-2). Since
our focus is on maintaining transient stability in the face
of cyber-physical disturbance through distributed control that
employs EES, each cluster also includes fast-acting energy
storage(s), which in practice may include battery storage
devices and flywheels.

B. Transient Stability

Power system transient stability describes the ability of a
smart grid to remain in synchronism when subjected to large
disturbances, such as transmission line faults and generator
loss [4]. For smart grids, achieving transient stability consists
of maintaining both exponential frequency synchronization
and phase angle cohesiveness of its synchronous generators
through application of distributed control.

Exponential frequency synchronization requires the frequen-
cies of all the generators agree asymptotically with a common
value f0 typically set to 60 Hz and normalized in this formu-
lation to 1. Letting ωi be the normalized relative frequency of
Generator i with respective to f0, we can describe exponential
frequency synchronization as follows:

ωi(t) → 0, as t → ∞. (1)

As stated in [5], the loss of synchronism of generators
results if the rotor angle difference between two generators
is beyond a certain limit, which causes a rapid drop in bus
voltages. Therefore, as shown in (2), phase angle cohesive-
ness necessitates that the difference between phase angles of
Generators i and j should be below a predefined threshold γ

∣
∣θi − θj

∣
∣ ≤ γ (2)

where γ is normally set to 5π/9 as discussed in [6]. The
reader should note that other formulations [7], [8] have set the
upper bound as π/2. The discrepancy is due to the fact that
in our model, we consider transfer conductances and thus are
able to relax the upper bound from 90◦ to 100◦ as supported
in [5] and [6].

C. Flocking

Flocking is a behavior exhibited by groups of birds par-
ticipating in a shared objective such as flying to a mutual
destination. Such behavior enables a collective to accomplish
an objective difficult to achieve individually through a com-
bination of cooperation, consensus and informed-adaptation.
Members of a flock are referred to as flockmates or agents.
The behavior within a flock has been described by a following
set of heuristic agent-interaction rules that we employ [9].

1) Flock Centering: Agents attempt to stay close to nearby
flockmates.

2) Collision Avoidance: Agents avoid collisions with
nearby flockmates.

3) Velocity Matching: Agents attempt to match velocity
with nearby flockmates.

Based on these three rules, Olfati-Saber [10] provided a
framework for design and analysis of scalable distributed
flocking algorithms using a double integrator model: q̇ = p
and ṗ = u, where q ∈ R

N is the position vector of the
flockmates, p ∈ R

N denotes the velocity vector, u ∈ R
N rep-

resents the control signal, and N is the size of the flock. To
achieve the flocking objectives u is comprised of three terms,
u = −∇V(q) − L · p + F

(

p, q, pr, qr

)

, where the first term is
the gradient of a potential energy function V(q) that character-
izes system objectives and constraints. The second represents
a velocity consensus protocol where L is the Laplacian matrix
associated with the flock communication graph. Finally, the
third models navigational feedback designed to ensure each
agent tracks a reference (pr, qr).

By studying the three flocking rules, we notice that flock
centering and the velocity matching are analogous to the phase
angle cohesiveness and the exponential frequency synchroniza-
tion objectives in the transient stability problem, respectively.
This inspires us to reformulate the problem of transient
stability as a task of flocking formation control.
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D. Dynamics and Interaction

Assuming there are N agents in general, each is assigned
a coupled dynamical system equation to model the cyber-
physical interactions. To describe the physical system, we
make use of the well-known interconnected swing equations
to describe rotor dynamics [4] of the Kron-reduced [11]
power system as detailed in [7] and [8] to give the following
dynamical representation for each agent:

Miω̇i = −Diωi + Pm,i − |Ei|2Gii −
N
∑

j=1,j 	=i

Pij sin
(

θi − θj + ϕij
)

(3)

where i ∈ {1, 2, . . . , N} represents the generator index, θi

denotes the rotor phase angle measured with respect to a rotat-
ing frame reference at frequency f0 = 60 Hz, ωi = θ̇i is the
normalized relative frequency, Mi > 0 and Di > 0 represent
the generator inertia and the damping parameters, respectively,
and Ei, Pm,i and Gii are the internal voltage, mechanical power
input and equivalent shunt conductance of Generator i, respec-
tively. Pij = |Ei||Ej||Yij| and ϕij = arctan

(

Gij/Bij
)

where Yij,
Gij and Bij are the Kron-reduced equivalent admittance, con-
ductance and susceptance, respectively, between Generators
i and j. It should be noted that we explicitly include the
transfer conductances in our model reflected in ϕij to avoid
oversimplification.

In our framework, the cyber network (PMU data + local
controllers) is integrated into this framework through control-
ling the fast-acting EES power absorption/injection, Pu,i, to
Generator Bus i to compensate for fluctuations in demand
power in the system after a severe disturbance. We define the
control signal ui = Pu,i (for t > t0) to have initial condition
ui = 0 p.u. for t ≤ t0, where t0 is the time at which the
local controllers initiate the control commands. Letting αi be
a binary number defined as follows:

αi =
{

1, if the ith agent is the lead agent
0, otherwise

(4)

we can formulate the dynamics of our cyber-physical inte-
grated framework as follows:

Miω̇i = −Diωi + Pm,i − E2
i Gii

−
N
∑

j=1,j 	=i

Pij
︸︷︷︸

phys §

sin

⎛

⎜
⎝θi − θj + ϕij

︸︷︷︸

phys §

⎞

⎟
⎠+ αiui

︸︷︷︸

cyber §

(5)

where physical interagent couplings (denoted phys §) are
characterized by parameters Pij and ϕij and cyber couplings
(cyber §) through ui. For normal operation ui = 0. However,
when a disturbance strikes, ui will excite the system to
reachieve (transient) stability.

III. PROPOSED TWO-TIER HIERARCHICAL

CYBER-PHYSICAL CONTROL PROTOCOL

We design the control signal ui under two assumptions.
First, we assume that, in the face of severe disturbance,
ui = Pu,i changes much faster than the mechanical power
input Pm,i for each agent and the time span to recover transient

stability is short; thus we treat Pm,i as a constant during the
procedure of maintaining transient stability. This assumption is
reasonable for future smart grids where fast-response energy
storage such as battery storage and flywheels will be avail-
able to inject and absorb energy for periods of brief control.
Second, we assume that the problems of voltage regulation
and frequency synchronization are decoupled. This enables
us to consider the voltage Ei as a constant during controller
excitation to reachieve the frequency synchronization.

In order to reformulate the problem of cyber-physical con-
trol for maintaining transient stability as a task of flocking
formation control, as stated in Section II-C, we intend to
present the dynamics of each agent in our cyber-physical inte-
grated system, which is originally formulated in (5), in the
form of a double integrator model. Under the two assumptions
stated above, computing derivatives of the both sides of (5),
and reformulating gives

{

θ̇ = ω

Dω̇ = −Mω̈ − Lω + αu̇
(6)

where the index assignments are reordered such that
Agents i = 1, . . . , C correspond to lead agents, C is the
number of clusters in our hierarchical framework, α =
diag [α1, . . . , αN], αi = 1 for i ≤ C, and αi = 0 otherwise.
θ = [θ1, . . . , θN]T , ω = [ω1, . . . , ωN]T , u = [u1, . . . , uN]T ,
M = diag [M1, . . . , MN], D = diag [D1, . . . , DN], and L is
a N × N physical coupling matrix whose elements can be
represented as

lij =
{∑N

j=1,j 	=i Pij cos
(

θi − θj + ϕij
)

, if i = j
−Pij cos

(

θi − θj + ϕij
)

, if i 	= j.
(7)

We define the control signal u as

u̇ = ũ + Lω − Bω (8)

where ũ is a new control vector derived from u and B is a pre-
designed N×N cyber coupling diagonal matrix whose diagonal
element Bi ≥ (100 × Di). Based on (8), we can rewrite (6) as
follows:

{

θ̇ = ω

(D + αB) ω̇ = −Mω̈ + αũ.
(9)

In practice, for the ith synchronized generator, the ratio
between the inertia Mi and the damping parameter Di satis-
fies Mi/Di ∈ O(10) [6]. We therefore find that the associated
perturbation parameter for Lead Agent i, which has αi = 1
is εi = Mi/ (Di + Bi) ∈ O (0.1) representing an overdamped
system, which enables the application of singular perturbation
techniques to in (9) to study the dynamics of the lead agents
over a longer time scale. Specifically, applying singular pertur-
bation analysis and letting Mi = Di+Bi [12], where the index
i = 1, . . . , C, gives the form of a double integrator model as
follows:

{

θ̇i = ωi

Miω̇i = ũi.
(10)

Here, the simplification has allowed the physical notion of
generator “jerk” related to ω̈i, where i = 1, . . . , C, to be
eliminated from the dynamics.
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A. Hierarchical Cyber-Physical Dynamics

In our hierarchical framework, the agents are grouped into
the same cluster if they have high physical coherency, and we
assert that the deviations between the states (i.e., phase angle
and normalized relative frequency) of the secondary agents
and their lead agents are very small. Therefore, we propose to
treat the states (θi, ωi) of secondary agent i as “noisy” versions
of those of Lead Agent k which is in its cluster and estimate
(θi, ωi) as follows:

{

ω̂i = ωk + �i

θ̂i = θk + ε0
i + ςi

(11)

where ε0
i denotes the phase angle difference between the ith

and kth agents in the static (prefault) state, and �i ∼ U (−a, a)

and ςi ∼ U (−b, b) are uniform random noises on [−a, a] and
[−b, b], respectively, with a  1 and b  1.

By using (11), we are able to estimate the information of
the physical coupling matrix L by only using the lead agents’
states. To simplify, we partition L as follows:

L =
[

RC×C SC×(N−C)

T(N−C)×C UC×C

]

.

By using (11), we can approximate the matrix S with Ŝ
whose element is shown as follows:

Ŝ(j, k) = −Pjk cos
(

θj − θk − ε0
i + ϕjk

)

(12)

where the ith secondary agent belongs to the kth cluster.
Using (12), we can approximate the matrix R by using R̂
whose element is defined as follows:

R̂(i, j) =
{

R(i, j), if i 	= j
−∑C

j=1,j 	=i R(i, j) −∑N
j=C+1 Ŝ(i, j), otherwise.

(13)

Based on (8) to (13), the control signal for the lead agents,
ul, can be calculated as follows:

u̇l = ũl + (

R̂ + Ŝ�
)

ωl − Blωl (14)

where ul = [u1, . . . , uC]T , ũl = [

ũ1, . . . , ũC
]T , ωl =

[ω1, . . . , ωC]T , and Bl = diag [B1, . . . , BC].
Based on (8) to (14), we achieve the hierarchical cyber-

physical dynamics as follows.
1) The Lead Agents (Tier-1):

{

θ̇ l = ωl

Mlω̇l = ũl − Ŝ� (15)

where � = [�C+1, . . . ,�N
]T , Ŝ� can be treated

as random noise according to (11) and (12), θ l =
[θ1, . . . , θC]T , Ml = Dl + Bl, Dl = diag [D1, . . . , DC],
and

�(i, j) =
{

1, if the (C + i)th agent is in the jth cluster
0, otherwise.

2) The Secondary Agents (Tier-2):
{

θ̇ s = ωs

Dsω̇s = −Lsωs − Msω̈s
(16)

where Ls denotes the physical coupling matrix
for secondary agents, Ms = diag

[

MC+1, . . . , MN
]

θ s = [

θC+1, · · · , θN
]T , and ωs = [

ωC+1, · · · , ωN
]T .

Because the associated local controllers and ESSs are
not activated for the secondary agents, their dynam-
ics as described in (16) is equivalent to the dynamics
represented in (3).

B. Design by Analogy to Flocking

In [3], we presented a flocking-inspired nonhierarchical
distributed control framework. In this paper, we propose a
two-tier hierarchical control paradigm that leverages the phys-
ical coherency between the agents by applying flocking-based
control only to lead agents. Specifically, we show in the
Appendix that given an accurate identification of generator
coherency [13], the following control law guarantees transient
stability:

ũl = −� − L̃ωl − c1
(

ωl − ω∗) (17)

where c1 is a positive parameter for the linear navigational
feedback, ω∗ = 0 is the desired normalized generator fre-
quency, � = ∇V (θ l) is the gradient of V (θ l) with respect to
θ , V (θ l) represents the potential energy function to guaran-
tee that the phase angle difference between each pair of lead
agents is bounded, which is defined as follows:

V (θ l) = 1

2

C
∑

i=1

C
∑

j=1,j 	=i

χ
(

θi − θj
)

(18)

where χ(·) is a pairwise attractive potential defined as

χ (z) =
{

0, if |z| ≤ 5π
9

c2

(

z2 − 25π2

81

)2
, otherwise

where c2 is a positive parameter to control the penalty level
induced. Therefore, the gradient � can be represented as
follows:

�(i) =
C
∑

j=1,j 	=i

φ
(

θi − θj
)

(19)

φ (z) =
{

0, if |z| ≤ 5π
9

4c2z
(

z2 − 25π2

81

)

, otherwise.

The matrix L̃ is another C × C cyber coupling matrix
designed to achieve frequency consensus and its ijth element
is set as

l̃ij =
{

c3, if i = j
− c3

C−1 , otherwise.
(20)

Substituting (17) into (15) and letting ω∗ = 0, the lead agent
dynamics becomes

{

θ̇ l = ωl,

Mlω̇l = −� − L̃ωl − c1ωl − Ŝ� (21)

which represents a linear second-order differential equation
with respect to ωl.

Based on (14) and (17), we have the following:

u̇l = −� + (

R̂ + Ŝ�
)

ωl − L̃ωl − c1ωl − Blω̇l. (22)
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By integrating both sides of (22), we can formulate u, which
represents the power transmission Pu between the fast-reacting
power source and the synchronized generators, as

ul =
{

0, for t ≤ t0
∫ t

t0
u̇ldτ = −� + η − �, for t > t0

(23)

where the C-dimension column vectors � = ∫ t
t0

�dτ , η =
∫ t

t0

(

R̂ + Ŝ�
)

ωldτ , and � = ∫ t
t0

(

L̃ωl + c1ωl + Blω̇l
)

dτ . Each
element of � is represented as follows:

�(i) =
C
∑

j=1,j 	=i

[∫ t

t0
φ
(

θi − θj
)
]

dτ (24)

and each element of η can be obtained by using (7) and (12)
as follows:

η(i) =
C
∑

j=1,j 	=i

Pij sin
(

θij + ϕij
)

+
C
∑

j=1,j 	=i

∑

k∈Ij

Pik sin
(

θij − ε0
k + ϕik

)

− η0
i (25)

where Ij denotes the index set of the secondary agents
belonging to the jth cluster, ωij = ωi − ωj, θij = θi − θj,
and

η0
i =

⎡

⎣

C
∑

j=1,j 	=i

Pij sin
(

θij + ϕij
)

+
C
∑

j=1,j 	=i

∑

k∈Ij

Pik sin
(

θij − ε0
k + ϕik

)

⎤

⎦

t=t0

.

Since L̃, c1, and Bl are all constants, we can calculate each
element of � by using (20) as follows:

�(i) = (c1 + c3)

∫ t

t0
ωidτ − c3

C − 1

C
∑

j=1,j 	=i

∫ t

t0
ωjdτ

+ Bi

∫ t

t0
ω̇idτ = (c1 + c3)

(

θi − θ0
i

)

− c3

C − 1

C
∑

j=1,j 	=i

(

θj − θ0
j

)

+ Bi

(

ωi − ω0
i

)

(26)

where ω0
i and θ0

i , respectively, denotes the value of the nor-
malized relative frequency and the rotor phase angle of Agent i
at time t = t0, which are both available.

Based on (23)–(26), we can conclude that by using the
information of ωi and θi of each lead agent, which are both
available, the value of ul can be calculated.

IV. TIMELY DYNAMIC AGENT COHERENCY

IDENTIFICATION

In our previous paper [14], we propose a timely dynamic
agent coherency identification scheme which requires very
short observation window. Our scheme transforms the data
of agents’ state from the observation space to an information

space whereby the agents’ frequencies and phases charac-
terize the movement and dynamics of boids within multiple
flocks with different features. Boid i carries 3-D information
describing the ith agent’s status at time t = k as

⎧

⎨

⎩

I1
i (k) = θi(k)

I2
i (k) = ωi(k)

I3
i (k) = δi(k)

(27)

where Ii(k) = [I1
i (k) I2

i (k) I3
i (k)]T , θi(k) and ωi(k) are the

phase angle and the normalized frequency, respectively, of the
ith generator at the time step t = k that are obtained directly
from PMU information, and δi(k) is the acceleration of the ith
generator at the time step t = k estimated from the current
and historical values of ωi(k).

The state of Boid i is described as follows:

Si(k) = [pi(k), vi(k)]
T (28)

where pi(k), vi(k) ∈ R
2×1 denote the boid’s position and

the velocity, respectively. Two boids are considered to be
neighbors at time step t = k if the distance between them
is less than the predetermined threshold dc. Therefore, we
define the set of neighbors for the ith boid as follows:
Ni(k) = {∀j|‖pi(k) − pj(k)‖ < dc}.

We compute the informational (feature) similarity between
neighboring Boids i and j as follows. For j ∈ Ni(k)

ζij(k) =
∣
∣
∣

3
∑

n=1

αn ×
(

In
i (k) − In

j (k)
) ∣
∣
∣ (29)

where {αn} is a scalar weight determining the impact of spe-
cific information on boid interaction. Given a threshold value
ζth(k), if ζij(k) ≤ ζth(k) they are assumed to be in the same
flock and hence are called flockmates. Otherwise, they are
assumed to be in different flocks.

As illustrated in detail in [14], we model the dynamics of
Boid i based on their feature similarity and flocking rules as

{

vi(k + 1) = vi(k) + �t
∑3

l=1 wlgi,l(k)
pi(k + 1) = pi(k) + �tvi(k)

(30)

where gi,1, gi,2, gi,3 represent the accelerations calculated
based on the flocking rules flock centering, velocity matching,
and obstacle avoidance, respectively, wl denotes the weight
representing the impact of the component gi,l, and �t is the
algorithm time step for coherence identification.

Based on dynamic model in (30), we can plot the boids’
trajectories in the information space and achieve the multiple
flocks constituted by the boids, which corresponds to the clus-
ters constituted by the agents having high physical coherency
in the observation space.

V. CASE STUDIES

We demonstrate the performance of our flocking-based
two-tier hierarchical control framework with dynamics
in (15) and (16) collectively also described by (5) in achiev-
ing transient stability for two case studies on the New England
39 Bus system as shown in Fig. 2 and detailed in [15] consist-
ing of C = 10 generators. MATLAB/Simulink is employed for
simulations. In each case, we illustrate the efficiency of our
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Fig. 2. New England 39-bus power system.

proposed hierarchical approach in selectively leveraging physi-
cal couplings to make use of cyber data and control selectively.
In all (nonhierarchical and hierarchical) cases the cyber control
parameters of (23) are set to c1 = 3, c2 = 5, and c3 = 1/10,
and the PMU sampling rate is 50 Hz. The power transmission
limit for the fast-acting grid is set to μ = Pu,i/Pr,i ≤ 1 where
Pr,i is the rated power.

We compare our results to situations when no control is
computed nor applied [corresponding to minimum informa-
tion use and control and αi = 0 for all i in (5)] and when
nonhierarchical control is applied [corresponding to maxi-
mum information use and control and αi = 1 for all i
in (5)]. An efficient hierarchical framework would have com-
parable stabilizing performance to the latter case without
the associated overhead. In each case, we also evaluate the
performance of our hierarchical framework when experienc-
ing cyber communication delay and practical constraints of
fast-acting EES.

A. Ideal Environment

1) Case I: The system disturbance consists of a 3-phase
short circuit in the middle of Line 14−15 of Fig. 2 that occurs
at time t = 0 s. The Line 14−15 is removed at t = 0.1 s. Fig. 3
shows the normalized rotor frequencies and phase angles over
a period of 10 s when no control is applied corresponding
to (6) for αi = 0 for all i. Instability is clearly evident in all
plots.

Fig. 4 (note: scale differs from Fig. 3) demonstrates the per-
formance for nonhierarchical cyber-physical control activated
at time t = 0.15 s, in which the PMU of each agent is activated
and cyber control works at each agent corresponding to (6) for
αi = 1 for all i. The EES power absorbtion/injection to each
generator bus, determined by the control signal ul of (23) is
shown in Fig. 6. Even though the clipping of the control signal
occurs due to the capacity limit previously discussed, transient
stability is still achieved.

Our two-tier hierarchical cyber-physical control framework
is implemented in three steps.

1) The proposed timely dynamic agent coherency iden-
tification scheme is implemented immediately after

Fig. 3. Normalized rotor frequencies and phase angles without cyber control
for Case Study I.

Fig. 4. Normalized rotor frequencies and phase angles with nonhierarchical
control for Case Study I.

Line 14 − 15 is removed at time t = 0.1 s. The
corresponding boid trajectories introduced by our agent
coherency identification scheme is presented in Fig. 8 for
a brief observation period of t = 0.05 s; as described
in (27), each boid carries the information describing
the associated agent’s status. The neighboring boids
interact with each other based on the informational
similarity which is defined in (29) and their dynam-
ics are modeled in (30). From Fig. 8, we observe
that agent coherency involves the following groups:
{Agent1}, {Agent2, Agent3}, and {Agent4, . . . , Agent10}.
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Fig. 5. Normalized rotor frequencies and phase angles with hierarchical
control for Case Study I.

Fig. 6. Power transfer Pu by fast acting energy storage at generator buses
in the presence of nonhierarchical control for Case Study I.

Fig. 7. Power transfer Pu by fast acting energy storage at generator buses
in the presence of hierarchical control for Case Study I.

2) We then assign the groups as clusters and select the
lead agents of the clusters as Agent 1, Agent 3, and
Agent 4 given that they have the greatest inertia within
their corresponding cluster.

3) At time t = 0.15 s, our proposed two-tier hierar-
chical control framework is activated which controls

Fig. 8. Trajectories of the boids for Case Study I.

the fast-acting EES associated with each lead agent
to absorb/inject power to the generator buses of the
associated agents. Based on our proposed control frame-
work, the power absorption/injection is calculated based
on (23) and is plotted in Fig. 7. As shown in Fig. 7, the
EESs of the Lead Agents 1, 3, 4 are activated to absorb
power from the system at time t = 0.15 s and then adjust
their power output at each time step �t = 20 ms to track
the command given by the associated local controllers.
After time t = 0.25 s the power output of each EES
sinusoidally decays to zero. In contrast to the EES power
outputs for nonhierarchy, the sinusoidal oscillations are
higher in frequency. This is because the hierarchical case
represents an “under-actuated” version of the nonhierar-
chical such that the control applied to select generators
must stabilize all of them. This requires that the asso-
ciated control signals to be more “reactionary” and
faster-moving.

Fig. 5 presents the generator frequencies and phase angles
when using hierarchical control. In contrast to Fig. 3, in
which there is no control, transient stabilization is evident.
In contrast to the nonhierarchical case shown in Fig. 4,
there is more high frequency oscillatory behavior due to the
nature of the activated EES power outputs. From Fig. 5, we
deduce that although the information acquisition and control
is selectively applied to lead agents only, the high physical
coherency between the secondary agents and their associ-
ated agents ensures maintaining the transient stability of all
the agents.

2) Case II: The system disturbance consists of a 3-phase
short circuit occurs at time t = 0 s in the middle of
Line 17 − 27 of Fig. 2. The Line 17 − 27 is removed at
t = 0.1 s. Figs. 9 and 10 show the normalized rotor frequen-
cies and phase angles over a period of 10 s when no control is
applied. Based on Figs. 9 and 10, we assess transient stability
of the system by calculating the power angle-based stability
margin ξ [4], and achieve ξ1 = 57.1 which implies that the
system transient security is low and very sensitive to perturba-
tion. Parameter ξ = ((360 − δmax)/(360 + δmax))×100 where
δmax is the maximum angle separation of any two generators at
the same time in the post-fault response, and −100 < ξ < 100.

To relax the angle-based stability margin to improve the
system’s transient security after fault, we implement our
hierarchical control framework, in which the outputs of
fast-acting energy storage are controlled to compensate for
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Fig. 9. Normalized rotor frequencies without cyber control for Case Study II.

Fig. 10. Phase angles without cyber control for Case Study II.

Fig. 11. Trajectories of the boids for Case Study II.

demand power’s fluctuations caused by the 3-phase short
circuit fault.

Our timely dynamic agent coherency identification scheme
is implemented immediately after Line 17 − 27 is removed
at time t = 0.1 s. The corresponding boid trajectories intro-
duced by the flocking analogy used in our agent coherency
identification scheme is presented in Fig. 11 for a very brief
observation period of t = 0.05 s. From Fig. 11, we determine
that our two-tier hierarchical framework consists of the clusters
{Agent1, Agent10}, {Agent2, . . . , Agent8}, and {Agent9}, and the
lead agents for these three clusters are Agent 1, Agent 4 and
Agent 9. After determining the hierarchical framework, our
proposed two-tier hierarchical cyber-physical control frame-
work is implemented during time t = 0.15 s to 3 s, which is
critical maintenance duration. Figs. 12 and 13 evaluate the per-
formance of normalized rotor frequencies and phase angles by
using our proposed hierarchical control framework and Fig. 14
shows the power transfer from the fast-acting energy storage
to each generator bus. We achieve the angle-based stability
margin ξ2 = 70.7, which validates our framework is efficient
in improving the transient security of the power system after
severe fault.

Fig. 12. Normalized rotor frequencies with hierarchical framework.

Fig. 13. Phase angles with hierarchical framework.

Fig. 14. Power transfer Pu.

B. Environment With Practical Constraints of Energy Storage

We evaluate the performance of our hierarchical framework
by considering the practical constraints of fast-acting energy
storage on power output Pu. We assume the energy storage
associated with each Agent i has two constraints: 1) the power
output |Pu,i| ≤ ρ1 p.u. and 2) the rate of the power change
|�Pu,i| ≤ ρ2 p.u./�t, where �t = 20 ms denotes the time
step for calculating the control signal for Pu,i. In the simu-
lation, we consider the same two cases in previous section.
Fig. 27 evaluates, given different values of ρ1, the minimum
value of ρ2 required for maintaining transient stability by
using hierarchical and nonhierarchical frameworks in Case I.
Fig. 27 also evaluates the minimum value of ρ2 required for
improving ξ equivalent to ensuring ξ > 57.1 versus different
values of ρ1 by using hierarchical and nonhierarchical frame-
works in Case II. From Fig. 27, it is clear that in Case I,
compared to the nonhierarchical framework, the hierarchical
framework requires higher but comparable physical require-
ment for energy storage when ρ1 ≤ 8. Fig. 27 also indicates
that in Case II, the hierarchical and nonhierarchical framework
desire the same physical requirement for energy storage.
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Fig. 15. Stability margin achieved under the practical constraints in
Case Study I.

Fig. 16. Stability margin achieved under the practical constraints in
Case Study II.

In order to analyze the performance of our proposed con-
trol framework under the two constraints in more detail,
Figs. 15 and 16 evaluate the power angle-based margin ξ

achieved by implementing our control framework when ρ1 ∈
[1, 5] and ρ2 ∈ [0.1, 0.5]. From Fig. 15, it is clear that in
Case I the proposed hierarchical framework is able to main-
tain transient stability when ρ1 ≤ 4.5 and ρ2 ≥ 0.2, or ρ1 = 5
and ρ2 ≥ 0.2. From Fig. 16, it is clear that in Case II the
proposed hierarchical framework is able to improve the sta-
bility margin when ρ1 ≤ 5 and ρ2 ≥ 0.1. Based on the above
observation, we can get that the constraints of the power out-
put and the rate of the power output jointly impact on the
performance of the proposed control framework. Furthermore,
in both cases, better stability margin can be achieved by
implementing the nonhierarchical control framework, but the
performance of the hierarchical control framework is compa-
rable with that of the nonhierarchical framework. Therefore,
the conclusions obtained from Figs. 15 and 16 are consis-
tent with the conclusion got from Fig. 27. We believe it is
reasonable that under the practical physical constraints the
nonhierarchical control framework achieves a slightly better

Fig. 17. Power transfer Pu by fast acting energy storage at generator buses.

Fig. 18. Normalized rotor frequencies versus time.

Fig. 19. Phase angles versus time.

results than the hierarchical framework. This is because that in
the nonhierarchical framework, more fast-acting energy stor-
age systems (ESSs) are activated which mitigates the impact of
the constraints associated with each ESS. Figs. 17–19 show the
control signal Pu, the generators’ normalized rotor frequency
and phase angle by implementing our proposed hierarchical
control framework under the constraints ρ1 = 2 p.u. and
ρ2 = 0.3 p.u./�t in Case I. From the simulation results,
it is clear that our proposed framework is able to efficiently
to maintain transient stability under the practical physical
constraints of the fast-acting ESSs.

C. Environment With Communication Delay

We evaluate the performance of our hierarchical framework
by studying unexpected communication delay of the PMU
data associated with the “lead" agents. As stated in [16]–[18]
smart grid communication delay is a significant problem and
is typically a result of high network congestion or cyber attack
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Fig. 20. Normalized rotor frequencies with hierarchical control for fixed
communication delay.

such as Denial-of-Service (DoS). Although many attacks often
go unreported, recently eurativ.com (10 Dec. 2012), published
that a German renewable power grid was hit by a serious com-
munication delay caused by DoS attack [19]. Hence, various
researches have been focused on the study of communication
delay impacts caused by network congestion or DoS attack on
the power grid [20]–[22].

We investigate both fixed and random communication delay
for the cases addressed in the previous section. In each
case, we consider the situation of unexpected communica-
tion delay for t = 0.2 s to t = 3 s during transient stability
maintenance. We assume the phasor data concentrator (PDC)
of each cluster employs the following rules to account for
delay.

1) The PMU data received by the PDC of each cluster are
buffered to guarantee synchronization of the PMU data
used in local controller.

2) Until updated again, the control signal Pu is kept the
same as the last updated value.

3) If all the PMU data with time stamp t = k are
received while the data with time stamp t = k − 1 are
still buffered, the previous data are dropped and Pu is
calculated based on the PMU data with time stamp t = k.

1) Fault on Line 14 − 15: We first consider the situation
of fixed communication delay. The associated normalized fre-
quencies and phase angles are shown in Figs. 20 and 21.
Compared to the performance without delay shown in Fig. 5,
the generator frequencies and phase angles both vibrate with
higher frequency before t = 3 s. This is to be expected
as the control is computed based on delayed (or historical)
system information that clearly reduces accuracy and time-
liness of the commands. Thus, to compensate, the control
ul must be adjusted with much higher frequency in order
to ensure transient stability. The corresponding higher fre-
quency agility of the ESSs’ outputs cause frequency vibration
of the generator frequencies and phase angles. The hierarchi-
cal control, however, still maintains transient stability of the
system demonstrating a degree of resilience of our hierarchical
framework to communication delay.

We also investigate the situation of random communi-
cation delay where the random delay τ is modeled using
packet service time statistics in a M/M/1 queueing system
and defined as follows [23]: p(τ ) = (1/κ)e−(τ/κ), where
κ denotes the average service time, which is equivalent to
average communication delay in our framework.

Fig. 21. Phase angles with hierarchical control for fixed communication
delay.

Fig. 22. Normalized rotor frequencies with hierarchical control for random
communication delay.

Fig. 23. Phase angles with hierarchical control for random communication
delay.

Fig. 24. Comparison between performances of nonhierarchical and hierar-
chical frameworks.

Assigning the average communication delay to be 60 ms,
the system performance is presented in Figs. 22 and 23 from
which it is clear that in comparison to the fixed delay case,
random delay having the same average value causes vibration
with larger amplitude. The system is, however, also resilient
to this form of delay.

Fig. 24 summarizes and compares the delay performance
of both the nonhierarchical and hierarchical cases. It is
clear that both frameworks exhibit the same degree of
resilience for maintaining transient stability to fixed commu-
nication delay and that the hierarchical framework has greater
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Fig. 25. Stability margin ξ for fixed communication delay.

Fig. 26. Stability margin ξ for random communication delay.

resilience to random communication delay. This is reason-
able as the nonhierarchical framework requires greater data
acquisition and consumption than the hierarchical and that
this greater information dependence makes it more susceptible
to delays.

For the case of fixed communication delay the difference
in resilience for the hierarchical and nonhierarchical cases is
negligible. We surmise that this is because in the fixed delay
case, the distributed controls that actuate the lead generators
are synchronized with respect to each other although they
are slightly delayed with respect to the secondary generators.
Thus, the controls are still cooperative in nature relative to one
another and their strong physical couplings to the secondary
generators enable those secondary generators to follow suit
(much like if they had their own delayed controls actuating
change) enabling transient stabilization with a similar degree
of delay. Therefore, we deduce that the hierarchical frame-
work exhibiting reduced overhead also shows advantages in
terms of resilience to communication delay especially in case
of random delay.

2) Fault on Line 17 − 27: The performance of hierarchi-
cal and nonhierarchical frameworks in improving the power
angle-based stability margin ξ are evaluated in Figs. 25 and 26.
Fig. 25 considers the situation of fixed communication delay
and plots the stability margin ξ versus the value of com-
munication delay. Fig. 26 considers the situation of random
communication delay and presents the stability margin ξ ver-
sus the value of average communication delay. From Fig. 25,
it is clear that when the fixed communication delay τ ≤
90 ms, employing the nonhierarchical framework achieves a
slightly better stability margin than employing the hierarchi-
cal framework. However, when τ > 90 ms, the performance

Fig. 27. Performance evaluation of Cases I and II by considering physical
constraints of fast-acting energy storage.

Fig. 28. Power transfer Pu by fast-acting ESS at generator buses when

P0
u,i = 2 p.u.

of the nonhierarchical framework becomes dramatically worse
compared to the performance of hierarchical framework.

As stated in Section V-A2, the stability margin of the sys-
tem is ξ = 57.1 when no control is applied. From Fig. 25,
we observe that to achieve an improvement in stability mar-
gin, the fixed communication delay should be τ ≤ 110 ms for
nonhierarchical control and τ ≤ 140 ms using the hierarchical
framework. From Fig. 26, we also observe that for random
communication delay κ ≥ 20 ms, the performance of the non-
hierarchical framework becomes dramatically worse compared
to the performance for the hierarchical framework. To improve
the stability margin over the no control case, the average com-
munication delay should be κ ≤ 40 ms and τ ≤ 100 ms for
the nonhierarchical and hierarchical cases, respectively thus
demonstrating the greater negative impact of random delay
on the performance of both hierarchical and nonhierarchical
frameworks.

D. Performance Under Varying Initial Conditions

We evaluate the transient performance of our hierarchical
framework in Case I as a function of the initial condition of ui.
We initialize the control signal ui = Pu,i for each Lead Agent i
with different values P0

u,i ∈ [−ρ1, ρ1] p.u., where ρ1 p.u. is
the maximum power output constraint of each ESS. For this
paper, we consider the physical constraints of the fast-acting
ESSs to be ρ1 = 2 p.u. and ρ2 = 0.3 p.u./�t.

We first consider the situation in which the cyber-physical
controllers are activated with P0

u,i = 2 p.u. The ESS power
output Pu,i is shown in Fig. 28. From Fig. 28, it is clear that
the power transfers between the lead agents and their associ-
ated ESSs are initialized to be 2 p.u. at time t = 0.15 s when
the cyber-physical controllers are activated, and are updated
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Fig. 29. Normalized rotor frequencies versus time when P0
u,i = 2 p.u.

Fig. 30. Phase angles versus time when P0
u,i = 2 p.u.

Fig. 31. Power transfer Pu by fast-acting ESS at generator buses when
P0

u,i = 1 p.u.

via (23) from t = 0.17 s onward. The associated normalized
frequencies and phase angles are shown in Figs. 29 and 30.
From Figs. 29 and 30, we observe that our proposed hier-
archical framework is able to maintain the transient stability
when the control signal is initialized to ui = 2 p.u. Compared
to the performance with initialization ui = 0 p.u. shown in
Figs. 18 and 19, we observe that although the initial transient
performances are different, the power system is destabilized
each time.

Similarly, Figs. 31–33 present the performance of our pro-
posed hierarchical framework with the initial value ui = 1 p.u.
From Figs. 31–33, we can also deduce that our hierarchical
framework is able to stabilize the power system after a severe
physical disturbance regardless of the initial value of ui. This
conclusion is compatible with the proof in the Appendix which
shows that the ability of our hierarchical framework to main-
tain the transient stability of the power system is determined
by the design of u̇i and not its initial condition.

Therefore, without any additional constraint, it is reason-
able to set the initial value of the control signal by using
two strategies: 1) initializing ui as 0 p.u. and 2) initializing

Fig. 32. Normalized rotor frequencies versus time when P0
u,i = 1 p.u.

Fig. 33. Phase angles versus time when P0
u,i = 1 p.u.

ui as a uniform random variable with the range of [ −ρ1, ρ1].
We compare these two strategies by evaluating the tran-
sient performance of the power system in terms of power
angle-based stability margin ξ . ξ = 58.66 is achieved by
using the first strategy and ξ̄ = 58.03 is achieved by using
the second strategy, where ξ̄ is the average of ξ obtained
from 100 independent trials. Thus, we conclude that these
two strategies achieve comparable transient performance and
consider the first strategy in our approach.

VI. CONCLUSION

In this paper, we have demonstrated one approach to har-
ness physical couplings within a power grid system to enable
the selective use of cyber data acquisition and distributed
control using a flocking-based paradigm. Within the two-tier
multiagent framework, distributed cyber-control is applied at
lead generators to achieve first-tier transient stability. Physical
coherence is exploited so that secondary agents coupled to lead
agents also achieve second-tier synchronization. Analysis and
empirical results support our approach. Although this paper
provides communication delay performance results applicable
to some forms of DoS, the emphasis of the paper is on the
introduction of a modeling and distributed control framework
and not on cyber security. The interested reader is referred
to [24] for a more comprehensive understanding of the effects
of more general cyber attacks such as false data injection. On-
going research focuses on theoretically analyzing the impact
of the initial value of the control signal on the transient
performance during stabilization.

APPENDIX

Proof: We define the following Lyapunov function H:

H = 1

2
ωT

l Mlωl + V(θ l) (31)
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for which H(0, 0) = 0 and H(θ ,ωl) > 0 for ∀(θ ,ωl) 	= (0, 0).
Calculating the derivative of H along the dynamics derived
in (21) we obtain

Ḣ = ωT
l Mlω̇l + ωT

l ∇V(θ l) = ωT
l Mlω̇l + ωT

l �. (32)

Based on (21), we have the following:

� = −Mlω̇l − L̃ωl − c1ωl − Ŝ�. (33)

By substituting (33) into (32), we have

Ḣ = −ωT
l

(

L̃ + c1I
)

ωl − ωT
l Ŝ�. (34)

Based on our proposed framework, L̃ is the effective
Laplacian matrix which is PSD and c1 > 0. Therefore,
(

L̃ + c1I
)

is a Positive Definite (PD) matrix, and thus
ωT

l

(

L̃ + c1I
)

ωl > 0.
Since information on ωl and Ŝ is available and L̃ and c1

are designable, using Lyapunov redesign method, we obtain

Ḣ ≤ −λm‖ωl‖2 + ρ‖ωl‖‖̂S‖ = −‖ωl‖
(

λm‖ωl‖ − ρ‖̂S‖) (35)

where λm is the smallest eigenvalue of
(

L̃ + c1I
)

.
Since L̃ is a Laplacian with minimum eigenvalue 0, λm =

c1. Therefore, Ḣ < 0 is guaranteed when the following
condition is satisfied:

‖ωl‖ ≥ ρ

c1
‖̂S‖. (36)

The high physical coherency between intracluster agents
ensures that ρ is sufficiently small. In practice, the tolerance
interval of the normalized relative frequency is [−0.02, 0.02],
and thus ρ < 0.02 Therefore, we can design c3 to satisfy

c1 ≥ ρ‖̂S‖
0.02

. (37)

Based on (36) and (37), we deduce that Ḣ < 0 if ‖ωi‖ >

0.02, where i = 1, 2, . . . , C. Thus, the frequencies of all the
lead agents are bounded within the required tolerance interval
[−0.02, 0.02]. Thus, our proposed distributed control guaran-
tees transient stability given the existence of an accurate and
efficient coherent cluster identification algorithm.
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[1] M. Ilić, L. Xie, U. Khan, and J. Moura, “Modeling future cyber-physical
energy systems for distributed sensing and control,” IEEE Trans. Syst.,
Man, Cybern. A, Syst., Humans, vol. 40, no. 4, pp. 825–838, Jul. 2010.

[2] H. Li and Z. Han, “Synchronization of power networks without and
with communication infrastructures,” in Proc. IEEE Conf. Smart Grid
Commun., Brussels, Belgium, Oct. 2011, pp. 463–468.

[3] J. Wei, D. Kundur, T. Zourntos, and K. Butler-Purry, “A flocking-based
dynamical systems paradigm for smart power system analysis,” in Proc.
IEEE Power Energy Soc. Gen. Meeting, San Diego, CA, USA, Jul. 2012.

[4] P. Kundur, Power System Stability and Control. New York, NY, USA:
McGraw-Hill, 1994.

[5] P. Kundur et al., “Definition and classification of power system stability:
IEEE/CIGRE joint task force on stability terms and definitions,” IEEE
Trans. Power Syst., vol. 19, no. 3, pp. 1387–1401, Aug. 2004.

[6] P. Sauer and M. Pai, Power System Dynamics and Stability. Upper
Saddle River, NJ, USA: Prentice Hall, 1997.

[7] F. Dörfler and F. Bullo, “Synchronization and transient stability in power
networks and non-uniform Kuramoto oscillators,” in Proc. Amer. Control
Conf., Baltimore, MD, USA, Jun./Jul. 2010, pp. 930–937.

[8] F. Dörfler, M. Chertkov, and F. Bullo, “Synchronization in complex
oscillator networks and smart grids,” Proc. Nat. Acad. Sci. USA, vol. 110,
no. 26, pp. 2005–2010, Feb. 2013.

[9] C. Reynolds, “Flocks, herds, and schools: A distributed behavioral
model,” Comput. Graph., vol. 21, no. 4, pp. 25–34, Jul. 1987.

[10] R. Olfati-Saber, “Flocking for multi-agent dynamic systems: Algorithms
and theory,” IEEE Trans. Autom. Control, vol. 51, no. 3, pp. 401–420,
Mar. 2006.

[11] A. R. Bergen and V. Vittal, Power Systems Analysis. Upper Saddle River,
NJ, USA: Prentice Hall, 1999.

[12] H. Khalil, Nonlinear Systems. Upper Saddle River, NJ, USA:
Prentice-Hall, 2002.

[13] M. Klein, G. Rogers, and P. Kundur, “A fundamental study of inter-area
oscillations in power systems,” IEEE Trans. Power Syst., vol. 6, no. 3,
pp. 914–921, Aug. 1991.

[14] J. Wei and D. Kundur, “A multi-flock approach to rapid dynamic gen-
erator coherency identification,” in Proc. IEEE Power Energy Soc. Gen.
Meeting, Vancouver, BC, Canada, Jul. 2013, pp. 1–5.

[15] T. Athay, R. Podmore, and S. Virmani, “A practical method for the
direct analysis of transient stability,” IEEE Trans. Power App. Syst.,
vol. PAS-98, no. 2, pp. 573–587, Mar. 1979.

[16] J. McDonald, Electric Power Substations Engineering (Electrical
Engineering Handbook), 3rd ed. Boca Raton, FL, USA: CRC Press,
2012.

[17] T. Flick and J. Morehouse, Securing the Smart Grid: Next Generation
Power Grid Security. Boston, MA, USA: Syngress, 2011.

[18] N. R. C. of the National Academies, Terrorism and the Electric Power
Delivery System. Washington, DC, USA: National Academies Press,
2012.

[19] (2012, Dec. 10). European Renewable Power Grid Rocked by Cyber-
Attack [Online]. Available: http://www.euractiv.com

[20] E. Hossain, Z. Han, and H. Poor, Smart Grid Communications and
Networking. Cambridge, U.K.: Cambridge Univ. Press, 2012.

[21] D. Jin, D. M. Nicol, and G. Yan, “An event buffer flooding attack in
DNP3 controlled SCADA systems,” in Proc. 2011 Winter Simul. Conf.,
Phoenix, AZ, USA, pp. 2614–2626.

[22] Z. Lu, X. Lu, W. Wang, and C. Wang, “Review and evaluation of security
threats on the communication networks in the smart grid,” in Proc. IEEE
Military Commun. Conf., San Jose, CA, USA, Oct. 2010, pp. 1830–1835.

[23] S. Ross, Introduction to Probability Models. Amsterdam, The
Netherlands: Academic Press, 2009.

[24] J. Wei, D. Kundur, T. Zourntos, and K. Butler-Purry, “Probing the tell-
tale physics: Towards a cyber-pysical protocol to mitigate information
corruption in smart grid systems,” in Proc. IEEE Int. Conf. Smart Grid
Commun., Tainan, Taiwan, Nov. 2012, pp. 372–377.

Jin Wei (S’09)received the B.E. degree in electronic
information engineering from the Beijing University
of Aeronautics and Astronautics, Beijing, China, in
2004; the M.S. degree in electrical engineering from
the University of Hawaii at Manoa, Honolulu, HI,
USA, in 2008; and the Ph.D. degree in electrical
and computer engineering from the University of
Toronto, Toronto, ON, Canada, in 2014.

She is an Assistant Professor in Electrical and
Computer Engineering with the University of Akron,
Akron, OH, USA. She was a Post-Doctoral Fellow

with the National Renewable Energy Laboratory (NREL), Golden, CO,
USA, in 2014. Her current research interests include the cyber-physical
energy system, cyber-physical systems security, renewable energy integration,
stochastic modeling and optimization of large-scale systems, and cognitive
wired/wireless communication networks.

Dr. Wei has been the recipient of travel grants and is an IEEE Canadian
Conference on Electrical and Computer Engineering’12 Best Student Paper
Finalist.



2700 IEEE TRANSACTIONS ON SMART GRID, VOL. 5, NO. 6, NOVEMBER 2014

Deepa Kundur (SM’03) received the B.A.Sc.,
M.A.Sc., and Ph.D. degrees in electrical and com-
puter engineering from the University of Toronto,
Toronto, ON, Canada, in 1993, 1995, and 1999,
respectively.

She is a Professor of Electrical and Computer
Engineering at the University of Toronto. Her cur-
rent research interests include cyber security of the
electric smart grid, cyber-physical system theory,
security and privacy of sensor networks, and mul-
timedia security and forensics.

Dr. Kundur has served on the North American Reliability Corporation
Smart Grid Task Force, has been on several editorial boards, and cur-
rently serves as an Associate Editor of the IEEE TRANSACTIONS ON

INFORMATION FORENSICS AND SECURITY. Her research has received best
paper recognitions at the 2008 IEEE International Conference on Computer
Communications Workshop on Mission Critical Networks, the 2011 Cyber
Security and Information Intelligence Research Workshop, the 2012 IEEE
Canadian Conference on Electrical and Computer Engineering, and the 2013
IEEE Power and Energy Society General Meeting.

Takis Zourntos (SM’09) received the B.A.Sc.
(Hons.) degree in engineering science, and the
M.A.Sc. and Ph.D. degrees in electrical and com-
puter engineering from the University of Toronto,
Toronto, ON, USA, in 1993, 1996, and 2003, respec-
tively. He is currently pursuing the Master’s degree
in fine arts at the Ontario College of Art and
Design, University in Toronto, specializing in inter-
disciplinary art, media, and design.

From 1998 to 2001, he was a Co-Founder
of Protolinx Corporation, Etobicoke, Toronto, ON,

Canada, a start-up developing high-speed wireless communications technol-
ogy. From 2003 to 2013, he was affiliated with Texas A&M University,
College Station, TX, USA, most recently conducting research in robotics and
power systems as a Research Faculty Member in Computer Science. He has
47 publications to his credit.

Dr. Zourntos has received the 2003 IEEE Best Professor Teaching Award
from his students at Texas A&M University. Along with his collaborators, he
received a Best Paper Award from the 2011 Cyber Security and Information
Intelligence Research Workshop for a novel power system switching attack
paradigm, the 2009 Best of What’s New Award from Popular Science maga-
zine for the Survivor Buddy Robot, and received coverage on wired.com for
a robotically-enhanced theater.

Karen L. Butler-Purry (SM’01) received the B.S.
degree (summa cum laude) in electrical engineering
from Southern University, Baton Rouge, LA, USA,
in 1985; the M.S. degree in electrical engineering
from the University of Texas at Austin, Austin, TX,
USA, in 1987; and the Ph.D. degree in electrical
engineering from Howard University, Washington,
DC, USA, in 1994.

She joined Texas A&M University, College
Station, TX, in 1994, where she currently serves as
an Associate Provost for Graduate Studies and as

a Professor with the Department of Electrical and Computer Engineering.
Her current research interests include distribution automation, cyber physi-
cal systems protection, and intelligent systems for power quality, equipment
deterioration, and fault diagnosis.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


