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Abstract

Fundamental limits of secret-key generation over a two-way, reciprocal and block fading wireless channel are
investigated. Only statistical channel state information (CSI) of the main channel is assumed to be available, whereas
the eavesdropper has perfect CSI of its own channel. We establish upper and lower bounds on the secret-key generation
capacity with public discussion. The upper bound can be expressed as a sum of two terms — one of the terms arises
due to channel reciprocity, while the other term arises due to the communication. In the limit of long coherence period,
the contribution from channel reciprocity vanishes to zero, whereas the other term prevails. The lower bound involves
a separation based scheme consisting of channel training followed by source emulation in each coherence block. The
resulting rate also consists of the contribution from each phase. For Rayleigh fading channels, in the high signal-
to-noise ratio (SNR) regime, the gap between the upper and lower bounds decreases inversely with the coherence
period. Numerical results indicate significant performance gains over training-only schemes even for moderate values

of SNR and small coherence periods.

Index Terms

Information Theoretic Security, Secret-Key Agreement, Wireless Fading Channels, Two-Way Channels

I. INTRODUCTION

There has been a growing interest in using the physical layer for enhancing security in wireless systems in
recent years. One area that has received significant interest (see e.g., [[1]|-[5]]) is secret-key generation using channel
reciprocity. When the legitimate terminals use the same carrier frequency for transmission, the phenomenon of
channel reciprocity [6] applies. The channel measurements are strongly correlated and can be used to generate a
common secret key. Channel reciprocity may not however exist in frequency division duplex (FDD) systems when
the carrier frequencies used are different. In such systems secret-key generation techniques based on interactive
communication between the legitimate terminals [7/]], [8] may be used. Such approaches rely on independence in
channel fluctuations or noise between the legitimate receiver and eavesdropper channels, which may either exist

naturally or can be engineered artificially.
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In this paper we study secret-key generation over a two-way, block-fading channel with an external public
discussion channel. We assume that in each coherence period the channel gains on the main channel are sampled
from a known joint distribution, but the actual realization of the channel gains is not revealed to any of the terminals.
In contrast the channel gains of the eavesdropper are perfectly known only to this terminal. We establish upper
and lower bounds on the secret-key capacity. Our upper bound expression can be interpreted as a sum of two
components. The first component is due to the correlation between the channel gains on the forward and reverse
channel. The second component is due to interactive communication. The contribution of the first component
vanishes inversely with the coherence period whereas the contribution of the second component remains bounded
in this limit. We propose a two-phase coding scheme consisting of channel training followed by source-emulation
in each coherence block. The achievable rate also admits an interpretation similar to the upper bound. Through
suitable power allocation between the training and source emulation phases for Rayleigh fading channels, we show
that the achievable rate approaches the upper bound in the limit of high SNR and long coherence blocks. Numerical
evaluations further indicate significant improvements over training-only schemes.

In related works, information theoretic treatment of secret-key generation was first introduced in [9], [[10] and
has been extended in a number of recent works, see e.g., [[11]-[15]. Motivated by applications to wireless channels
references [[16], [[17] study secret-key generation over a state-controlled broadcast channel However the cost of
acquiring CSI is not accounted for in these setups. Secret-key generation over a fast fading Rayleigh channel in the
forward direction and a public discussion channel in the reverse direction have been studied in [[18f], [[19] for the
case of coherent channels and in [20] for the case of non-coherent channels. Note that these works only consider
one-way fading channels and do not account for the role of channel reciprocity in secret-key generation, which has
been the focus of practical approaches. The most closely related work to the present paper is reference [21]], where
the authors study a two-way setup with perfect reciprocity over the main channel. The authors propose a coding
technique consisting of channel training and secret-message transmission. Unfortunately the secret-message rate is
non-zero only when the eavesdropper’s channel gain is, on average, weaker than the legitimate receiver’s channel.
In contrast the scheme presented in the present paper yields improvement over the training based scheme even
when the eavesdropper’s channel is stronger. Furthermore assuming imperfect reciprocity over the main channel
the proposed paper also presents an upper bound, which is tight in certain cases. Secret-key generation is also
an integral component in the delay-limited secrecy framework [22], [23]. The ergodic behaviour of the channel
is exploited to maintain a steady buffer of the secret-key whereas each transmitted message is secured using a
one-time pad. The role of channel sparsity in secret-key generation is studied in [24], [25].

The non-coherent capacity of fading channels has been extensively studied in many previous works, see, e.g., [26]]—
[28]] and references therein. However to the best of our knowledge these models only consider one-way channels.
As such, the use of interactive communication for channel-training and power control in reciprocal fading channel
even in the context of classical communication has been considered in only a limited set of papers e.g., [29], [30]
and remains a fertile area of research. One key assumption made in the present paper is that the channel gains in

the forward and reverse channel gains are correlated, with the correlation coefficient assumed to be in the interval
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Fig. 1. Problem Setup. A two-way fading channel with two legitimate terminals and one eavesdropper terminal. The legitimate terminals A
and B are required to agree on a common secret-key. The fading gains hyp and hp 4 are not revealed to any terminals, whereas the g4 g
and gp g are revealed to the eavesdropper. In addition to the wireless fading channel, terminals A and B can also exchange messages over an

external public discussion channel, which are revealed to E.

[0,1). In general achieving perfect channel reciprocity in baseband is challenging because different terminals use
different I/Q mixers, amplifiers and path lengths in the RF chains. While closed-loop calibration can be performed
(see e.g. [31]], [32]]), such methods can become challenging if the calibration needs to be done in the open air. Hence
we believe that our assumption of imperfect reciprocity could be more realistic. We note in advance that while
our proposed coding technique can also be applied to the case of perfect reciprocity, the upper bound becomes

degenerate in this special case.

II. SYSTEM MODEL AND MAIN RESULTS

The problem setup is described in Fig. [I} Nodes, A and B are legitimate terminals, whereas node E is the
eavesdropper. On the forward channel, at time ¢ € {1,2,..., N}, node A transmits a (complex valued) symbol

x4(t) € C, and nodes B and E observe yp(t) and z4g(t) as follows:
y5(t) = hap(t)xa(t) + np(t), (1
zan(t) = gap(t)xa(t) + nap(t). 2

On the reverse channel, at time ¢, node B transmits a symbol xz(t) € C, and nodes A and E observe y4(t) and

zpp(t) as follows:
ya(t) = hpa(t)xs(t) + na(t), 3)
zpe(t) = gee(t)xB(t) + npr(t). 4)

We assume that all the additive noise variables in (I)-(@) are mutually independent and sampled i.i.d. from



CN(0,1). The input symbols x4 () and xp(t) satisfy an average power constraint i.e.,

N N

1 2 1 2
E ﬁ;:l xa@"| <P, E ~ E Ixp(t)|"| < P. 5)
We assume a block-fading channel model with a coherence period of 7' symbols and assume that the communication

t=1

spans K coherence blocks i.e., N = KT. Thus for each i € {0,1,..., K — 1}, the coherence block ¢ spans the
interval [iT+1, (¢+1)T]. At time ¢ = T+ 1, the channel gains, hap(t), hpa(t), gar(t) and ggg(t), are sampled

from a joint distribution

Dhag,hsa(PaB hBA)  Dgun.gns(9AE, IBE) (6)

and remain constant in the interval [T+ 1, (i4+1)7]. Note that we assume that the channel gains of the eavesdropper
are independent of the channel gains over the main channel. This assumption is only made to simplify the rate
expressions. We believe that the results can be easily extended to the case where all the channel gains are drawn
from some joint distribution, although the bounds will be more involved.

In the proposed setup, the eavesdropper observes the forward and reverse channel outputs over non-interfering
channels (c.f. and (@)). This is clearly a stronger model than the setup when only a superposition of x4 ()
and xp(t) is observed by the eavesdropper. Note that nodes A and B are assumed to operate in a full-duplex
mode i.e., they can transmit and receive simultaneously. Our results can also be easily generalized if the terminals
operate in a half-duplex mode, provided that the transmission schedules are fixed (e.g., if the nodes alternate during
transmission).

We will also assume that a public discussion channel is available for communication. After the transmission of
x4(t), and before the transmission of x4 (¢ + 1) on the forward channel (and likewise after the transmission of

xp(t) and before the transmission of xg(t 4 1)) the terminals can exchange L rounds of messages over a separate

discussion channel: 1 ,(t) = {1a(t,1),...,¢a(t, L)} and ¥ 5(t) = {¢p(t,1),...,¢p(t, L)}, where
wA(tvj) = ‘I’A(}/ﬁp tB_lawB(ta 1)7 e 7’¢B(tvj - 1): mA) (7)
UB(tg) = Ya(yh, ¥y alt, 1), palt,j — 1), mp), 8)

denote the messages transmitted by nodes A and B respectively. The messages transmitted over the discussion

channel are also revealed to the eavesdropper. The transmitted symbols x4(¢) and xz(t) can be expressed as:
xa(t) = faelyi ma, ") ©)
xp(t) = fei(ys ™t me, ¥ ). (10)
The secret-key at the end of communication is generated as follows:
ka = Ka(ma,yX, o), ¥%), ks =Kp(ms,yg, ¥, ¥3). (11)

A secret-key rate R = %H (ka4) is achievable if for every € > 0 there exists a N sufficiently large such that
Pr(ka # kp) < e and

1



for some function §(¢) that goes to zero as € — 0.
The largest achievable rate is the secret-key capacity which is the quantity of interest. We next present upper and

lower bounds on the secret-key capacity.

A. Upper Bound

We present the following upper bound on the secret-key capacity.
Theorem 1: An upper bound on the secret-key agreement capacity, with (or without) public discussion is given

by the following:

1
RT = TI(hAB;hBA)+RXB+RJE§A (13)
where R} ; and R}, are defined as follows:
P(hag)|has|®
RY.= max E {lo (1 + (14)
AB T p()ePr & L+ P(hap)|gar|?
P(hpa)lhpal?
Rt,= max E {10 (1 + , 15)
BA T p()ePr 5 1+ P(hpa)lgpel? (

where the maximization in is over the set Pg of all power-allocation functions on the forward channel that
satisfy the average power constraint E[P(hap)] < P, and the maximization in (T3) is defined similarly.

O

An interpretation of the upper bound (I3) is as follows. The term I(hap;hpa) denotes the contribution from

channel correlation. The scaling factor % is due to the fact that the channel gains remain constant over the duration of

one coherence block. The other two terms Rj p and RE 4 denote the contribution to the secret-key from the forward

and reverse channels using public discussion respectively [9]], [10]. The upper bound expression (I3) indicates that

the total secret-key rate cannot be larger than the sum of these three terms.

B. Lower Bound

Our lower bound involves a separation based scheme. In each coherence block we reserve the first symbol for
channel training and use the remainder of the block for source emulation [9], [[10] .

Theorem 2: An achievable secret-key rate with a public discussion channel is given by:

R™ = max {;IU%AB; hpa) + % (Rap + RBA)} (16)
where we have introduced,
hag 2 hap + —=f (17
VPy
hia £ hpa+ ——iip (18)

VP



to be noisy observations of the channel gains on the forward and reverse channels respectively, 14 ~ CN(0,1) and

fip ~ CN(0,1) are independent of all other random variables and

_ Polhap|? P

R =F |l 1+ — — 1 1 19
AB {Og< T P/ T T TR 1)
_ Polhpal? P

R =F |l 14+ — —1 1 20
BA [og< * 1+ Psgpel? A 1+P)’ 20)

where P; and P, are non-negative constants that satisfy
P+ (T-1)P<TP (21)

]

The interpretation of the achievable rate is very similar to the upper bound. The first term in is the contribution
of channel reciprocity to the overall secret-key rate. The rates corresponding to I, ; and R 4 are the contributions
to the secret-key rate by the forward and reverse channels when source emulation is used. The factor (1 - %)
is due to the fact that the proposed scheme only uses 7' — 1 symbols in each block for source emulation. The
penalty terms in (19) and arise because in our analysis of the source emulation phase, we will assume that
the eavesdropper is revealed the true channel gains of the main channel, whereas the intended receivers only have
access to the noisy channel estimates. Finally we note that the expressions in (T9) and Z0) do not involve power
allocation over fading states as this is precluded in our coding scheme.

We note that the achievable rate (I6)) is structurally similar to the upper bound expression (I3). The following
result shows that the upper and lower bounds are indeed very close in the high signal to noise ratio (SNR) regime
for Rayleigh fading channels.

Corollary 1: In the high SNR regime, assuming that h4 g and hp 4 are jointly Gaussian, zero mean, unit variance

random variables, the upper and lower bounds satisfy the following relation:

1
. + _ p— < -
Jim {R*(P)~ RG(P)} < 7 @)
where R, and R~ are given by and respectively and
hag|? hpal?
N AR [1og (1+ | AB|2>}+E [1og <1+ | BAL)} . (23)
lgas| lgBEl

C. Numerical Comparisons

We present numerical comparisons between our upper and lower bounds in Fig. [2] and Fig. [3] Fig. ] shows the
bounds as a function of SNR when the coherence period 7' = 10. Fig. [3| shows the bounds as a function of the
coherence period 7" when SNR = 30 dB. In both figures we assume that the channel gains are all drawn CA/(0,1)
and let p denote the cross-correlation. In Fig. [2] we fix p = 0.95, while in Fig. 3] it is fixed to p = 0.97.

The upper-most plot in Fig. [2] and Fig. [3] marked with squares, is the upper bound in Theorem [I] Note that for

small values of 7' the contribution from channel-reciprocity term in (I3)) is dominant. However when T increases
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the contribution of this term diminishes and the achievable rate saturates to the contribution from the remaining
two terms in (T3).

The plot below the upper bound, marked with asterisks, is the lower bound with public discussion in Theorem 2]
As we increase 1', we note that the gap between the upper and lower bound decreases inversely with the coherence
period in Fig. 3]

We also have two additional plots for comparison in both Fig. [2] and Fig. [3] The plot marked with circles is an
achievable rate using the separation based scheme when the public discussion channel is not available [33[]. We
do not develop this lower bound in the paper as it appears to exhibit a considerable gap from the upper bound.
The lowermost plot is a simple upper bound on training based schemes R;“raining = —% log(1 — p?). This bound
is attained by revealing the respective channel gains to the legitimate receivers. Note that the training only scheme

is far from optimal even when correlation coefficient is close to 1.

III. UPPER BOUND

We provide a proof of Theorem [I] in this section. We assume that the communication spans over K coherence

blocks and let N = K - T'. In our analysis below we use the notation that g* = (g4 5, g5 ) and 2! = (zy5, 25 ).

NR = H(ky) (24)
= I(ka; k) + H(kalkp) (25)
= I(ka; kp) — I(ka; 2", g™, 8, 005) + I(ka; 2V, gV, 90, ) + H(kalkp) (26)
< I(kas k) — I(ka; 2", g™, 9N, ¥3) + Ny(e) 27

< I(kas kplz™, gV, 9N, %) + Nv(e) (28)



< I(ma,ydsmp,yp |2V, 8", 9N, ¥5) + N7v(e) (29)
S I(mAa)//]lvv th; mBaygv th‘szgNa#’Xa’lz’g) + N’V(E) (30)

where v(¢) is a function that approaches zero as ¢ — 0 and we apply Fano’s Inequality [34] and the secrecy
constraint (T2) in (27), and (29) uses the fact that the secret-keys are computed using ka = Ka(ma,yy, uﬁ , wg )
and kg = Kg(mp,yd ,wﬁ,wg) respectively. We next show the following lemma that successively reduces the
N letter expression in (30).
We can successively reduce the above upper bound using the following two Lemmas. These lemmas are based
on repeated application of the chain rule of mutual information. Their proofs are delegated to the Appendix.

Lemma 1: For each t € {1,..., N}, we have that:
I(mAuyxtMth;mB7y;3>th‘zt7gN7¢f47¢tB) gI(mA7yﬁl7th;mB7thuhXB|zt7gN7 64717 tBil)' (31)

Eq. (3I) states that removing the conditioning of the public messages ¥ 4(t) £ {¢a(t,1),...,9%(t, L)} as well as
Py(t) 2 {p(t,1),...,9p(t, L)} only increases the mutual information expression. The special case when ¢ = 0

is separately stated below.

I(mA’ th; mg, th|gN’ "»bA(())v 1/13(0)) < I(mA’ th; mp, th|gN) (32)

([l
Proof: See Appendix [A]

Lemma 2: For each t € {1,2,..., N}, we have that:

I(mA7y.tAath;mB7th7th|ztagN7 fA_la tB_l) SI(mAvyf{_lvth;mByth_l7th‘zt717gNa 7154_17 tB_l)
+ I(xa(t);yB(t)|zap(t), gar(t), hap(t)) + I(xa(t); ya(t)|zrE(t), gBE(L), hBA(1)). (33)
([l

Proof: See Appendix [B]
|
We show how to reduce (30) by successively applying Lemma [T] and Lemma [2] Substituting (3I) with t = N
into (30) we have:

NR < I(ma,yi's hiai mp, vi, iip 2", 8", ¥, ¥5) + Na(e) (34)
< H(masyi's hgasmeys s hiplz" g% Wi~ wn ) + Ny (e) (35)
Next substituting (33) in Lemma [2] with ¢t = N, into (33)
NR <I(ma,yy " hgaimp,yy " hAplzV g™ o~ g™ + Nq(e)

+ I(xa(N); yB(N)|zag(N),gap(N),hag(N)) + I(xg(N); ya(N)|ze(N),gee(N), hga(N)) (36)



By recursively applying (31)) and (33) for t € {N — 1, N —2,...,1} and finally applying (32) we have that

NR < I(mA, th; mp, th|gN)+

N

N
Z I(xa(t); yB(t)|zan(t), gan(t), has(t) + > I(xp(t);ya(t)ze(t), 856 (t), hpa(t) + Ny(e).  (37)
t=1
Recall that the random variables m4 and mp are mutually independent, and independent of (h%Y;, hY ,, g™).
Furthermore since the channel is block fading channel model, each sequence of channel gains, e.g., hY ; is piecewise

constant for a duration of 7' symbols and contains only K = N/T independent random variables. Thus we have

I(my, th? mp, th|gN) = I(hBAv hAB|g ) (38)
= KI(hpaihaplg) (39)
= KI(hBA;hAB) (40)

where (0] uses the fact that the channel gains (hap, hpa) are sampled independently of (gag, ger) (see (6)).
Next we show that there exists a power allocation function P(-) satisfying E[P(hap)] < P, such that:

P(hap)|hap|? ﬂ
41
14 P(hap)|garl? “h

¥ ZI xa(t); yB(t)|2ap(t), gan(t), hap(t)) < E [10g <1 +

Let Pi(hap) denote the average power of symbol x4p(t) when the gain on forward-channel equals h4p i.e.,
we have E[|xap(t)|*|hap = hap] = Pi(hap). Using the fact that a Gaussian input distribution maximizes the

conditional mutual information (see e.g., [35]) it follows that:

Py(hap)|hag|?
a0y zar(0). gas(0), han(t) < B [1og (14 e ol )| @2)
Thus we have that
N
Pi(hag)|hap|? )]

I( hag(t)) < 1 43
Z a0 00z 0) 8250, han() < 3 F o (14 e lSanl @3)
N

_ P;(hag)lhas|?

=E ;bg <1+ T P (hap) gl (44)
1 N 2

< NE |log <1+ N 2= Pilhas)lhas| )] (45)

1+ % 30, Pulhas)lgas|?

P(hag)|hap|? )}
=NFE |l 1 46
{Og < 1 + P(hag)lgael?) ]’ (40)

where P(hap) £ ]{, t 1 Pi(hap) is the average power allocated when the fading state equals hap and (@3) uses

the fact that the function f(z) = log (1 + 155

) is a concave function in x and hence Jensen’s inequality [34]]

applies. Also note that

E[P(hap)] =

uMz

N

(hAB)‘| 47)

N
Z [Pi(hag)) (48)
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N
1
< N;Pt <P (49)

This establishes @T). In a similar fashion we can show that there exists a power allocation function P(-) satisfying

E[P(hga)] < P such that

Pnaltaal V]

N
%ZI(XB(t);yA(t)|ZBE(t),gBE(t)=hBA(t)) <E [10% (1 T T P(hoa)gnnl?

(G

Substituting @0), @6) and (30) into (37) and using N = KT, we have that for a certain power allocation

functions the secret-key rate satisfies:

1 P(hap)|hap|? )} [ ( P(hpa)lhpal® )}
R < —I(hap;h + E |log |1+ + E |log |1+ +v(e). (52
pilhass o)+ 8 s (14 Tt S S\ T P agner )| 7O P

Since (52) must hold for every £ > 0, and y(¢) — 0 as e — 0, this completes the proof of Theorem

IV. LOWER BOUND

Our coding scheme in Theorem 2] is a two-phase scheme consisting of training followed by source-emulation. In
each coherence block, the first symbol transmitted on each of the forward and reverse channels is a training symbol
ie, xa(iT +1) = xg(iT +1) = /P, fori € {0,2,..., K — 1}

For each j € {2,...,T} we sample x4 (iT + j) ~ px,(-) and xg(iT + j) ~ px, () independently of all other
symbols where p,,(-) and p,,(-) are fixed distributions such that both E[|x4]?] < P, and E[|xg|*] < P». Note
that P; and P, denote the power in the training phase and the transmission phase. For convenience we denote
%4(i) € CT~! to be the vector of T — 1 symbols transmitted in the i-th coherence block on the forward channel
and similarly let x5 (i) € CT~! denote the vector of T'—1 transmitted symbols on the reverse channel. Using (T)-(),

the corresponding output in the i-th coherence block is expressed asﬂ

(Forward Channel): yB(i) = hap(i) -xa(i) + np(i),  Zap(i) = gap(i) xa(i) +nap(i), (53)
(Reverse Channel): Ya(i) = hpa(i) -xp(i) + na(i), Zpp(i) =gpe(i) -Xp(i) +npe(i), (54)

where y4(i),y5 (i) € CT~! denote the output symbols in coherence block i over the forward and reverse channels
respectively and Z4 5 (i) and Zg (i) denote the associated outputs at the eavesdropper. All the additive noise vectors
have i.i.d. entries sampled from CA/(0, 1).

Let hsp(i) and hp 4 (i) denote the channel estimates obtained by terminals B and A over the forward and reverse
channels respectively in coherence block 7 as defined in and (I8). Thereafter terminal A observes y 4 (i) whereas

terminal B observes yp(i). At the end of K such coherence blocks, as indicated in Table [} terminal A has access to

In this section, in the analysis of our proposed coding scheme, it is convenient to let hap (i) and hp (i) denote the fading gains in
coherence block <. Thus in TableEl the sequence Ef g denotes a length K sequence of channel gains corresponding to the K coherence blocks.
The other channel sequences have a similar interpretation. The reader is alerted that notation is different from the channel model (e.g. (I)) where

the channel sequences must be of length V.
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(hE ., xK §X) whereas terminal B has access to (h5 5, %% §X). The eavesdropper observes (g%, 55,25, 25 ).
The sequences generated in this fashion are then used to extract a common secret-key as discussed below.

TABLE I

SIDE INFORMATION GENERATED AT THE TERMINALS IN THE TWO-PHASE SCHEME

Sequence/Terminal A B E

Channel Sequence EgA i’fA{B (gffE, ggE)
Source Sequence - Forward Channel )‘(f yg if B
Source Sequence - Reverse Channel yﬁf )’(Ig ig B

A. Discretization of Continuous Valued Random Variables

In the analysis of the coding theorem, we need to consider discrete valued random variables at the legitimate

receivers. We adapt following the technique outlined in [36l pp. 50-51].

« The channel estimates h BA and h 4B are discretized as follows. Let us define:
Il:{_jAh_(j_1)A17"‘7(j_1)A17jA1}7 (55)

where j is an integer and we select A; = —-. We find elements in Z; closest to the real and imaginary parts
of h 4p and denote [71 A B] ~as the resulting quantization. We define [713 A} _in a similar fashion.

J 3
o We discretize x4 () and xg(t) to [xa(t)], and [xg(t)], respectively, whose real and imaginary parts take values

in the set
Ty ={—-kDAg,—(k —1)Aq, ..., (k — 1)Ag, kAs}, (56)

where k is an integer and Ay = ﬁ We select [x(t)], to be the closest such point to x4 () with |[xa(t)],| <
|x4(t)]. Thus we have that E {|[XA(t)}k|2} < E[|xa(t)|?] < P,. We define [xg(t)], in an analogous manner.
« We also discretize the channel output at each legitimate receiver. Note that from (I), we have yp j(t) =
hap(t)[xa(t)],+nap(t). Note that yp (t) is continuous valued even through [x4(t)], is discrete. We discretize

yB.k(t) to [y x(t)], whose real and imaginary parts take values over the interval
Iy = {—1As,—(I = 1)As,..., (I —1)As,lAs} (57)

where [ is an integer and A3 = %ﬁ

Note that since we use scalar quantization and the sequences EfB and /A7§ 4 are sampled i.i.d. the sequences
[77114(3} ~and [/A)I,EA} ~are also sampled i.i.d. In a similar way the sequences [)‘(fﬂk and [)‘(g]
iid. Fflrther deﬁninjg zapk(t) = gae(t)[xa(t)], + nap(t) and zgg x(t) = ger(t)[x(t)], + npr(t) and using

,, are also sampled

K A& (3K sK K b (oK oK .
2 = (Z4p Zppy) and 8" = (g4p, 85p), We have that:

Yii], & (hBa, [X5],) < (25 .85) (58)
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¥5..], & (hip, [X4],) & (2F.8") (59)

are satisfied. Note that for each h 4B we have that —

s — [fas] ]

0, as j — oo in a point wise fashion. In a similar manner, as k¥ — oo, we have that |xa(t) — [xa(t)],| — 0,

50, as j — oo, and similarly ‘/SBA . [/SBA}

Ix5(t) — [x5(t)],| — 0. Furthermore for each fixed k, as [ — oo, we have that |y x(t) — [yax(t)],| — 0 and

lyB.k(t) = lyBk(t)],] = 0.
In the subsequent sections, we present our proposed coding scheme and the corresponding achievable rate for
the discretized variables above. Thereafter we argue that in the limit of vanishingly small quantization errors, the

rate converges as expected.

B. Achievable Rate using Discretized Variables

For the discretized set of random variables we have the following achievable rate.

Proposition 1: An achievable secret-key rate using public discussion is given by:
_ 1 - - T—-1 _ _
Ry = 0 ([has] 5 [hpa] )+ (Ripas + Roas) (60)
T J J T ’ ’
where hap and hg 4 are the MMSE estimates of channel gains hap and hpy respectively (c.f. (I7), (I8)) and
Rypa=1 ([}’B,k]l s [xalg [U]j> —I(lyBkl, s zaEk:8AE, haB) (61)
Rpan=1 ([YA,k]l i [xBk [U]j> —I(lyaxl; ; zBE K 8BE, hBA) (62)
R |:EBA:| .
J J
and xp respectively as in section Furthermore x4 ~ px, () and xg ~ px, (+) are sampled independently and

satisfy E[|x4|?] < P, and E[|xp|?] < P,. The powers Py (c.f. (T7), (I8)) and P, must satisfy P, +(T—1)P, < TP.
(]

where we have introduced [u]; = [ﬁ A B} ) The variables [x4], and [xp], are obtained by discretizing x4

The coding theorem associated with Prop. 1| is presented in Appendix

C. Achievable Rate: Extension to Continuous Valued Inputs

In this section, we further analyze the achievable rate in the limit that the quantization error due to discretization
in section [IV-A] approaches zero. In this limit, the rate required over the public discussion channel will also increase
to infinity. However we note that there is no rate constraint imposed over the discussion channel and thus the
proposed rate can be approached arbitrarily closely. In our analysis we make use of the following fact:

Fact 1: [36, pg. 23] Let u and v be two arbitrary random variables (discrete or continuous) with a joint probability

measure p(u, v) and marginal measures p(u) and p(v). The mutual information between v and v, defined as,

)= [log V) 4y
i) = [ 1og ) 63

where du(u, v)/d(u(u) x p(v)) denotes the Radon-Nikodym derivative of the joint probability measure with respect

to the product measure, can be equivalently expressed as:

I(u;v) = lim I([u]j; [v]k) (64)

J,k—oc0
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where [u]; and [v], are any sequence of fine quantizations of v and v respectively such that ‘u — [u] j’ and |v — [v], |
tend to zero as pointwise as 7 — oo, and k — oo, respectively

Upon examining (61),(62) and taking j,! — oo, with k fixed, we have that with u = (hap, hpa):

tim 1 (Iypaly 5 xalys [];) = 10,05 beal 0) (65)
l,j—o0
llililof (lyB.kl; 5 zaE k. 8B haB) = I(yB,k ZAE k- 8AE, haB) (66)
hm 1 ([.yA,k]l 5 [XB]ka [UL) = I(yA,k; [XB]]ga U) (67)
l,j—o0
ll_iglof (lva), ; zBEK,8BE, hBA) = I(YA K ZBE K, 8BE: hBA) (68)

Similarly the first term in (60) converges as follows

lim [ (V’AB} 3 [BBA] > = I(hap; hpa). (69)
j—roo j j
We now consider the term
I(yB,k; [xalp, u) = I(yB ks ZAE ks 8AE, haB) = WyB k|ZaE k> 84E, ha) — R(yB k|[Xa]s, U) (70)

We will show that when x4 ~ CN (0, P») we have that

. Pylhap)?
liminf A z , ,h > F|log2me |1+ —F— 71
om In (YB.k|ZAE K, 8AE, haB) { g ( 15 Polgan] (71)
P
limsup 2(yp k|[xal,, u) < log2me <1 + 2 > (72)
k— oo ' 1+ P

Together (71) and (72) imply that:

. Ps|hap|? P
th_l)gf {I(yB.x; [xaly u) — I(yB,k: ZAE K, 8AE, haB)} > E [1og (1 + m)} — log (1 + 2 )

1+ Pylgarl|? 1+ P
(73)
We first establish (71). Note that
WyB,k|zaE k) 8AE, haB) = MYB k: ZaE k|8AE, haB) — M(ZAE k|8AE, haB) (74)
= N(yB.k, 2B k|8AE, haB) — M(zAE,k|8AE) (75)
Furthermore since F [|[XA} kﬂ < P,, and [x4], is independent of gap, we have, using (2),
El|lzapkl*lgap = gap] < |gap|*P2 + 1. (76)

Thus using the fact that the differential entropy under a variance constraint is maximized by a Gaussian distribution

we have that

Wzap.klgar) < Ellog (27e(|gap|* P2 +1))]. 77

Next we show

1ikrggf MyB,ks 2aBk|haB, 8ar) = E [(log2me)? (1 + Palhap|* + Palgarl?)] . (78)
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using an argument analogous to [36| pp. 77]. Eq. (77) and (78) together complete the proof of (7I). Note that for

each (hap = hap,8ar = gar) we have that
Syeazaps W 2lhap = hap, zap = gap) = /an (y — haglxaly) - foan (2 = gaplxal),) dFx,), (x)  (79)

= By, {an (y = haslxaly) - fase (2 = gaplxaly) (80)

where np and nap are the additive noise variables in (I) and ). Since f,,(-) and f,,,(-) are bounded and

continuous functions fy, , 2.z, (¥, 2lhap = hap,gap = gap) converges to fy, .., (y,2lhap = hap,gap =

gag) as k — oo. Furthermore we have that

1
Jyszaps (Y 2lhaB = hap, zag = gag) < Lax Jrs(MB) faas(nag) = o (81)

Therefore, for each a > 0 we can express:

I(yB,k> 2aE,k|hAB, 8AE)

1
= % j{ ffthB (hAB)ngE(gAE)f}’B,hZAE,k(y7Z|h’AB7gAE) log dydzdgarpdhap
hag Jgag Jy Jz fyB,k,ZAE,k (yaz‘hABagAE)

(82)

1
> y{ 7{ }l{ 7{ f(hap)f(9aE) fyp xzap (Y 2|haB, gaE) log dydzdgapdhap
lhagl|<a J|gage|<a J|y|<a J|z|<a fwak,zAE,k(yvz|hABagAE)

(83)

where (B3) follows from the fact that from (8I) the integrand in (82) is always positive and therefore (83) is
integrating over a smaller set. By the dominated convergence theorem [36, Appendix B], upon taking k& — oo for

each fixed a, the right hand side converges to

1
7{ f j{ f f(haB)f(9aE)fys.zax (U, 2|haB, gar) log dydzdgapdhap.
lhapl<aJlgap|<a Jlyl<a Jiz|<a fyvp.2a6 (Y 2lhAB, 9AE)

(84)

Upon taking a — oo, the above expression in turn converges to Hi(yp, zag|hap, gar). Since x4 ~ CN (0, P) the
relation (78) now follows.
To establish (]7_7[) we let h 4p be the MMSE estimation error of hyp given the observation /Pihap + ng. We

can express hap = hap + eap, where the estimation error e4p satisfies E[|eAB|2] < ﬁ' Using (IID, we can

express
By el el ) < b (yo | [aly has) (85)

= (halxal, + np | [xalo has) (86)

< h(eaplxal, + s | [xal,) (87)

< N (eap[xaly, + np) (88)

P,
<
< log 2me <1 T P1> (89)
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where (89) uses the fact that since the input [x4],, is generated independently of hap and satisfies E[|[xa],|?] < P>

we have
E [leas[xali|’] = Elleas*1El|[xal,|’] (90)
1
< P P, ©On

and we use the fact that differential entropy is maximized by a Gaussian distribution under a variance constraint.
Since (89) holds for every k, the inequality in (72) now follows. The proof of (73) is now complete.

In a similar fashion we can show that

. Pylhpal? )} ( P )
liminf{l sxsl,u) — 1 3 ZB ks ,h >FEllog({1+ —————— || —log 1+ ——
i {7 (yax; [xplg, u) = 1(yar; 25k, 85, hpa)} { g( T+ Palgnnl? g TP,

92)

The proof of (I6) follows by substituting (69), and (92) into (60).

V. PROOF OF COROLLARYT]

In this section we analyze the high SNR behaviour of the upper and lower bounds. In particular we will show

that in the limit P — oo, the upper and lower bounds in (13 and (T6) reduce to the following:

1
. < _ = 2
Jim BT < - log(l—p%) + (93)
o L, T—1
Ph_rgoR = —Tlog(l—p )—i—T'y. 94)

where ~ is defined in (23). The claim in Corollary [T] immediately follows from (©3) and (94). Note that the first
term in @ is independent of P and furthermore since hyp and hp 4 are jointly Gaussian, zero mean, unit variance

and with a cross-correlation of p it can be readily shown that
I(hap;hpa) = —log(1 — p?). (95)

The remaining two terms are upper bounded as follows. For any power allocation P(h4p) note that
rivainar) ) <2 ()
Ellog |1+ <FE|log |1+ (96)
[ g ( 1+ P(hag)lgasl? g gas|?

which follows since the function f(z) =

ax

is increasing in x for any a,b > 0. Similarly we have

1+bx
E |lo 1+ <F 1+ . 97
[ g( 1+ P(hpa)lgpe|? lgBE|? &7

The upper bound (93) follows by substituting (93)), (96) and into (T3).

For establishing (94), we consider the secret-key rate expression (I6) in Thm We select P, = % and
P, = P — /P. Note that as P — co we have that P;, P, — oo and %‘ — 0. Since the function f(x) = Tios 18
bounded for all a, b > 0 we can apply the Dominated Convergence Theorem to interchange the limit and expectation,

2 2
lim E {log (1 + IM)}:E {bg (1 4 |haz| )} (98)

Ps— o0 1+ Ps|gag|? lgar|?

2 2
lim E {log (1 + P2|hBA)}=E [log (1 4 hpal )} (99)

Py—ro0 1+ Plgeel? lgsE|?
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Furthermore since limp_, ., log (1 + 7 _1:331) =0

clearly holds, using (T9) and (20) it follows that

lim R;5(P)+ Ry, (P) =7 (100)

P—oo
We next consider the first term in @[) When hap and hpa are zero mean, unit variance, jointly Gaussian

random variables with a cross-correlation coefficient of p, using (I7) and (I8) it can be easily shown that

I(hag; hpa) = log(1 — a?p?) (101)
where o = %. It immediately follows that
lim —log(1 — a?p?) = —log(1 — p?), (102)
P1*>OO

Eq. (94) follows by using (T00) and (I02) in (T6).

The proof of Corollary [T] is now completed.

VI. CONCLUSIONS

In this paper we study the secret-key generation capacity over a two-way reciprocal block fading channel model
with public discussion. There are two principle factors that contribute to the secret-key: (i) the reciprocity between
channel gain of the main channel and (ii) interactive communication. We propose a two-phase separation scheme
consisting of channel training and source emulation in each coherence block. Through a suitable allocation of
power between the two phases, we show that the proposed scheme is near optimal in the high SNR regime for
Rayleigh fading channels. More generally our results show that, even for moderately long coherence periods, the
contribution of channel reciprocity towards the secret-key generation capacity is generally far less significant than
source emulation. Thus in designing practical secret-key generation schemes over fading channels, one should aim
to exploit the interactive nature of the system as opposed to passive training.

In future work it will be interesting to study the problem setup when an external public discussion channel is
not available. The overhead for transmitting public messages needs to be explicitly considered in such systems and
corresponding upper bounds may also have to be developed. In the low SNR regime it appears that the associated
scheme may be very different than the proposed two-phase scheme [37]. Similarly extending the secret-key capacity

results to the case of multiple antennas also remains an interesting topic for future research.

APPENDIX A

PROOF OF LEMMA[I]

Recall that we can express

T/qu: ( 2717’(/}14(@1)7,_,,'(/}14(@[/)) (103)
¥ = (Y5 L vs(t1),...,¥p(t, L)) (104)
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where 14 (¢, j) denotes the j-th public message transmitted by node A after x4 (¢). It can be expressed as

Yalt,d) = Ualyh, ¥y vp(t,1),.. ., vp(t,j —1),ma) (105)

The message 15(t,j) is defined in a similar fashion. Now we use the following inequalities:

I(ma, y4, hi i me, yi, hiplz',g" ¥}, ¥i) (106)
= I(ma, ya, hga; mp, yp, hipl2', g™ 0 i {valt D h<j<r, (Bt ) hj<t) (107)
< I(ma,yh, hga, ¥a(t, L) me, yh, hiplz', g™, i w5 {valt, i<, {Us(t, ) hicj<r)  (108)
= I(ma, yh, hya; mp, i, hipl2' g™, ¢l L v {valt, <<, {¢s(t ) h<j<s) (109)
< I(ma,yh, hyasme.yh b ¥e(t, L)z, g™, @i oy {valt, ) i<, {¥B(t j) hcj<o—1)  (110)
= I(ma,yh, hga; me, yg, hipl2' g™ 9 s {at, D h<j<o—1, (W8t ) h<j<r-1) (111)

where the equality in (T09) follows from the fact that ¢4 (¢, L) is a deterministic function of

{mAay,Z, tB_laqu(ta 1)7 .. 'a¢B(t7L - 1)}

as indicated in (T03). In a similar manner (TT1)) follows from the fact that ¢5(¢, L) is a deterministic function of

{vatha 2_15¢A(t7 1)5 v aqu(taL - 1)}

Note that in following (T06)-(T11) we have eliminated the messages (¢4 (¢, L), ¥ (¢, L)). By recursively applying
the same sequence of steps we successively eliminate the entire sequence of messages {14 (¢, ), ¥5(t,j)} and the
claim in follows.

The proof of (32) uses the sequence of steps analogous to (T06)-(TT1)) along with the fact that 14 (0, j) is a deter-
ministic function of (m4, {¥'5(0,%)}i1<k<j—1) and likewise 5(0, 5) is a function of (mp, {14 (0,k)}1<r<;j—1)-

The details are completely analogous and will be omitted.

APPENDIX B

PROOF OF LEMMA [2]

Using the chain rule of mutual information we have

I(ma,yh, haime, v, hiplz' g™ ¢t 5 )
=I(mAJEath;mB,yfg_lvhﬁB\Zt,gN, 1;1’ 15371)
+ I(ma, v h3asys(t)|2' g™ yE ' b g, mp, 'l vl (112)
= I(ma,yh, h3a;me,yh ' hipl2' g™, ¢t ¥5 )
+I(ma, vy b ys(0))2 8", yg b, me, Y )
+1(ya(t);ys(t)l2' 8N, yg b, mp, v hE 4, ma, ) (113)

t—1 N t—1 | N t N t—1 t—1
:I(mA7.yA 7hBA7mBayB ahAB|Z7g YA ¥R )
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+I(yA(t);vath_17th|mA7yfﬁ_1atha ag v 17 tBil)

+ I(mAvyzilv th;}/B(tNZtv ng)/gila thv mp, fA_la 3_[3_1)
+I(yA(t);yB(t)‘ztagN7th_17thBamBayz_lath7mAa 54_17 tB_l) (114)
where we use the chain rule of mutual information in (T12), (I13) and (T14). Further note that in the proposed

coding scheme x4(t) = fa(ma,y; 9’5" and xg(t) = fpi(mp,y5 ', "). Therefore we can express:

I(YA(t)aYB(t)‘Ztag 7yB hABamBayA hBA7mAa f4717 tBil)

:I(yA(t);yB(t”ZtﬂngngilvthamBayiil,thvmA»XA(t);XB(t)v fA_la tB_l) =0 (115)

where we use the fact that the forward and reverse channels are memoryless and the additive noise variables na(t)

and np(t) are independent (c.f. (T), (3)) and therefore:

yB(t) < (XA(t), hAB(t)7 Q,XB(t), hBA(t)) < yA(t) (116)
where
Qé {Zt7gN’yA 7-yB - hf4317hAB,t+17htBj415th,t+17mA7mB7 f4717,¢'t371} (117)

denotes the remainder of the terms in (T13) which are all independent of {n4(t), np(t)}.
We next consider the second and third term in (T14) and show that:
I(ya(t); mp,yg ' hiplma, i b a2, g™ 0l ¢ ) < Iya(t):ixs(t)|zee(t), ge(t), hpa(t))  (118)
I(ma,yi ™ hgasye(®)lz, 8™ yp b, mp, T 95 ) < I(xa(); ya(t)|2ap(t), gap(t), hap(t))  (119)
We establish (TT8) below. Eq. (TT9) can be established in an analogous fashion and its proof will be omitted.
I(YA(t)§vaYfg_lath|mAaYA hBAv g Py 1, 1}371)
= I(ya(t)ymp,yg ', hg&XB(t)\mAy)/ifl, hya, 28", v vt xa(t)) (120)

:h( ()‘mA7y,z ! hBAv ag . 17 tB_lva(t))

—ﬁ(YA(t)lmB,yglvthMB(t)’mA’Y,?l’hgm 2 gVl e xa(t) (121)
= h(ya(t)lma,yi " hia 2 g™ W tB‘l,xA(t))fh(yA(t)le@),hBA(t)) (122)
< hya(t)|hpa(t), zBe(t), geE(t)) — M(ya(t)|xB(t), hpa(t)) (123)
= I(ya(t);xp(t)|hpa(t), z6E(t), 885(1)) (124)

where (T20) uses the fact that xa(t) is a function of (ma,y’ ', 4’ ") and similarly xp(t) is a function of

(mp,y5 ). Eq. (122) uses the fact that with € defined in (TT7), the Markov relation

ya(t) < (hpa(t),xp(t)) < (2, xa(t), hap(t)) (125)



19

holds. Eq. (123) follows from the fact that conditioning reduces entropy. This completes the proof of (T18).
We finally show that the first term in (T14) can be upper bounded as

I(ma, vt has mp, v B2 g™l s ) < Tma,yi ' hgame.yp ' hlpl2 gV 9l i ).
(126)
This is also established using the chain rule of mutual information as follows.
I(ma,yh ' hasmp,yp ' b gl g™ ol o)
=I(ma,ys ' hyaimp,yg ' hipl2' ™ g™, zap(t), 256 (), ¥ ¥ ) (127)
< I(ma,yh b g, zap(t);mp, v L h Izt gY zee(t). ¥ W5 ) (128)
= I(ma,yi ' hgasme,yg Wl g zep(t), ¥ PE )
+ (zap(t);mp,yp ' hipl2 =" g™ zer(t), ma, vt g4, i ) (129)
Next recall that since x4 (t) = fa(ma,y’ " 4% ") we have:
I(zap(t);mp,yg ' gl " zpp(t), ma, yi ' hEa 95 95 )
= I(zap(t)imp,yg ' hiplz' ™" 8", 2 (t), ma, yi ' hga xa(t), ¥ ¢ )
= h(zap(t)[z' ", 8", zpp(t), ma, yi b hEa xa(6), 9% 95 )
— h(zap ()2 g™, zpE(t), ma, vt 4, xa(t), mp,yg ' g i W)
= Mzap(t)|xa(t),846(t)) — Mzap(t)|xa(t),gaE(t) =0 (130)
where (I30) uses the fact that the forward channel (c.f. () satisfies
zap(t) & (xa(t),gas() & @1, g g1, g65(1), zE(t), ma, vyt WY A, me, v W g bl ).
(131)
Thus substituting (T30) into (T29) we have that:
I(ma,yi " hsas mp,yg ' sl g™ ¢l v )
< I(ma,yy ' hpasme,yp ' sl g™ zep(t), i ¥R ) (132)
< I(ma,yi hgasme, vi s g, zep(t)l2 ™ g™ 0l ¢ ) (133)
<I(ma,yy ' hgaimeyg el e vl
+1(ma,yi s higas zee()|ms, yg ' hip. 2 g™ T ) (134)
< I(ma, vt hyasme,yg sl e s (135)

The justification that the second term in (134) equals zero can be established in an identical fashion as (T30),
and will be omitted. This completes the proof of (126).

The claim in Lemma 2] follows upon substituting (TT3), (I18), (IT9) and (126) into (IT4).
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APPENDIX C

PROOF OF PRrOP.[T]

We provide the coding theorem associated with Prop. [I|below. As stated in section the two-phase transmission
scheme generates correlated sequences in Table I} which are then discretized at the legitimate terminals, as explained

in section For convenience table [[T| shows the sequences available at each terminal after discretization below.

TABLE I

CORRELATED SOURCE AND CHANNEL SEQUENCES AFTER DISCRETIZATION

Sequence/Terminal A B E

Channel Sequence [EIBfA] _ [EfB] | (655, e5R)
Source Sequence - Forward Channel [)‘(ﬁ‘( } k] [yg’ k]]l Zf{f Bk
Source Sequence - Reverse Channel [yﬁ{ k]l [ig ] & ig Bk

We establish the existence of a codebook C® that satisfies the following for sufficiently large K

1) Both the legitimate terminals can decode sequences ([EQ{B} ,[ﬁg A} ,[Yﬁ;@} ) [9§ k} ) with an error
J J Tl ey
probability no greater than dx (¢).

2) The equivocation at the eavesdropper satisfies:

1 N - _ _ _ _ _
NH <[h,]4(BLa |:th:|]_3 [yf,k]la [yg,k]l ’ @7Z§E,kvng,k7g§EaggE) > Ry — 5%((5) (136)

where the quantity R is defined in (60), © denotes the collection of messages that need to be exchanged
over the discussion channel, and Jx (), 8} (¢) are function that can be made sufficiently small by selecting
K sufficiently large.
An overview of the coding scheme is illustrated in Fig. Ell Note that the proposed code construction C® will only
generate a common tuple of sequences at the legitimate receivers satisfying (136). The secret-key generation step

will be discussed subsequently.

A. Codebook Construction and Error Analysis

We define:
RBC:H({EABM[EBAL) +2 (137)
Ry, =H (P’BAL' [/BABL) +2 (138)
R o= H (9], | [Ralgo ol ) + 4 (139)
Ry, = H ([9a); | Raly [u;) + 42 (140)

where [u] j = ({/3 A B} R [773 A} ) and ¢ is a sufficiently small positive constant that will be specified in the sequel.
J J
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Phase II: Reconciliation of source sequences.

Fig. 4. Reconciliation of source and channel sequences in the proposed coding scheme with public discussion. The public messages are denoted

by © = (®4,Pp, VA, Up). In the analysis of the coding scheme, we use discretized version of the source and channel sequences.

We next randomly sample four codebooks C4, Cp, S4 and Sp as discussed below.

o The codebook Cp is sampled by randomly and uniformly partitioning the set of all typical sequences [hﬁf B

The

[ER—

€
J

TE ([/A)AB} ) into 25 5.c bins, such that there are 2K(1([hAB]J‘ t [ma],)—2) sequences per bin.

J

The codebook C 4 is sampled by randomly and uniformly partitioning the set of all typical sequences [ﬁg A} €

J

TE ([EBA} ) into 24.c bins, such that there are 2K(1([hAB]J‘ t [ma],) <) sequences per bin.
J

The codebook Sp is sampled by randomly and uniformly partitioning the set of all typical sequences {yg k} €

oK (I(lyz wlpslkaly[u];) —3¢) sequences per bin.

TEK ([yB’k]l) into 2KR7

B,s bins such that there are

l

The codebook S 4 is sampled by randomly and uniformly partitioning the set of all typical sequences [yﬁ{ kL €

Tx ([YA,k]O into 2574+ bins such that there are 25 (/(Fasli : kolilu];)=3¢) sequences in each bin.

encoding steps are as follows.

Given the sequence {553} , terminal B finds bin in Cp to which it belongs and transmits the bin-index ¢p

J
over the discussion channel.

Given the sequence Eg 4| > terminal A finds the bin in C4 to which it belongs and transmits the bin index
L 77

¢4 over the discussion channel.

Given the sequence yf{ B terminal A finds the bin in S4 to which it belongs and transmits the bin index

14 over the discussion channel.

Given the sequence |y5 , | , terminal B finds the bin in Sp to which it belongs and transmits the bin index
"=

g over the discussion channel.

We next sketch the decoding at legitimate terminals. The decoding proceeds in two phases. In the first phase the

terminals attempt to reconstruct channel sequences and in the second phase they attempt to reconstruct the source

sequences.

Upon receiving ¢ p, terminal A searches for all sequences in the bin associated with ¢p that are jointly typical
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with [Eg A] . If there is a unique sequence [772(3} that satisfies this, then it is selected as the reconstruction
J

j
sequence. Terminal A declares [ ]j = ([EfB} R [ﬁg A} ) to be the estimate of the joint sequence pair. In a
j j

J
pair. We declare an error if either {[&f L # [uf ]j} or {[ag ]j # [uf ]J} Through standard arguments [36,

Chapter 10], it can be shown that the error probability approaches zero as K — oo given (I37) and (138).

similar fashion, upon receiving ¢, terminal B generates [if], = ({%1{1{3} B {77}35 A} ) to be the joint sequence
J

In the second phase of decoding, the terminals attempt to decode the source sequences. Upon receiving 5, and
given ([)’(f ] X [off ]j), terminal A searches for all sequences in the bin associated v that satisfy ([yif,k} . [x5] o [af L) €
T4 ([yB,k);» [Xalg, u). If there is a unique sequence {9}? k} that satisfies this, then it is selected as the reconstruction
sequence. We declare T'4 = ([[Jﬁf 15 [yfﬁ k} ; [yg k} 1) to be the common reconstruction sequences at terminal A.
Likewise terminal B reconstructs 91}; | upon receiving 14 by searching for all sequences in the associated bin of

1 4 that satisfy ([yf’k]l, [)_(g]k, [flg}» €Ty ([yA,k']p XB]} [U}j)- We declare I'p = ([ﬂ{;‘]j, {95”“]17 [yg}k}l)
to be the common reconstruction sequences at terminal B. We declare an error if {I'4 # I'g}. Through standard
analysis, it can be shown that

E[Pr(Ta #T|JTs #1)| €] < 6k (), (141)

where 65 () — 0 as e — 0 and K — oo where I' £ ([UKL., [yfik]l, [yﬁk}l) and C® £ (Ca,Cp,SA,SB)

denotes the collection of all the four codebooks.

B. Equivocation Analysis

We show that our proposed random code ensemble also satisfies:

1 - - _ _ _ _ _
ﬁH ({th}j, {th}jv [yg,k]la [yg,k]l | 67Z§EaZgE7g§EaggEvc®> 2 RA - 5}((5) (142)

with © = (Ya,%5, ¢4, ¢p) andC® £ (Ca,Cp,Sa, Sp). In the following analysis we introduce zX = (ifE’k,igE’O

and g = (gy, gh). First consider the following:
1 ([5s] « [P5a] (95000 5, | 0,000,028 6.

> H ([B,Q‘B]j, () 7] |2 ,gK,C®> ~ H($4IC®) ~ H(¢5|C%) ~ H(1a|C®) ~ H(y5/C%)

(143)

~H ([BQFB]],, () 95 B, | 2 gK> — H($4|C?) — H(95]C®) ~ H(1alC®) — H(45/C®)
(144)
where the last step follows from the fact that all the source and channel sequences in Table || are sampled
independently of the codebooks (C4,Cp,S4,Sp) in our code construction. The first term in (144) can be lower

bounded as follows:
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H [%fB}/ EgA}ja [yﬁl(,k:lp [yg,k]l ‘ z§7gK)

> H ([ir,ifB (8] ) +H ([viﬁk]l, (V5 1], 28" |5 . [Pha] ) (145)
-J J J J

> H ([EEB_j, [/3’.5,4}],) + H(Y5 4] (95 4] 2 € b, hEa) (146)

=H (|:i'f4(Bi| j7 |:ITIIB§Ai| 7) + H( [yIA(,k]l‘igE,ka ggEa th) + H( [yg,k]l‘ing,kvnga hi(B) (147)

— KH ([EABL_a [BBAL) + KH (yaxl,|ZeE K 885, hBa) + KH([YB K],|ZAE k> 8B, haB) (148)

where we use the chain rule of entropy and the fact that (h5, hX ,) is independent of (2%, g) in (T43); in (T46)
we use the fact that conditioning reduces entropy as well as i)f 5 and i)g 4 are independent of the remaining variables
given h% 5 and hE , respectively; in (T47) we use the fact that x5 and x5 are sampled independently and hence

the following Markov conditions hold:
Vi < (256.855:h5a) < V5,848, Mas), (149)
Y5 ¢ (Zhp: 84p: Map) < (VA 86E: NEa)- (150)
which are established in Appendix [D] The discretized random variables are also inherit the same properties. Eq. (I48)
follows from the fact that the sequence pair (h5 5, h% ,) is sampled i.i.d. and furthermore xX and x& are also

sampled i.i.d.

The remaining terms in (I44)) can be upper bounded using (137)-(140).

H(¢a | C®) < K {H ([BBA]j| [m]j) + 25} : (151)
H(¢p | C®) < K {H ([IEAB]j\ [%BAL) + 25} , (152)
Hwa | €2) < K {H ([yar); | Kl [u;) + 42}, (153)
Hvs | ) < K {H (954, | Rays [u], ) + e} (154)

Using (I51) and (I52), we have the following:

KH ({EABL, {%BA}j) — H(¢4|C®) — H(¢5|C®)

> KH ([BAB]j, [BBAL) ~KH ([EABU [BBAL) ~KH (V'BAL-' [%ABL) _4Ke  (155)

—K.IQ/}AB] E {EBA} > — 4Ke. (156)
j j

Using the fact that each element in [xg], = ([xg(1)],,...,[xs(T —1)],) is sampled i.i.d. and using (I533) and
letting ¢’ = =5 we have

KH([yax),|ZBE K 885 hpa) — H(¥4|C%)
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> KH([Yank))|ZBE 885, hpa) — KH([ya k), |[X8]}, [u];) — 4Ke (157)
> K(T = 1) { H(lyanl |25, 885, hpa) = H(lyasllIxz]y, [],) — 4<'} (158)
= K(T - 1){1([)/,4,1@]1; (xBly, [u];) — I([yakl;; z6E K, 8BE: hpA) — 45/} . (159)

The justification of (T38) is as follows. From the channel model () and (@) the sequence [ya,x], =

(yax(®)],, ..., [yar(T —1)],) of T — 1 random variables, when conditioned on hp, is an ii.d. sequence and
similarly the sequence Zgp i = (zrk(1l),...,2ZBEK(T — 1)) when conditioned on ggg is an ii.d. sequence.
Therefore the first term in (I37) can be expressed as

H([Yaxl,|ZzBE K 88E, hBa) = (T — 1)H([ya],|ZBE K, 8BE; hBA). (160)

Furthermore using the fact that conditioning reduces entropy, the second term in can be upper bounded as

H (5l |®sly (1) < (T = DH (yanl lixeles [u],) (161)

Note that (I38) follows by substituting (I60) and (I61)) into (I57). In a similar fashion we can show that

KH(yBk),|ZaB k84, has) — H(¢5|C®)
> K(T-1) {I(D/B,k]l; (xaly: [u];) — I(lyB.kl); 2aE k8B, hag) — 45/} (162)
Combining (T36), (I39) and (162) we obtain that
H([y,{l(,k]p [yg,k]la [UKuikagK,¢A7¢B,¢A,¢B,C®)
> K1 ([EABL; [%BAL) — 4Ke — 8K¢'
+ K(T = 1) {L(lyaslsbxaly [u])) = L(yanl iz gop: haa) - 22}
+ K(T = 1) {1(ymalslaly [0],) = L(lvmali 2ams, gam, han)2<'} (163)
Dividing both sides by N = K -T the relation (T42) now follows. By examining (T41) and (T42) it follows that there

exists a deterministic codebook C® in the ensemble, that simultaneously satisfies the equivocation constraint (T36)

and

Pr(I'y # T JTp #T) < 6(e). (164)

C. Secret-Key Generation

Our analysis thus far has established the existence of a codebook C® that generates a common tuple of sequences
([uK 1, [yﬁ{ kL, {yg k}l) , satisfies the equivocation constraint (I36)) and the reliability constraint (T64). We next
discuss how one can use the codebook C® to generate a common secret-key at the two terminals.

We consider transmission over a total of M macro-blocks. Each macro-block ¢ spans K coherence blocks the

terminals sample sequences x% (i) and x5 (i) in an i.i.d. fashion, independently from the previous blocks. Thereafter
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we execute the steps discussed in the previous sections, which results in the following observations at the legitimate

receivers and the eavesdropper:

ra(i) = ([ O),, Y5 @], [T £0)],) (165)
ra(i) = ([ @), [95.0), [yE0),) (166)
Qi) = (2 (1), 8% (1), ¥ (i), ¥p(0), 0a(0), 65(1)) - (167)

Note that {T"4 (), 5 (%), (¢)} are sampled i.i.d. across the macro-blocks. Furthermore for each i € {1,2,..., M},
they satisfy (T64) and (T36). Thus an achievable one-way secret-key generation rate for the sequence {I' 4 (i), 5 (%), ()}
is (see e.g., [15]):

R = %[I(FA;FB)—I(FA;Q)] (168)
- % [H(T4|Q) — H(TITp)] (169)
> L H(T]0) ~ Nag(o)] (170)
> Ry — 6x(e) — 7€) (171)

where (T70) follows Fano’s inequality and (I71) follows from (I36). Since we can make ¢ arbitrarily small and K

sufficiently large, the achievability of the proposed rate follows.

APPENDIX D

PROOF OF (149)

To establish (I49) consider

p(yf | igEv ggEv tha yga g.fl(Ea h.IA<B) = Zp(yi{z )_(IB{| 2IB(Ev ggEv tha yga g.fl(Ea th) (172)
i

= ZP(Y§| igE7g§E7 thv ygvng’ th? )_(Ifg)p()_(§| ngvggE7 thv ygv g,{}(Ev th) (173)
i

= pYXIhEa. x5)p(X5| 255, 858) (174)
xIs

=> p(yi|h5a. X5, 255, 85)P(XE | 255, 85p. hisa) (175)
XI5

=> p(y4.%5|h5a. Z5p.8hp) = (YA |hEa: 255 8hp)- (176)

where (T74) follows from the fact that X% is sampled independently of x5 and the channel estimates, and using

the structure of the channel () we also have that
yi © (X5, h5a) © (25p.855:Y584p: hip) (177)

This establishes (T49). Eq (T50) can be established in an analogous fashion and its proof will be omitted.
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