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Abstract—The role of multiple antennas for secure com- broadcast channels [2], and applied it to the basic Gaussian
munication is investigated within the framework of Wyners channel [3].
wiretapl_chznn_el.Welcharachterizithe s%crecygapacitydintermshof Motivated by emerging wireless communication applica-
generalized eigenvalues when the sender and eavesdropper have. . A : . . .
multiple antennas, the intended receiver has a single antenna, and%c,’ns’ there is growing interest in extending Fhe basic Gausslan
the channel matrices are fixed and known to all the terminals, Wiretap channel to the case when the terminals have multiple
and show that a beamforming strategy is capacity-achieving. In antennas; see, e.g., [4]-[12] and the references therein. While
addition, we show that in the high signal-to-noise (SNR) ratio in principle the secrecy capacity for such nondegraded broad-
regime the penalty for not knowing eavesdropper’'s channel is cast channels is developed in [2] by Céisand Korner, the

small—a simple “secure space-time code” that can be thought o . . .
of as masked beamforming and radiates power isotropically solution is in terms of an optimized auxiliary random variable

attains near-optimal performance. In the limit of large number of and has been prohibitively difficult to explicitly evaluate.
antennas, we obtain a realization-independent characterization of Thus, such characterizations of the solution have not proved
the secrecy capacity as a function of the numbep: the number  particularly useful in practice.

of eavesdropper antennas per sender antenna. We show that the' | this paper, we investigate practical characterizations for
eavesdropper is comparatively ineffective wher3 < 1, but that o L -

for 8 > 2 the eavesdropper can drive the secrecy capacity to zero, the speC|f_|c scenario in which t_he sender an_d eavesdro_pper
thereby blocking secure communication to the intended receiver. have multiple antennas, but the intended receiver has a single

Extensions to ergodic fading channels are also provided. antenna. We refer to this configuration as the multi-input,

Index Terms—Wiretap channel, cryptography, multiple an- single-output, multi-eavesdropper (MISOME) case. It is worth

tennas, MIMO systems, broadcast channel, secrecy capacity, émphasizing that the multiple eavesdropper antennas can cor-
masked beamforming, artificial noise, generalized eigenvalues, respond to a physical multiple-element antenna array at a

secure space-time codes. single eavesdropper, a collection of geographically dispersed
but perfectly colluding single-antenna eavedroppers, or related
variations.

We first develop the secrecy capacity when the complex
ULTIPLE-ELEMENT antenna arrays are finding growchannel gains are fixed and known to all the terminals. A
ing use in wireless communication networks. Muchoye| aspect of our derivation is our approach to (tightly)

research to date has focused on the role of such arrays,pher bounding the secrecy capacity for the wiretap channel.
enhancing the throughput and robustness for wireless comndyyr result thus indirectly establishes the optimum choice of

nication systems. By contrast, this paper focuses on the rglgjliary random variable in the secrecy capacity expression

of such arrays in a less explored aspect of wireless systemgt+2], addressing an open problem.

enhancing security. Specifically, we develop and optimize \wnhile the capacity achieving scheme generally requires

physical layer techniques for using multiple antennnas {Rat the the sender and the intended receiver have knowledge
protect digital transmissions from potential eavesdroppers, ggdihe eavesdropper’'s channel (and thus number of anten-
analyze the resulting performance characteristics. nas as well)—which is often not practical—we futher show

A natural framework for protecting information at thehat performance is not strongly sensitive to this knowledge.

physical layer is the so-called wiretap channel introduc@peciﬁca”y' we show that a simplmasked beamforming
by Wyner [1] and associated notion of secrecy capacity. §¢heme described in [4], [5] that does not require knowledge
the basic wiretap channel, there are three terminals—og€the eavesdropper's channel is close to optimal in the high
sender, one receiver and one eavesdropper. Wyner's origigf|Rr regime.
treatment established the secrecy capacity for the case wherg addition, we examine the degree to which the eaves-
the underlying broadcast channel between the sender anddhgoper can drive the secrecy capacity of the channel to zero,
receiver and eavesdropper is a degraded one. Subsequent Wskeby effectively blocking secure communication between
generalized this result to nondegraded discrete memorylggider and (intended) receiver. In particular, for Rayleigh
. . . _ fading in the large antenna array limit, we use random matrix
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the eavesdropper to use at least twice as many antennaseapectively. The notatioA > 0 means thatA is a positive

the sender; and 2) an eavesdropper with significantly fewsemidefinite matrix and we reserve the symibdio denote

antennas than the transmitter is not particularly effective. the identity matrix, whose dimensions will be clear from the
Our results extend to the case of time-varying channels. \Wentext.

focus on the case of fast (ergodic, Rayleigh) fading, where theA sequence of length is either denoted by z(¢)}7, or

message is transmitted over a block that is long comparedsametimes more succinctly ag'; in addition, we sometimes

the coherence time of the fading. In our model the state of theed notation the:f for a sequence;, zit1,. .., ;.

channel to the receiver is known by all three parties (senderFinally, EN(0,K) denotes a zero-mean circularly-

receiver, and eavesdropper), but the state of the channel toghmmetric complex Gaussian distribution with covariabce

eavesdropper is known only to the eavesdropper. Building and we use the notatiofi-}* £ max(0,-) throughout the

techniques developed for the single transmitter antenna wiresgper.

problems [8], [9], we develop upper and lower bounds on the

secrecy capacity both for finitely many antennas and in the

large antenna limit. A. Preliminaries: Generalized Eigenvalues

As a final comment, we note that the idea of protecting Many of our results arise out of generalized eigenvalue

informgtion at the physjcal layer (rathgr than the applicatioéhalysis. We summarize the properties of generalized eigen-
layer) is not a conventional approach in contemporary Crypz es and eigenvectors we require in the sequel. For more

tography. Indeed, the common architecture today has the Ic,’v}é%ensive developments of the topic, see, e.g., [13], [14].

network layers focus on providing a noiseless public bit-pipe Definition 1 (Generalized eigenvaluesfor a Hermitian

and the higher network layers focus on enabling privacy via ”fﬁ’latrix A € C"*" and positive definife matrix B € Cn*n

exchange_and distribution of encryption keys among Iegltlma‘%&e refer to(\, v) as a generalized eigenvalue-eigenvector pair
parties prior to the commencement of communication. S (A,B) if (\,) satisfy

discussed in [7], [9], for many emerging applications, existing
key distribution methods are difficult to exploit effectively. In A = \Bab. 1)
such cases, physical-layer mechanisms such as those devel-

oped in this paper constitute a potentially attractive alternativeSinceB in Definition 1 is invertible, first note that gener-

approach to Pro‘('d'”g transm|SS|on'secur|ty. . alized eigenvalues and eigenvectors can be readily expressed
The organization of the paper is as follows. Section || \oms of regular ones. Specifically

;:mn;ﬁnazsssgr%rgemczgﬂ\;rr]:'g;r Otritll%nn;sr%ds msgl:?'opnaﬁjﬁr danf-lact 1: The generalized eigenvalues and eigenvectors of the
w cal preliminaries. : . ir (A, B) are the regular eigenvalues and eigenvectors of the
scribes the channel and system model of interest. Section

) atrix B—1A.

states all the main results of the paper. The proofs of our o .
. : ._Other characterizations reveal more useful properties for our

results appear in subsequent sections and the more technle%?elo ment. For examole. we have the followina:

details are provided in the Appendices. Section V provides an P ' bi€, 9:

alternate upper bound while Section VI provides the secrec?/FaCt 2t(Vanat;oRaIBCharactfhrlzatltorp:The ge?eralllztg d
capacity. Our analysis of the masked beamforming scheme"|genVectors o (A, ) are ne stationary point soiution
a particular Rayleigh quotient. Specifically, the largest

provided in Section VII while the scaling laws of the secrecogE i . . . ;
capacity and the masked beamforming scheme are provi d]grallzed eigenvalue is the maximum of the Rayleigh
in section VIII. The extension to ergodic fading channels WitHuotlen?

only intended receiver's channel state information is treated in Ao (A, B) = max Pl A @)
Section IX and Section X contains some concluding remarks. e veC o By’

and the optimum is attained by the eigenvector corresponding
Il. NOTATION t0 Amax (A, B).

Bold upper and lower case characters are used for matriced he case whem\ has rank one is of special interest to us.
and vectors, respectively. Random variables are distinguisHBdthis case, the generalized eigenvalue admits a particularly
from realizations by the use of san-serif fonts for the form&imple expression:
and seriffed fonts for the latter. And we generally reserve theFact 3 (Quadratic Form):WhenA in Definition 1 has rank
symbolsI for mutual information,H for entropy, andh for one, i.e.,A = aa' for somea € C", then
differential entropy. All logarithms are base-2 unless otherwise
indicated. Amax(aa’, B) = a'B™'a. ©)

The set of alln-dimensional complex-valued vectors is

denoted byC”, and the set ofn x n-dimensional matrices When B is singular, we replace\ with a pair (a, B) that satisfies
BAv = aB. A solution for whicha # 0 and 3 = 0 corresponds to

is denoted U_S'n@:m . Matrix tra}nsppsmon 'jQ’ denoted USINGan infinite eigenvector. Generalized eigenvalues and eigenvectors also arise in
the superscript”, and the Hermitian (i.e., conjugate) transposgmultaneous diagonalization ¢#, B) [13].

of a matrix is denoted using the superscriﬁt Moreover, 2Throughout the paper we uskmax to denote the largest eigenvalue.
hether this is a regular or generalized eigenvalue will be clear from context,

Null(~) denotes the null space of its matri.x argument, a_rﬁd when there is a need to be explicit, the relevant matrix or matrices will
tr(-) anddet(-) denote the trace and determinant of a matrixg indicated as arguments.



1. CHANNEL AND SYSTEM MODEL whereu is an auxiliary random variable over a certain alphabet

The MISOME channel and system model is as followdhat satisfies the Markov relatian— x < (y, y.). Moreover,
We usen; and n. to denote the number of sender andhe secrecy capacity (6) readily extends to the continuous
eavesdropper antennas, respectively; the (intended) recefé@habet case with a power constraint, so it also gives a
has a single antenna. The signals observed at the receiver @tgfacterization of the MISOME channel capacity.

eavesdropper, respectively, are, for 1,2, .. ., Rather than attempting to solve for the optimal choice of
; andp,, in (6) directly to evaluate this capacitywe consider
ve(t) = hyx(t) + z(1) (4) an indirect approach based on a useful upper bound as the
Yo(t) = Hex(t) + zo(t), converse, which we describe next. We note in advance that, as

described in [10], our upper bound has the added benefit that
it extends easily to the MIMOME case (i.e., when the receiver
has multiple antennas).

wherex(t) € C™ is the transmitted signal vectdn, € C™
andH, € C"*™ are complex channel gains, aadt) and
z.(t) are independent identically-distributed (i.i.d.) circularly
symmetric complex-valued Gaussian noisgét) ~ CN(0,1)
andz.(t) ~ CN(0,I). Moreover, the noises are independenty. Upper Bound on Achievable Rates

and the input satisfies an average power constrairi,dfe., A key result is the following upper bound, which we derive

13 ) in Section V.
B~ S Ix@*| < P. (5)  Theorem 1:An upper bound on the secrecy capacity for the
t=1 MISOME channel model is

Finally, except when otherwise indicated, all channel gains are .
fixed throughout the entire transmission period, and are known Ry = Ko e, Koekp R+(Kp, Kg), 7
to all the terminals.

Communication takes place at a ratein bits per channel Wherezi+
use over a transmission interval of length Specifically, a
(27, n) code for the channel consists of a messageni- Xp & {KP
formly distributed over the index s&¥,, = {1,2,...,2"%},
an encodem,, : W,, — C™*" that maps the messageto and where
the transmitted (vector) sequenée(¢)}?_,, and a decoding |:Zr:| ~ EN(0, Kg) )
function v, : C* — W,, that maps the received sequence ’
{y:(t)}—, to a message estimate The error event i€, = with
{Vn(pn(w)) # w}, and the amount of information obtained
by the eavesdropper from the transmission is measured via the Ky 2 {K¢

(Kp,Kg) = I(x; yr]ye) with x ~ CN(0,Kp) and

Kp =0, tr(Kp)< P} : (8)

(5]

—_

equivocation] (w;y?).
Definition 2 (Secrecy Capacity)A secrecy rate R is {

¢T
Ky = [¢ I}’ Ky =0
(10)
achievable if there exists a sequence(®f?, n) codes such Ky = [ qﬂ o el < 1} .
thatPr(&,,) — 0 andI(w;y?)/n — 0asn — oo. Thesecrecy I
capacityis the supremum of all achievable secrecy-rates.  To obtain this bound, we consider a genie-aided channel in
Note that our notion of secrecy capacity follows [1]-[3] inyhich the eavesdropper obseryesbut the receiver observes
requiring a vanishingper-symbolmutual information for the pgth . andy. . Such a channel clearly has a capacity larger
eavesdropper's channel (hence the normalizatiom iy De-  than the original channel. Moreover, since it is a degraded
finition 2) Practically, this means that while the eaveSdrOppSfoadcast channel, the secrecy capacity of the genie-aided
is unable to decode any fixed fraction of the message bitScHannel can be easily derived and is given by (cf. [1])
does not preclude the possibility of decoding a fixed numbgfax 7(x; ;|y.) where the maximum is over the choice of
(but vanishing fraction) of the message bits. input distributions. As we will see, it is straightforward to
Maurer and Wolf [15] (see also [16]) have observed th@ktaplish that the maximizing input distribution is Gaussian
for discrete memoryless channels, the secrecy capacity is {Rtcontrast to the original channel).
reduced even when one imposes the stronger requirement thajext, while the secrecy capacity of the original channel
I(w;yg) — 0 asn — oo. However, we remark in advancedepends only on the marginal distributigns, andp,. |, (see,
that it remains an open question whether a similar result holgdgy  [2]), mutual information/ (x; y;|y.) for the genie-aided
for the Gaussian case of interest in this work. channel depends on the joint distributipp . . Accordingly
we obtain the tightest such upper bound by finding the
IV. MAIN RESULTS joint distribution (having the required marginal distributions),
The MISOME wiretap channel is a nondegraded broadcaghence (7).
channel. In Csisar and Korner [2], the secrecy capacity of the The optimization (7) can be carried out analytically, yielding
nondegraded discrete memoryless broadcast chapngl, is  an explicit expression, as we now develop.
expressed in the form

<~

3The direct approach is explored in, e.g., [11] and [12], where the difficulty
C = max I(u;y,) — I(u; Ye), (6)  of performing this optimization is reported even when restriciigg, to be
PusPx|u singular (a deterministic mapping) and/or the input distribution to be Gaussian.



B. MISOME Secrecy Capacity Corollary 2: The low SNR asymptote of the secrecy capac-
The upper bound described in the preceding section %% IS

achievable, yielding the MISOME channel capacity. Specif- . C(P) 1 ; ; N
ically, we have the following theorem, which we prove in th 5~ = 75 Pmax(hhy —H{H )} (14)
4 p—o P In2
Section VI-A. . . o .
Theorem 2:The secrecy capacity of the channel (4) is In this low SNR regime, the direction of optimal beamform-

ing vector approaches the (regular) eigenvector corresponding
C(P) = {1og Amax (I+PhrhI,I+PHiHe)}+, (11) to the largest (regular) eigenvalue hfh! — H{H,. Note
with \ denotin . . .Ehat the optimal direction is in general not alohg® Thus,
max g the largest generalized eigenvalue of its | . dropper is in general not an optimal strate
argument pair. Furthermore, the capacity is obtained by bea'r%r—lorlng the eavesdropp g P oy
. . . . . . even at low SNR.
forming (i.e., signaling with rank one covariance) along thé
direction,, . of the* generalized eigenvector corresponding
t0 Amax With an encoding of the message using a code for tlée Eavesdropper-Ignorant Coding: Masked Beamforming
scalar Gaussian wiretap channel. In our basic model the channel gains are fixed and known to
We emphasize that the beamforming direction in Theoremad] the terminals. Our capacity-achieving scheme in Theorem 2
for achieving capacity will in general depend on all of thgises the knowledge oH. for selecting the beamforming
target receiver’'s channdi,, the eavesdropper's chanrBl., direction. However, in many applications it may be difficult
and the SNR D). to know the eavesdropper's channel. Accordingly, in this
In the high SNR regime, the MISOME capacity (11) eXsection we analyze a simple alternative scheme that uses
hibits one of two possible behaviors, corresponding to whethgfily knowledge ofh, in choosing the transmit directions, yet
. + achieves near-optimal performance in the high SNR regime.
Ph—I»nooC(P) = {10g Amax (hrhi’HlHe)} ’ (12) The scheme we analyze is a masked beamforming scheme
is finite or infinite, which depends on whether or igthas a described in [4], [S]. In this scheme, the transmitter signals

component in the null space #1.. Specifically, we have the isotropically (i.e., with a covariance that is a scaled identity

following corollary, which we prove in Section VI-B. matrix), and as such can be naturally viewed as a “secure
Corollary 1: The high SNR asymptote of the secrecy caspace-time code.” More specifically, it simultaneously trans-
pacity (11) takes the form mits the message (encoded using a scalar Gaussian wiretap

. — code) in the direction corresponding to the intended receiver's
Aim C(P) = {log Amax(hehi, HIH )}t <oco if Hih, =0, channelh, while transmitting synthesized spatio-temporal
(13a) white noise in the orthogonal subspace (i.e., all other direc-
lim [C(P) —log P] =log|Hh,|? if Hlh, # 0, tions).
Peo (13b) The performance of masked beamforming is given by the
whereH. denotes the projection matrix onto the null spac®!lowing proposition, which is proved in Section VII-A.
of H,.5 Proposition 1 (Masked Beamforming Secrecy Rate):
This behavior can be understood rather intuitively. In pafate achievable by the masked beamforming scheme for the

ticular, whenHxh, = 0, as is typically the case when theMISOME channel is
eavesdropper uses enough antenmas>n;) or the intended R (P)
receiver has an otherwise unfortunate channel, the secrecy n
capacity is SNR-limited. In essence, while more t_ransmit{log)\mX (PhrhT,I+PHTHe> Hog (1+ ny >} .
power is advantageous to communication to the intended ne o omg © P|h|?
receiver, it is also advantageous to the eavesdropper, resulting

in diminishing returns. ) L . .
By contrast, whenH.h, # 0, as is typically the case While the rate (15) is, in general, suboptimal, it asymp-

when, e.g., the eavesdropper uses insufficiently many antenifiigally near-optimal in the following sense, as developed in

(ne < ny) unless the eavesdropper has an otherwise unf&¥ection V”'B_- _
tunate channel, the transmitter is able to steer a null to thel N€orem 3:The rateRyg(P) achievable by masked beam-

eavesdropper without simultaneously nulling the receiver afRiming scheme for the MISOME case [cf. (15)] satisfies

thus capacity grows by 1 b/s/Hz with every 3 dB increase in ) P
transmit power as it would if there were no eavesdropper to Am {C (m) - RMB(P):| = 0. (16)
contend with. o _ .

The MISOME capacity (11) is also readily specialized to From the relation in (16) we note that, in the high SNR

the low SNR regime, as we develop in Section VI-C, and také&gime, the masked beamforming scheme achieves a rate
the following form. of C(P/ny), wheren; is the number of transmit antennas.

Combining (16) with (13), we see that the asymptotic masked

4If there is more than one generalized eigenvector gy, we choose
any one of them. 6The optimal direction ish, in some special cases, such ahif happens
5That is, the columns oHZ constitute an orthogonal basis for the nullto be an eigenvector dﬂlHe. The latter happens when, e.g., thgcolumns
space ofH.. of H. are orthogonal and have the same norm.



beamforming loss is at modbgn; b/s/Hz, or equivalently
10log;, nt dB in SNR. Specifically,

6

1 Hl'h, #0 °
0g N, (j_ 7é (17)
0, H'h, = 0.

P—oo

lim [C(P)— Rup(P)] = {
4

That at least some loss (if vanishing) is associated with the :
masked beamforming scheme is expected, since the capacity- 3 Sl
achieving scheme performs beamforming to concentrate the : | s
transmission along the optimal direction, whereas the masked - ’
beamforming scheme uses isotropic inputs.

As one final comment, note that although the covariance :
structure of the masked beamforming transmission does not . -
depend on the eavesdropper’s channel, the rate of the base o . L I = = 2
(scalar Gaussian wiretap) code does, as (15) reflects. In SR (®)
practice, the selection of this rate determines an insecurity
zone around the sender, whereby the transmission is sedtgel. Performance over an example MISOME channel with= 2 transmit

: : : nnas. The successively lower solid curves give the secrecy capacity for
from eavesdroppers outside this zone, but insecure from or‘j‘é@z ] andne — 2 eavesdropper antennas, respectively and the dotted

inside. curves indicat the corresponding high-SNR asymptote. The dashed curves
give the corresponding rates achievable by masked beamforming, which does
not require the transmitter to have knowledge of the eavesdropper’s channel.

D. Example
In this section, we illustrate the preceding results for a

typical MISOME channel. In our example, there are= 2 E. Scaling Laws in the Large System Limit

transmit antennas, and, = 2 eavesdropper antennas. The oyr analysis in Section IV-B of the scaling behavior of

channel to the receiver is capacity with SNR in the high SNR limit with a fixed number

h, = [0.0991 + 50.8676 1.0814 — jl_lggl]T, of antennas in the system yielded several useful insights into
) ) secure space-time coding systems. In this section, we develop
while the channel to the eavesdropper is equally valuable insights from a complementary scaling. In
0.3880 + 51.2024 —0.9825 + j0.5914 particular, we consider the scaling behavior of capacity with
He1 = 10.4709 —370.3073  0.6815 — j0.2125 |’ (18)  the number of antennas in the large system limit at a fixed
. SNR.
wherej = /1. One convenient feature of such analysis is that for many

Fig. 1 depicts Commumcatlon rate as a function of S’\IR_arge ensembles of channel gains, almost all randomly drawn
The upper and lower solid curves depict the secrecy capaglly,ji;ations produce the same capacity asymptotes. For our
(11) when the eavesdropper is using one or both its antenngs, v «is we restrict our attention to an ensemble correspond-
respectively. As the curves reflect, when the eavesdropper h% to Rayleigh fading in whicth, and H. are independent,
only a single antenna, the transmitter can securely COMMUDKY each has i.i.d2N(0, 1) entries. The realization from the
cate atany desired rate to its intended receiver by using enOlé-(memble is known to ;all terminals prior to communication.
power. However, by 93"”9 both its a_ntennas, the eave_sdroppe(n anticipation of our analysis, we make the dependency
caps the rate at which the transmitter can communicate §¢-ocrecy rates on the number of transmit and eavesdropper
curely regardless of how much power it has available. Nog,onnas”explicit in our notation (but leave the dependency
that the Iowe_r and upper curves are'representatlve of the Ca5fSthe realization oth, and H, implicit). Specifically, we
whereH; h, is, and is no, respectively. now use C(P,ny,n.) to denote the secrecy capacity, and

. F|g(.jl also shows othgr curvesr?f interest. In part|.culrz]a_r, #sg (P, ns,n.) to denote the rate of the masked beamforming
otted curves We Superimpose t & secrecy capacity high- eme. With this notation, the scaled rates of interest are
asymptotes as given by (13). As is apparent, these asymptotes

can be quite accurate approximations even for moderate values C‘('y, B) = lim C(P=~/ny,ng,ne=0nt), (19a)
of SNR. Finally, using dashed curves we show the rate (15) e

achievable by the masked beamforming coding scheme, whitihd

doesn’t use knowledge of the eavesdropper channel. Consistent — lim Run(P— _ 19b
with (17), the loss in performance at high SNR approaches 3 M (7, 8) ny 00 MB(P=7,n,ne=fne). - (190)

dB when the eavesdropper uses only one of its antennas, anggur choice of scalings ensures that tkfé(v 3) and
)

0 dB when it uses both. Again, these are good estimates of 5,31(\5“3(%5) are not degenerate. In particular, note that the

performance loss even at mod,erate SNR. Thus the.penaltyég acity scaling (19a) involves an SNR normalization. In
\gnorance of the eavesdropper's channel can be quite smalb ticular, the transmitted powe? is reduced as the number
practice. of transmitter antennas; grows so as to keep theceived

"When a single eavesdropper antenna is in use, the relevant chanmfR remains fixgd (at sPeFiﬁed valg¢ indepgndept Oht'
corresponds to the first row of (18). However, the scaling (19b) is not SNR normalized in this way.



This is because the masked beamforming already suffers a

nominf_;ll factor ofny SNR loss [cf. (16)] relative to a capacity- . e
achieving system. 7+ . 1 SNR=10d8 | 1
In what follows, we do not attempt an exact evaluation of the "~~~ __ "7 "SNR=s0dB
secrecy rates for our chosen scalings. Rather we find compact °| ' =

lower and upper bounds that are tight in the high SNR limit. s
We begin with our lower bound, which is derived in

T
;

Section VIII-B.
Theorem 4 (Scaling Laws)The asymptotic secrecy capac- 3
ity satisfies
~ a.s. r
+
C(v,8) = {log&(v.8)} ", (20)
ik
where
0 0.2 0.4 0.6 0.8
f(f}/vﬁ) -
2
1 2 2 Fi . . - .
2 _ _ g. 2. Secrecy capacity bounds in the large system limit. The solid red
v 4 \/1+’y (H_\/B) \/1+’7 (1 \/B) ’ curve is the high SNR secrecy capacity, which is an upper bound on the
for finite SNR. The progressively lower dashed curves are lower bounds on

(21) the asymptotic secrecy capacity (and masked beamforming secrecy rate). The

channel realizations are fixed but drawn at random according to Gaussian
Furthermore, the same bound holds for the correspondifigyinution. 9

asymptotic masked beamforming rate, i.e.,

Rus(v, B) ?'{1og£(mﬁ)}+. (22) achievable to the receiver regardless of how much power the
Since the secrecy rates increase monotonically with SNfransmitter has available. For instance, when the transmitter
the infinite-SNR rates constitute a useful upper bound. Ams 50% more antennas than the eavesdrogper 1.5), the
derived in Section VIII-C, this bound is as follows. sender is constrained to a maximum secure rate no more than 1
Theorem 5:The asymptotic secrecy capacity satisfies  b/s/Hz. Moreover, if the sender is sufficiently limited in power
~ . . that the received SNR is at most, say, 10 dB, the maximum
Clv.h) < n}linoo pm C(P, e, 1) rate is less than 1/2 b/s/Hz. ’

0 B>2 We emphasize that these results imply the eavesdropper is at
as. 4 A a substantial disadvantage compared to the intended receiver
=00 f) = —log(B—1) 1<f<2 (23 when the number of tran?nitter aEtennas is chosen to be large.

o0 A=l Indeed, the intended receiver needs only a single antenna to

Furthermore, the right hand side of (23) is also an upper boueiéicode the message, while the eavesdropper needs a large

on Rus(v, 4), i.e., number of antennas to constrain the transmission.
. ) ) Finally, for 5 > 2 the eavesdropper is able to entirely
Rup(7,8) < n}lfloc PIE,HOO Rp (P, e, fne) prevent secure communication (drive the secrecy capacity to
22 (00, ) (24) zero) even if the transmitter has unlimited power available.

Useful intuition for this phenomenon is obtained from con-
Note that it is straightforward to verify that the lower boung'deration of the masked beamforming scheme, in which the

(20) is tight at high SNR, i.e., that, for al sender transmits the signal of interest in the directioh,cdind
T ’ synthesized noise in the, — 1 directions orthogonal td,.
{log&(o0, B)} " = C (o0, B). (25) With such a transmission, the intended receiver experiences

' : : channel gain of|/h,||?P/n;. In the high SNR regime,
The same argment confirms the corresponding behavior [pr ; : .
A e eavesdropper must cancel the synthesized noise, which
masked beamforming.

requires at leasti, — 1 receive antennas. Moreover, after
Our lower and upper bounds of Theorem 4 and Theorem . U u . -
) . S . dnceling the noise it must have the “beamforming gain” of
respectively, are depicted in Fig. 2. In particular, we plot raté

as a function of the antenna ratibfor various values of the "y SO Its channel_ quahty_ Is of _the same order as that of
SNR 1. the intended receiver. This requires having at legstmore

As Fig. 2 reflects, there are essentially three main regioﬁ?tennas' Thus at leadn, — 1 antennas are required by

of behavior, the boundaries between which are increasinq e eavesdropper to guarantee successful interception of the

sharp with increasing SNR. First, faf < 1 the eavesdropper rgnsm|35|on irrespective of the power used, which corresponds

. .G > .
has proportionally fewer antennas than the sender, and thutso|§ Z2asn — o0

effectively thrwarted. It is in this regime that the transmitter . ) ]

can steer a null to the eavesdropper and achieve any desfre§@pacity Bounds in Fading

rate to the receiver by using enough power. Thus far we have focused on the scenarios where the
Second, forl < 3 < 2 the eavesdropper has proportionallyeceiver and eavesdropper channels are fixed for the duration

more antennas than the sender, and thus can cap the securerait the message transmission. In this section, we briefly



turn our attention to the case of time-varying channels— Proposition 2: The secrecy capacity of the fast fading chan-

specifically, the case of fast fading where there are mangl satisfies

channel fluctuations during the course of transmission. In B B i

particular, we consider a model in whidh(¢) andH.(t) are i Cep(P=7,n¢,ne=fne)= {log (v, )}, (30)

temporally and spatially i.i.d. sequences that are independﬁmere . Yis as defined in (21). and

of one another and hav@N(0, 1) elements, corresponding to &6 (21), R

Rayleigh fading. lim Cpp(P=",n¢,n.=0n;)<C(c0,f) (31)
In our model,h,(¢) is known (in a causal manner) to all Tft -

the three terminals, but only the eavesdropper has knowledg#h the C(oco, 3) as given in (23).

of H.(t). Accordingly, the channel model is, for=1,2,..., Finally, via (25) we see that (30) and (31) converge as oo.
This concludes our statement of the main results. The
ye(t) = hl(6)x(t) + z(t) (26) following sections are devoted to the proofs of these results
Ye(t) = He(8)x(t) + zo(t). and some further discussion.
The definition of the secrecy rate and capacity is as in V. UPPERBOUND DERIVATION

Definition 2, with the exception that the equivocatibiw; y7) In this section we prove Theorem 1. We begin with the

's replaced withf (w: y¢', Hehy'), which takes into account thefollowin lemma, which establishes that the capacity of genie
channel state information at the different terminals. : 9 7 pacily of g
. . - ided channel is an upper bound on the channel of interest.
For this model we have the following nontrivial upper an : ; . .
. . roof is provided in Appendix I, and closely follows the
lower bounds on the secrecy capacity, which are developed | . .
. . . eneral converse of Wyner [1], but differs in that the latter
Section IX. The upper bound is developed via the same genie- ; . .
as for discrete channels and thus did not incorporate a power

aided channel analysis used in the proof of Theorem 2, bu .
constraint.

with modifications to account for the presence of fading. The Lemma 1:An uober bound on the secrecy capacity of the
lower bound is achieved by the adaptive version of maSkmSOME wi.retap Fz:%annel is y capaclty

beamforming described in [4].
Theorem 6:The secrecy capacity for the MISOME fast C < max I(x; yr|Ye)s (32)
fading channel (26) is bounded by PP
where? is the set of all probability distributions that satisfy
Crr(P,ng,ne) > max E[Rpp _(h,He,p(+))], (27a) E[||x|?] < P.

p()€Prr Among all such bounds, we can choose that corresponding
Crr (P, 14, me) < ()P E[Rer,+(he, He, p(1))], (27D) 5 the noisegz, z.) being jointly Gaussian (they are already
constrained to be marginally Gaussian) with a covariance
wherePrr is the set of all valid power allocations, i.e., making the bound as small as possible. Then, provided the
maximizing distribution in (32) is Gaussian, we can express
Prr = {p() ’ p() 2 0, Elp(h)] < P}, (28)  the final bound in the form (7)
and It thus remains only to show that the maximizing distribu-
tion is Gaussian.
Rpp _ (hy,He, p(-)) £ Lemma 2:For eachK, € Xy, the distributionp, maxi-

Proof: Since

t n N
n

1 mizing I(x; y:|y.) is Gaussian.
e:| hr)

I(x; yelye) = h(yilye) — h(z|2ze),

n
+log |1+ p(hr)IhrIQ)' (293) and the second term does not dependponit suffices to
R (he,H,, p(-)) 2 establish that.(y;|y.) is maximized wherx is Gaussian.
FF,+rstles To this end, letarymmsey. denote the linear minimum
{IOg)\max(IJrp(hr)hrhi,IJrp(hr)Hch)}Jr, mean-square error (MMSE) estimator ¢f from y., and
(29b)  Apamusk the corresponding mean-square estimation error. Re-
call that
In general, our upper and lower bounds do not coincide. (WK oH I+ HK oH - 33
Indeed, even in the case of single antennas at all terminSfgMMSE = (KpH + ¢TI+ HKpH)™, (33)
(n, = n. = 1), the secrecy capacity for the fading channel idLyuse = 1+ hiKph,
unknown, except in the case of large coherence period [8]. — (hIKle+¢T)(I+HeKPHl)71(¢+Herhr)
However, based on our scaling analysis in Section IV-E, (34)
there is one regime in which the capacity can be calculatigi:

t
t

in the limit of both high SNR and a large system. Indee epend on the input and noise distributions only through their

since (22) and (23) hold for almost every channel realizatio 9|nt) second-moment characterization, i.e.,
we have the following proposition, whose proof is provided

Kp = Ky = 1 ¢T = Z (35)
in Section IX-C. P = COVX, o= =",

® o



Proceeding, we have with the chosenp corresponds to (11).

h(yelye) = hlys — aramvsuyelye) (36) Since only the first term on the right hand side of
< h(y: — avansnye) (37) Ry (Kp,Kg) = I(x:yilye) = h(nilye) - hzlz.)
< log 2meALmmSE, (38)

where (36) holds because adding a constant doesn’t chaff§8€nds orKp, we can restrict our attention to maximizing
entropy, (37) holds because conditioning only reduces diffdfl'S first term with respect t&p. _ N

optimization
var e = ALMMSE, (3
wheree is the estimation error h(y:lye) = min h(y: — 0'y.) (46)
e = (yy — aLMMSEYe) - (40) = orél(i:g h((h, — HI0)Tx + z, — 0*26)
It remains only to verify that the above inequalities are tight = min log[(h, — H!6)'Kp(h, — H!6)
for a Gaussian distribution. To see this, note that (37) holds BECne
with equality whenx is Gaussian (and thu;, y.) are jointly +1+ 6] — 2Re{079}],

Gaussian) since in this caseis the (unconstrained) MMSE

estimation error and is therefore independent of the “dgta” and bound its maximimum oveK » according to
Furthermore, note that in this case (38) holds with equality

since the Gaussian distribution maximizes differential entroQémaX h(y:lye)

subject to a variance constraint. peXr

_ ~ _Hig) o
. = 0%, gmin, log[ (b — HL6) Kp (hy — HLO)

2 _ T
VI. MISOME SECRECY CAPACITY DERIVATION +1+l6]] 2Re{0 ¢H
min _max log[(h, — H!0)'Kp(h, — H!6)

In this section we derive the MISOME capacity and its high = 6eCre KpeXp
and low SNR asymptotes. +140)? - 2Re{0T¢}}

= mi _HTel? 2 1
A. Proof of Theorem 2 = pan log [ P|lhy —H{6|" +1+ 6] ~2 Re{6" p}],

Achievability of (11) follows from evaluating (6) with the (47)

articular choices . .
P where (47) follows by observing that a rank ok&> maxi-

un~CN(O,P), x=1,.u, (41) mizes the quadratic forrth, — H!0)!K p(h, — H!6).
whereqp,_ . is as defined in Theorem 2. With this choice of Note that directly verifying that rank one covariance max-
parameters, imizes the termh(y,|y.) appears difficult. The above elegant

derivation between (46) and (47) was suggested to us by
I(usyr) — I(u3ye) Yonina C. Eldar and Ami Wiesel. In the literate, this line of
=I(x;y0) — I(x;¥e), (42) reasoning has been used in deriving an extremal characteri-
= log (1 +P|h1¢max|2) ~log (1 +P||He¢max||2) zation of the Schur complement of a matrix (see e.g., [17,
(43) Chapter 20], [18]).
1 ¢jnax(1 n Phrhi)wmax ) We now separately consider the cadgsy > 1 and\ . <
= 10 n .
’/’jnax(l + PHIH )0 Case: \.x > 1: We show that the choice
= log Amax (I + Ph,h! T+ PHIH,), (44)
_ L Hevp
where (42) follows from the fact that is a deterministic ¢=_——= (48)
function of u, (43) follows from the choice ok and v in hit) s

(41), and (44) follows from the variational characterization % (45) yields (11), i.e.Jog A

eneralized eigenvalues (2). . . ; .

’ We next shgw a conve(rs)e—that rates greater than (11) a éNe begm .by noting tha_t SiNCAa, > 1, the variational

not achievable using our upper bound. Specifically, we Sho;&aractenz.atlor? (2) establishes thiah|| < 1 and thusK,, <

that (11) corresponds to our upper bound expression (7)°I as defme.d in (10). . ) . .

Theorem 1. Then, provided that, witlp as given in (48), the right hand
It suffices to show that a particular choice ¢f that is Side Of (47) evaluates to

admissible (i.e., such thd& 4 € X,) minimizes (7). We can

do this by showing that Jin log [P||h,—H!0|?+1+]0]|>—2Re{60¢}]
woag, for (Kp Ko) (45) = 108 (Amax - (1= [6]%)) ,  (49)



we have no larger than the original one. In particular, we have

Amax(I+ Pg.gl.I+ PGIG.)
R, < max R;{(Kp,Ky)

Kpekp 1+ Plgiy’|?
. = max T B e (55)
= Jnax h(ylye) — h(zlze) {9 l=13 | 14 P||Ged|
pEXp 1+P‘hTQ1/J/|2
< log(Amax - (1 = [[¢]1%)) — log(1 — [[¢]1%) =  max ——— 5 (56)
— log(Amas) {(wllw=1} 1+ P|H. Q'
max/» 1+P|h1—¢‘2
= e oy T3 P HEw O
i.e., (11), as required. Verifying (49) with (48) is a straight- rw=Qutlvi= Plhiwl N
forward computation, the details of which are provided in <  max {W} (58)
Appendix II. {(willwll=1} |1+ P|Hey|?
Case: Amax < 1, H, full column rank: We show that the = Amax(I + Ph,hf T+ PHIH.), (59)
choice where to obtain (55) we have used (2) for the new channel, to
— HL(HIH.) 'h, 50 obtain (56) we ha_ve used (54), to obtain (57) we have u_se_d_that
¢ (HHe) (50) QfQ =1, to obtain (58) we have used that we are maximizing
_ _ ) over a larger set, and to obtain (59) we have used (2) for the
in (45) yields (11), i.e., zero. original channel. Thus,
To verify that ||¢|| < 1, first note that sincé\,.x < 1, it
follows from (2) that {Amax(I+ Pgogl, T+ PGIG)}"

< {Amax(I+ Phyhl, T+ PHIH,)} ", (60)
Amax(I+Ph;hf T+ PHIH,) < 1 ¢ Apax(boh!, HIH,) < 1,
(51) Next, we show the new channel capacity is no smaller than

so that for any choice o, the original one. To begin, note that
Null(H,) C Null(h]), (61)

since ifNull(H,) ¢ Null(h}), then\yax(h,hf, HIH,) = oo,
which would violate (51).
Proceeding, everyx € C™ can we written as

¥ hhivy < o TH H4p. (52)

Choosingy = (HIH.) 'h, in (52) yields|¢||* < ||¢], i.e.,
o]l <1, as required.
Next, note that (47) is further upper bounded by choosing x = Qx' +x, (62)

any particular choice of. Choosingé = ¢ yields whereH x = 0 and thus, via (61)h/x = 0 as well. Hence,

- we have thah!x = gix’, H.x = G.x/, and [|x’||? < ||x]|?,
R, < log (P||hr -~ Hlo| i 1) (53) SO any rate achieved by, on the channe(h,, H.) is also
B 1l achieved by, on the channelg,, G.), with p, derived from

px Via (62), whence

which with the choice (50) forp is zero. . N
Case: \pnax < 1, H, not full column rank:Consider a new {Amax (I + Pggl 1+ PGIG.)}

MISOME channel withn; < n; transmit antennas, where > {)\mx(l + Ph,h! I+ PHZHe)}+- (63)

is the column rank ofH., where the intended receiver and o _ _

eavesdropper Channe' gains are given by Comb|n|ng (63) and (60) eStab|ISheS our C|a|m. | ]
g = Q'h,, G. =H.Q, (54) B. Proof of Corollary 1

We restrict our attention to the case,., > 1 where the
and whereQ is a matrix whose columns constitute an orthogtapacity is nonzero. In this case, since, via (2),

onal basis for the column space Hf!, so that in this new 1 i 2
+ P|h! P
channelG, has full rank. Amax(I+ Ph;hf, I+ PH{H.) = g P|||Hr:,pz:maX((P))|2 > 1,
Then provided the new channel (54) has the same capacity o rmax (64)

as the original channel, it follows by the analysis of th@here

previous case that the capacity of both channels is zero. Thus b (P)2 argmax 1+ Plhip|?

it remains only to show the following. max (willwl=13 1+ P|[Hep||?
Claim 1: The MISOME channe(g,, G.) corresponding to

(54) has the same secrecy capacity as that corresponding\]’v ?Ohave Wt p H p 66

(hraHe)- | r'(/)max( )| > H ewmax( )H ( )

Proof: First we show that the new channel capacity ifor all P > 0.

(65)



To obtain an upper bound note that, for &l> 0,
Amax(I + Ph,h! 1+ PHIH,)
[hf b max (P)I?

o ||He¢nlax(P)||2
S Amax(hrhia HlHe)a

(67)
(68)
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where the first inequality follows from the Cauchy-Schwarz
inequality, and the second inequality is a simple substitution
from (75). Dividing through byl|H.||? = 62 in (76) yields
(73).

where (67) follows from the Rayleigh quotient expansion (64)

and the fact that, due to (66), the right hand side of (64) is

increasing inP, and where (68) follows from (2). Thus, since, e optain the lower bound

the right hand side of (68) is independent®fwe have

Jim Amax(I+ Phyh! T4+ PHIH,) < Apax(h;h!, HIH,).
(69)
Next, defining
Ihiep)?
[Hep |2

(70)

’l/)l’l'la,x(oo) = arg max

we have the lower bound

th Amax(I+ Phyhi T+ PHIH,)
1/P + |h! 2
> lim /P + [hithan(00)] :
P—co 1/P 4 [Hetax (00)|

- )\max <hrh:~L 5 HZHE) (72)

where (71) follows from (2) and (72) follows from (70).

Since (69) and (72) coincide we obtain (12). Thus, to obtain

the remainder of (13a) we need only verify the following.

[ ]
We now develop (13b) for the case whdie h, # 0.
First, defining
8o = {2 : 9]l = 1, [[Heep|| = 0} (77)
%)\max(I + Ph,h!, 1+ PH/H,)
1/P + |hiyp]?
> L '
= et 1+ Pl[Hop|?
1
= —_— T 2
dnax o+ Ihivp| (78)
_ 1 1 2
- P + ”He hr” 9 (79)
where to obtain (79) we have used,
hlyl* = [Hoh[ (80)

{y: H«/)H 1H =0}
Next we develop an upper bound. We first establish the

following.

Claim 3: If Hxh, # 0 then there is a functioa(P) such

thate(P) — 0 as P — oo, and

Hetax (Pl < e(P).

Claim 2: The high SNR capacity is finite, i.e.,, ]
Amax(hohi, HIH,) < oo, whenH h, = 0. Proof: We have
Proof: We argue by contradiction. Suppose 1+ P|h,|? 1+ Plhip, .. (P)?
Amax(h:hf, H{H,) = co. Then there must exist a sequence] + P|[H.+, . (P)|2 ~ 1 + P|Hot,. (P)|? (81)
1, such that||Hey,| > 0 for eachk = 1,2,..., but 1+ Plhig|?

|[Hevpy || — 0 ask — oo. But then the hypothesis cannot

be true, because, as we now shdij|?/||He.v|/?, when
viewed as a function ofq,
denominator is nonzero.
Let v be any vector such thadfH.«| = § > 0. It suffices
to show that
[hfep|?
[Hewp[|>

whereo? is the smalleshonzerosingular value offL..
To verify (73), we first expresg in the form

¥ =y’ +di,

b

o2

)

(74)

where ¢’ and ¢ are unit vectors,c and d are real and 55 desired.

nonnegatlvedqu is the projection oftp onto the null space
of H,, and ¢y’ is the projection ofyy onto the orthogonal
complement of this null space.

Next, we note that = |H.v|| = ¢|Hc'|| > co, whence

)
c< —. (75)
(o2
But sinceHXh, = 0 it follows thathi+ = 0, so
52
hf2? = hly'? < hy* < 5 he]?, (76)
g

is bounded whenever the

{«/JHLw Oliwl=1) 1+ P|Hp[?2
(82

(1+ Plhiy]?)
(83)

= max
{4 =0 [ ]=1}
=1+ P[H h|?

73y Where to obtain (81) we have used the Cauchy-Schwarz
inequality |hivyp .. (P)|?> < |h.]|?, to obtain (82) we have
used (65), and to obtain (83) we have used (80).

Rearranging (83) then gives

1+ Plh, |

1
H. 2 < —_—
et P < 5 (1 P

- 1) 2 2(P).

|
Thus with8p = {9 : ||¢|| = 1, |Heyp| < e(P)} we have
1

—Amax(I+ Ph,hi 1+ PHIH,)

P
1/P + |hiyp|®

— Bl e . W 84

bese 1+ P[Hop|?2 9
1

< — 4 |hiy|? 85

_%;PHM, (85)

where (84) follows from (2) and Claim 3 that the maximizing
P ax li€S INSp.
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Now, as we will show, (98) and (99) follow from the continuity of the eigenvalue
2(P) function in its arguments and (100) follows from the property
|h, || (86) of eigenvalue function thak(I + A) = 1 + A(A).
In turn, we have,

C(P) _ log(l + P)\max(hrh}L H )+ O( ))

hig|?2 < |Hih,|J? + &
max [fyf? < [ +

so using (86) in (85) we obtain

(101)
;Amax(nph h!, 1+ PH/H,) P (bt HTHP
N 62( 1 (87) _ max( rily T Lle 9) + ( )7 (102)
< ||He hr||2+ 2 + = In2 P
_ o g . P where to obtain (101) we have used (100) in (11), and to

Finally, combining (87) and (79) we obtain obtain (102) we have used Taylor Series expansion ofithg
.1 i ; L2 function.

Aim S Amax(I+ Phyhy, T+ PHH) = [Hohy |7, Finally, taking the limit P — 0 in (102) yields (14) as
desired.

whence (13b).
Thus, it remains only to verify (86), which we do now.

’ . VIl. M ASKED BEAMFORMING SCHEME ANALYSIS
We start by expressingy € Sp in the form [cf. (74)]

~ From Csisar-Korner [2], secrecy rateR = I(u;y,) —
% =’ + dvp, (88) I(u;y.) is achievable for any choice of, and p,, that
satisfies the power constraifif]|x|?] < P. While a capacity-
achieving scheme corresponds to maximizing this rate over
the choice ofp, andp,, (cf. (6)), the masked beamforming
scheme corresponds to different (suboptimal) choice of these
distributions. In particular, we choose

pu=CN(0,P) and py, = CN(uh,, P(I - h,h{), (103)

where)’ and+ are unit vectorsg, d are real valued scalars in
[0, 1] dv is the projection ofy onto the null space dfl., and
c1)’ is the projection oy onto the orthogonal complement of
this null space.

With these definitions we have,

£(P) = [|Hol| = cl|Hott'| = co (89) _ )
sinceHez]; — 0 and |Hoy'|| > o. where we have chosen trje co]gvenlent normalizations
Finally, pP=— (104)
- g

[hf4p|? = |dhf4) + chiy'|? (90)  and

= b9 + E[hfy (91) b, = H%” (105)

< [hig)® + ( ) |hiy’|? (92)  In this form, the secrecy rate of masked beamforming is

( ) readily obtained, as we now show
< |hfe|? + b2 (93)
L ( )2 , A. Proof of Proposition 1
< [HG B[] + [}, (94) With p, andpy, as in (103), we evaluate (6). To this end,

where (90) follows from substituting (88), (91) follows fromfirSt we have

the fact thaty’ ands are orthogonal, (92) follows from using I(uy;y,) = log(1 + P|h||?) (106)
(89) to bound:2, and (94) follows from the fact th&.4y = 0 h | _ h
and (80). en, to evaluatd (u;y,), note that
h(ye) = log det(I + PH.H))
C. Proof of Corollary 2 h(ye|u1) = log det(I + PH,(I — h,h{)H])

We consider the limit? — 0. In the following steps, the ¢,
order notation9(P) means that)(P)/P — 0 asP — 0.
Amax(I+ Phh! T4+ PHIH,) (95)
= Amax ((I+ PH{H,)"}(I + Ph,h{)) (96)
= Amax (I — PH{H, + O(P))(I+ Ph;hl)) (97)
= Amax ((I— PHH,)(I + Ph;hl)) + O(P) (98)
= Amax (I+ P(h;hf — HIH,)) + O(P) (99)
=14 Phpax(h;h!f — HIH,) + O(P), (100)

I(u13ye)
= h(ye) — h(ye|u1)
= log det(I4+ PH.H]) —log det(I + PH,(I—h,h{)H])
= log det(I4+ PH{H,) —log det(I + P(I—h,h!)H/H,)
= log det(I + PH/H.,)
— logdet(I + PH/H,— Ph,hiH{H,)

o T — log det (I — Ph,hiHIHL (I + IBHZHe)_l)
where (96) follows from the definition of generalized eigen-

value, (97) follows from the Taylor series expansion(bf- = —log (1 — PhiH{H (T + ﬁHlHe)‘lflr)
PHIH,)~!, where we have assumed thBtis sufficiently . . -

small so that all eigenvalues d?H{H. are less than unity, = —log (hI(I + PHlHe)_lhr) : (107)
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where we have repeatedly used the matrix idendity(I + Of particular interest to us is the-transform of a special
AB) = det(I+BA) valid for any A andB with compatible class of matrices below.
dimensions. Fact 5: Suppose thaH € CX*V is random matrix whose
Thus, combining (106) and (107) we obtain (15) as desiregntries are i.i.d. with variancé/N. As K, N — oo with the
ratio K/N = 3 fixed, then-transform ofB = H'H is given
Ry (P)

by
:I(UUYr)_I(ul;ye) ,6
Pllh. ||2 Lt PHTEL )1, MHin(Y) = 4l )7 (114)

=log(1 + P|/h,|*) + log(h! (I + PHIH.) 'h,) gl

1 = = - here¢(-,-) is as defined in (21).
—log [ 14— log(Phi(I + PH'H,) 'h, w 7

Og( JrPhr||2> log(Phy (I + PHH.) ) The distribution of generalized eigenvalues of the pair

1 - _ (h;hi HIH,) is also known [20], [21]. For our purposes, the

= log <1+f’h ”2> + 1og(Amax (Phrhy, I+ PHH.)), following is sufficient.

. ) . Fact 6: Suppose thdt, andH, have i.i.d.CN(0, 1) entries,
where to obtain the last equality we have used the special fogRg,,_ ~ 5. Then

(3) for the largest generalized eigenvalue. 5
4z

2ne —2n¢ + 1

hereFs,, 2n.—2n,+1 IS the F-distribution witl2n, and2n, —
ny + 1 degrees of freedom, i.e.,

Amax(hth HlHe) ~ F27Lt,271,e—2nt+17 (115)

B. Proof of Theorem 3

First, from Theorem 2 and Proposition 1 we have, wit
again P as in (104) for convenience,

~ ~ 2ny)
P Amax (I + Ph,hi I+ PHIH, Fo on.—on 4 vi/(2n 116
C () — Rys(P) < log ( Ji - L +~ - £ ) e, 2ne—2ne+1 va/(2ne — 2n¢ + 1)’ (116)
ne Amax(Phyhf, I+ PHIHL,)
) . . . (108) where< denote equality in distribution, and wheve and v,
Next, with 4,,,,, denoting the generalized eigenvalue coryre ingependent chi-squared random variables with and

responding to\nax (I + Ph.hi I+ PHIH,.), we have

L+ 13||He¢maxH?

2ne — 2ny + 1 degrees of freedom, respectively.

. . Using Fact 6 it follows that withs = n./n; fixed,
Amax(I+ Phh! T4+ PHIH,) =

1
09) i Amax(h:hl, HIH,) T whenjg > 1. (117)
Ama(Phyhf, T 4 leHe) > PLhI¢max|2 Indeed, from the strong Iav_v of large ngmbers we have that the
14+ PHot) 0|1 random variables; and v, in (116) satisfy, forg > 1,
(110)

. Vi as. .
1 — =1, and 1 T S e —
(111) m,linoo 2n ’ ml—r>noo 2ny(B—1)+1

Finally, substituting (109) and (110) into (108), we obtainCombining (118) with (116) yields (117).

1)

21 (118)

Ty

P|hi

| 2
max

0<cC <P> — Ry (P) < log <1+

ng

) ,» (112) B. Proof of Theorem 4

the right hand side of which approaches zeroas— oo, First, from Theorem 2 we have that

whence (16) as desired. C(P,ng,ne) = {10g Amax (I + Phhf, T+ PHZ)HQ)}Jr

1 t +
VIIl. SCALING LAWS DEVELOPMENT 2 {log Amas(Phehy, T+ PHEHE)}

! 1 +
We begin by summarizing a few well-known results from = {bg (PhI(I + PHZH.) hr)} , (119)
random matrix theory that will be useful in our scaling lawshere (119) follows from the quadratic form representation

for further details, see, e.g., [19]. (3) of the generalized eigenvalue.

Rewriting (119) using the notation
A. Some Random Matrix Properties

- 1 - 1

Three basic facts will suffice for our purposes. h, = mh” and H. = \/thHe’ (120)

Fact 4. Suppose that is a random lengt: complex vector ) )
with independent, zero-mean, variarice: elements, and that We then obtain (20) as desired:
B is a randomn x n complex positive semidefinite matrix 8. —_C
distributed independently of. Then if the spectrum oB (. 8) (V/nt’~nt’6nt)~ .
converges we have > {log (’yhr(I + yHlHe)‘lhr> }

Jim viI+4B) v Eg(y), (113) 2% flogé(v, )} asng — oo, (121)

whereng(v) is then-transform [19] of the matrixB. where to obtain (121) we have applied (113) and (114).
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The derivation of the scaling law (22) for the maskednd

beamforming scheme is analogous. Indeed, from Proposition 1 h, = L (126)
we have [
e o 1T Evaluating (123) with the distributions (124) yields (27a)
Rys (7, m, Bne) > {log Amax (vhehi, T+ ’YHeHe)} with (29a):
~ -~ ~ +
- {log (th(I + yHgHe)*lh,.)} I(ursys | ) = I(ur;ye, He | hy) (127)
s, = Ellog(1 + p(h,)|/h.||?
2} {1og£('y,ﬂ)}+ asn; — oo, [ g( p~( )H ~|| )] -
. . + Ellog(hf(I+ p(h,)HIH.)"'h,)]  (128)
where as above the last line comes from applying (113) and 1
(114). =E [log <1 + )]
P(hr)Hhr||2
C. Proof of Theorem 5 + B [log (p(h:)h{ (I + p(h:)H{H,) " "h, )] 19
When g < 1 (i.e., n. < ny), we haveH>h, # 0 almost _ (129)
surely, so (13b) holds, i.e., where the steps leading to (128) are analogous to those used
) in Section VII-A for the nonfading case and hence have been
I}ET})O C(P) = (122)  omitted.
as (23) reflects. B. Proof of (27b)

When g > 1 (i.e., n, > ny) HiH, is nonsingular almost

surely, (13a) holds, i.e. Suppose that there is a sequence(®f?,n) codes such

N that for a sequence, (with ¢,, — 0 asn — ©0),

lim C(P) = {logA(h;h{,HIH.)} . 1 1

P=oo EH(W)_ EH(WWZ’HZah?) Ssﬂm
Pr(w # w) <e,.

We now introduce another channel for which the noise

Taking the limitn,, ny — oo with n,/ny = G fixed, and using (130)

(117), we obtain

n}ﬂnoo }}TOOC(P) = {~log(6 - 1)} vaiablesz,(t) and z.(t) are correlated, but the conditions
as (23) asserts in (130) stil hold. We begin by introducing some notation.
o Let
Furthermore, via (16) we have that '
, Co pu(hf) £ E[[x(t)|* | bt = hi] (131)
A B (P) = {log A(h:hi, HIH)}* = Aim C(P), denote the transmitted power at timie when the channel
whence (24). realization of the intended receiver from time 1 tis h!. Note
that p,(-) satisfies the long term average power constraint i.e.,
IX. FADING CHANNEL ANALYSIS T
t
We prove the lower and upper bounds of Theorem 6 Ly n Zpt(hr) <P (132)
separately. =1 _ _
Next, let,pn, andpy_ denote the density functions bf and
A. Proof of (27a) H., respectively, and lgi, andp,, denote the density function

of the noise random variables in our channel model (26).

€Sbserve that the constraints in (130) (and hence the capacity)

depend only on the distributions,» n» w- (2, hy', H?) and

pzrone (27, 0. Furthermore since the channel model (26) is

R=1I(u;y | hy) — I(u;¥e, He | hy). (123) memoryless andh,, H.) are i.i.d. and mutually independent,
we have

indexed by the channel gaim. of the intended receivBrand
the eavesdropper’s observation (gs, H), the rate

is achievable for any choice of,,, andp,,,, that satisfies

the power constraintZ[p(h,)] < P. We choose distributions  p» pn we (zg, hy', HY) =

corresponding to an adaptive version of masked beamforming, n

i.e., [cf. (103)] [ Pz (ze())pn, (e (0))pm, (He(2)), - (133)
t=1

Puih, = EN(0, (1)), Dxjun, = EN (uhy, o(h) (T = b)) | "

(124) pap e (25 1]) = [ P (20 (1)) n, (B (1)), (134)
where we have chosen the convenient normalizations [cf. (104) =1
and (105)] Let P, denote the set of conditional-joint distributions

p(hy) £ p(h:) (125) Pz, (t),z.(t)[hz Hr with fixed conditional-marginals, i.e.,
g

Tt =P hn Hr \Zr, Z h H?
8Since the fading coefficients are continuous valued, one has to discretize { z:(8),ze (8) I H ( " Z ‘ 27 e) |
these coefficients before mapping to parallel channels. By choosing appropri- Pz, (t)|hn Hn (ZT | hy', HY ) = Pz, (ZT),

ately fine quantization levels one can approach the rate as closely as possible. o
See e.g., [9] for a discussion. Dz.(t)|hy Hy (ze, by, HY) = pe, (Ze)}' (135)
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Suppose that for each= 1,2, ..., n we select a distribution where (141) follows from the fact that (c.f. (138)),
Dz.(t),2.(t)|he w2 € P @nd consider a channel with distribution S .
(H, hy) — (x(2), pe(hp), he(t), He(£)) — (y2(t), ¥e(t))

forms a Markov chain and (142) is a consequence of Theo-

= [Ptz 1 G () 26 () 0] FDpn, (b, () pi, (L (£). @M 2. _
t=1 Substituting (142) into (140) we have,
(136)

Note that this new channel distribution also satisfies (13331R -

T Ter

pZ;‘ 20, hn an ( Z hn Hn)
n

n(en +€,)

and (134) and hence the rafkis achievable on the resultin -
chan(nel : 9 = Z En ().t [{10g Amax (T + pe(hE)hy () (1)1,
=1
In the sequel we selegt () ;. ()jnn Hr (21, Ze | BT, HY) to ! I
be the worst case noise distribution for the Gaussian channel I+ pt(ht)HT( t)H, (t))} ] (143)

with channelsh,(¢) and H,(¢) and a power ofp;(hl) in i
Theorem 2 i.e., ifv; is the eigenvector corresponding to the = ZEHe(ﬂh (1 {108 Amax (T4 By [or ()i ()he (2)],

largest generalized eigenvalue @+ p;(h!)h,(t)h, (), I + =t
pr(hf)H. () H. (1)), I+ B[ (W) HI(OH.(0)} ] (144)
Pz, (t),2e(#) |z Hr = CN (O [ D 137) = En.(oh, () [ {108 Amax (T + e (e (£)) e (£)he (£)T,
t=1

v, He(D)Ve), Amax T+ pe(h ()HIOH.())} ] (145)
where¢, = ¢ H.(H{H,) 'h,, )\max <1 rank(H ) = N, n

Ge(GiGe) gra )\max < Lrank( e) < Ne, Z {IOg )\de(I + pt(hr)hrh;r’:[ + ﬁt(hr)HlHe)}J’_]
and whereG,. and g, are defined in (54). Our choice of - (146)
Dz, (t),z(t) e 1z 1S SUCh thal(z,(t),z.(t)) only depend on the "o
(He(t), he(t), pe(ht)) e, < nBu,n, [{10g Amax(T+ > =5 i

t=1
(He hy) — (p(hf), h. (1), He(t)) — (z:(t),2(t))  (138) " .
holds. I+~ pi(h)HIHe) ] (147)
t=1

We now upper bound the secrecy rate for the channel (136).
Since (130) holds, we have from Fano's inequality, that there= nEn,n, [{10g Amax (I + p(he)hhl, T+ p(h,)HIH:)} ]
exists another sequeneg such that!, — 0, (148)

where (144) and (147) follow from Jensen’s inequality since
C(P) = {log Amax(I + Ph,hi, T+ PHIH.)} T is a capacity
nR = H(w) = I(w;y" | h") + ne’ and therefore concave iR, (145) follows by defining

—H(wly",hi') < e,

=I(w;y" | hy) = I(w;ye , HY [ hY) + n(en +€7,) pr(hy) = Eper[pi(h])], (149)

n n n n !

Lwiy” | b, Me ye) - nlen 4 €n) (146) follows from the fact that the distribution of both

Iy | b HE ye) + nlen +6y,) (139)  andH. does not depend oh and (148) follows by defining

- p(he) = & 370 pe(hy).
/ t=1

ZI(X( )i ye(t) [HE W ye(t)) + nlen +€3), (140) gy complete the proof, note that

t=1
1 & .
— g Ehr[Pt h
n
t=1

VARVAN

IN

where (139) follows from the Markov relatioow <«
(x?,y?,h? H?) « y" and (140) holds because for the En, [p(h;)]
channel (136) we have

h‘(yr|ye7He7hra Zhyr |ye 7hr7H ()) ntz:; ) '
We next upper bound the terd(x(t); y:(t) | yo(t), HZ = _! ZEh;L [p:(hD)] < P, (151)
H” h” = h") in (140) for eacht = 1,2,....,n "=
I(x(t); ye(t) | ye(t), HS = H{, h = h}") where (150) follows from (149) and the fact that the channel
< I(x(8); v (8) | Yo(t), Ho(t), hy(t), pe (L)) (141) gains are i.i.d., and (151) follows from the fact thath!) is
- ’ ’ o , independent oh,7, ; and (132).
< max — T(x(t); ye(£) | ye(t), He(t), he(t), pe(hy))

DPx(t)»
E[Ix(t)]*<pe(h})]

= {108 max(T+ pr (B () (1), Ty (W) H () HL (1))} +. @ Proof of Proposition 2
(142) The proof is immediate from Theorems 4, 5 and 6.
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For the lower bound, it suffices to consider the case wh#¥e first note that (153) implies, from Fano’s inequality,
log&(P, 5) > 0. We selectp(h,) = P to be fixed for eacth,.
Then we have from Theorem 4 that EI(W;yn) >R—ep (156)
n ro= ’

Rpr,— (hy, He, P) 25 log £(P, ).

Wheresp — 0 ase — 0. Combining (154) and (156), we have
Finally note that almost-sure convergence implies convergenge ./ _ . T oep

in expectation, i.e.,

lim E[Rpg.(hy,He, P)] = log &(P, 3) nRk —ne’ < I(w;y") — I(wsye)
. - < I(ws ' ye) — I(wsye) (157)
which establishes the lower bound (30). For the upper bound,
since = I(w; y,"lye) (158)
=h(y"lye) = h(y'lye, w)
Rpp 1 (hy, He, P) = {ogAmax (I+Ph,hi 1+ PHIH) ' g e
e ) = {08 max(I+-Phr by, I+ PHCHL) < Ay ly2) — By ly2 wox") (159)
we have from Theorem 5 that = h(y™y") — h(y™|y", x™) (160)
lim R h,,H,, P) < C(c0,), 152 .
e B ) = Clof) €152 YN = SOl x(®)  (261)
and hence t=1
Jim_ Cpp(P = 7,00 = fn) < lim B[Rpp (hy, He,7)] < Z h(y:(t)]ye(t) Z h(y:(t)]ye(t), x(t))
< (o0, ), = nI(x, VelYes @) (162)
where we again use the fact that almost sure convergence < nl(X; ¥elYe), (163)

implies convergence in expectation.
where (157) and (158) each follow from the chain of mutual
X. CONCLUDING REMARKS information, (159) follows from the fact that conditioning

The present work characterizes the key performance Chfz_nnot increase differential entropy, (160) follows from the
f

acteristics and tradeoffs inherent in communication over thaa'KoV refationw < (x",y¢) < y', and (161) follows
MISOME channel. There are many opportunities for furth om the fact th‘? ghanne_l IS mem_oryless. MoreO\_/er, (162) is
work. As one example, stronger results (i.e., tighter bound? tained by def{nlng a t|me—shar.|ng random variaplehat
for the fast fading case would be quite useful. As anoth es values uniformly over the index 5{31,27...,.11} and
example would be extending the results to the general MIENING (%, yr,¥e) to be the tuple of random variables that
MOME channel. For the latter, the high SNR regime has be%ﬂnd't'oned ong = ¢, have the same joint distribution as
characterized [10] using generalized singular value analysi §(t) ¥:(t), ye(t)). Itthen follows that for our choice of and
and the details will be reported elsewhere. given (155),E([|x||*] < P. Emally, (163) follows from the fact
More generally, many recent architectures for wireless sy§i2t (X: %i[ye) is concave iy (see, e.g., [9, Appendix 1] for
tems exploit the knowledge of the channel at the physm%lprooﬂ’ so that Jensen’s inequality can be applied.
layer in order to increase the system throughput and reliability.
Many of these systems have a side benefit of providing
security. It is naturally of interest to quantify these gains and
identify potential applications.

APPENDIX I
DERIVATION OF (49)

The argument of the logarithm on left hand side of (49)
XI. ACKNOWLEDGEMENT is convex in@, so it is straightforward to verify that the
Yonina C. Eldar and Ami Wiesel provided an elegantinimizing 0 is

justification that rank one covariance maximizes the upper

bound in Theorem 1, which appears between (46)—(47). 6 =1+ PH.H!) ' (PH.h, + ¢). (164)
APPENDIX | In the sequel, we exploit that by the definition of generalized
PROOF OFLEMMA 1 eigenvalues via (1),
Suppose there exists a sequencésf?, n) codes such that
for everys > 0, andn sufficiently large we have that (I+ Ph;hf)eb,0 = Amax(I+ PHIH) 9., (165)
Pr(w # w) <e, (153) o, rearranging,
1
EI(W; yo) <e, (154) O\ ~1)
1 n (hrh;r - )\maxHZHe) wmax = % ' ¢max‘ (166)
- Y Elx@)* < P. (155)

i=1 First we obtain a more convenient expression &bras



follows:
0 = (I + PHeHl)i1 PHehr + %Hewmax
(167)
= (I+ PH.HI)™ Ho(Phebl + DY o
o hit,,.,
AmaxHe (PHIH, + 1
= (14 pr )t Amec P D (15
hiwmax
- (PH.HI + DH
= (14 )t Dt (PHHE S DH e (46
hr¢max
- )\max¢7 (170)

where (167) follows from substituting (48) into (164), antﬁ1 4]

(168) follows from substituting via (165).

Next we have that
)\max

b —HI6 =h, - =—HH,,, (171

_ (hrh;r B )\maleHe)'lpmax

hiv,,..
)\max - ]-
— ( i )wmax (172)
Phi,,..

a73)

where (171) follows from substituting from (170) with (48),
and (172) follows by substituting (166). Thus,

/\max - 1
Pl — HIOJ? = (A — 1) | -2z = D1 (474
PlhiwmaxP
To simplify (174) further, we exploit that
 HIH
1— >\maxH¢”2 -1 )\ wmax e ewmax (175)

Tl bl

_pl e (heh = Ao HTH)
- i, 12

_ ()\max — 1)
~ Phly

)
|2
max

(176)
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