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Claude Shannon introduced the notion of perfect secrecy, 
using an information theoretic approach, in 1949.  This talk will 
first introduce the basic principles of information theory and 
error correction coding, and then discuss some recent 
applications of Information Theoretic Security (ITS).  
 
Our first application will pertain to wireless networks. We will 
discuss how principles of ITS inspire new approaches for 
securing wireless networks at the physical layer. In particular, 
we will present a new paradigm for jointly encrypting and 
modulating information in multi-antenna wireless systems, 
and discuss information theoretic limits of such systems.  Our 
second application will pertain to biometric systems. We will 
discuss the need for hash functions robust against 
measurement noise, and present a solution based on error 
correction codes. Our final application will pertain to smart-
metered systems. We will discuss how a rechargeable battery 
can be used to mask the instantaneous electricity load from a 
utility company, and discuss information theoretic measures 
for privacy in these systems. 
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