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Abstract—The innovations in information and communication
technologies (ICT) and digital computer controllers are increa-
singly integrated into the smart grid. This introduces cyberse-

curity vulnerabilities which may cause system stability problems.

In this paper, the modification attack on SVC and STATCOM
in IEEE 39 bus system is simulated with DSATools™. Then the
impact on the system transient stability is studied. The results
show that some modification cyber attacks can make the system
angle or voltage unstable under the proposed attack scenarios.

Index Terms—cyber attack, cyber security, smart grids, SVC,
STATCOM, FACTS, transient stability, voltage support device

[. INTRODUCTION

The innovations in information and communication tech-
nologies (ICT) and digital computer controllers are increa-
singly integrated into the smart grid. Some emerging smart
grid applications such as Advanced Metering Infrastructure
(AMI), Distribution management System (DMS), Wide Area
Measurement System (WAMS), and Home Area Network
(HAN) will be widely deployed to facilitate smart grid appli-
cations in monitoring, control, data analysis, and resource
optimization [1]. On the other hand, these technologies
greatly increase the dependency of smart grid applications on
ICT. Considering the current power grids are not designed to
be adequately protected from cyber attack, these applications
introduce numerous cyber security vulnerabilities that threat-
en the security of cyber-physical power system span across
generation, transmission and distribution systems [2]. There-
fore, cyber security is becoming an important R&D concern
for smart grid.

Many efforts have been made on developing cyber resi-
lient smart grid. Guidelines and frameworks for Industrial
Control Systems (ICS) security have been presented by the
National Institute of Standards and Technology (NIST) [3-5]
and other organizations and agencies [6],[7]. However, key
challenges still remain to be addressed. Numerous
vulnerabilities of a cyber-physical smart grid have been
identified in [8],[9], in terms of SCADA systems, digital
computer controllers and programmable logic controllers
(PLC). The cyber vulnerabilities can be used for performing
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cyber attacks by corrupted personnel, unauthorized parties
and terrorists [10],[11].

The amount of cyber attacks on the U.S. power grid infra-
structure has increased 17-fold from 2009 to 2011 [12]. And
the resulting losses have been reported in [13]. It can be
expected that the losses caused by cyber attack on power grid
infrastructure will increase significantly, if no proper
protections are applied.

Several types of cyber attacks and their impacts have been
studied. Recent research on cyber attack modeling focuses on
compromising the state estimator by injecting bad data
[14],[15]. The impacts on state estimation and power market
are studied. The attackers with knowledge of both
communication and power can make profit from power
market, or make the system operating under suboptimal
conditions, without being detected by current configuration of
state estimation. Data integrity attacks were also launched on
a load management system in [11], in which a graph based
dynamic system model was used to analyze the impact of the
cyber attack. The impact of cyber attacks on the automatic
generation control loop was studied in [16], in which the in-
tegrity of information security was compromised. An increase
in system frequency and tie-line flow was observed. A coor-
dinated switching attack was studied in [17]. The results
showed how switching a load in and out along a certain slid-
ing mode could lead to system instability. Two data attack
strategies on smart meters were studied in [18]. The results
showed that the network state became unobservable when a
certain set of meters were hacked.

Voltage support devices, e.g. SVC and STATCOM, are
used for VAR compensation to improve voltage profile, and
identified as one of the critical components of smart grid. The
communication routes between control center, measurement
unit, and field operation are vulnerable to types of cyber at-
tacks. Therefore, it is necessary to study the impact of com-
promised voltage support devices on system stability.

In this paper, section II briefly summarizes the vulnerabil-
ities of smart grid sensor network, and three possible attack
scenarios. Section III discusses the stability indices to quan-
tify the impacts. Then section VI introduces the test system.



Section V reports the cyber attack simulation results from
several cases. Finally, this paper is concluded in section VI.

II. CYBER ATTACK ON FACTS DEVICES
A. Cyber Vulnerabilities of Smart Grid Infrastructure

The cyber vulnerabilities of smart grid infrastructure can
be categorized as multiple levels of cyber-physical system,
e.g. information level, information and communication tech-
nologies (ICT) infrastructure level, and smart grid application
level [1]. The security analysis for the information level and
ICT infrastructure level is continuously studied for the past
years. But the vulnerabilities within application level still
remain to be investigated. Since the legacy power grid was
not designed to be cyber attack resilient, numerous vulnera-
bilities have been identified span across generation, transmis-
sion and distribution systems [8].

In addition to SCADA networks, the typical control loops,
such as AVR, AGC, EMS, VAR Compensation, WAMS,

state estimation, are all considered vulnerable to cyber attacks.

Reference [1] generalized the forms of cyber attacks, includ-
ing protocol attack, routing attack, intrusion, malware, denial
of service (DoS) attack, and insider threats. The network
protocols used in smart grid applications, e.g. IEC 61850,
DNP3, can be potentially compromised. With the access to
the network, the attackers can be able to intercept, modify,
and fabricate the system states and control [19].

B. Modification Attack

The network protocol of VAR compensation system is
assumed to be compromised by attackers who can get access
to the communication network of smart grid. Then the proto-
col attack is launched, this paper assumes that the measure-
ment values are modified by the attackers for certain reasons
(financial, political, or personal challenge for fun). Specifi-
cally, the attacker can add a bias to the measurements that
represents the remote bus voltage at any time. This kind of
attack, we call it modification attack, can also be categorized
into integrity attack. Because it violates the information inte-
grity of the cyber-physical system [19].

C. Cyber Attack Scenarios

The cyber attacks can be launched anytime, no matter the
system is operating in normal state, alert state, emergency
state, or restorative state. Therefore, to assess the impact of
modification attack on system stability, three scenarios were
considered based on the timing that the modification attack
was launched.

1) Scenario A: Bias is added under normal condition

This is the most common scenario when the cyber attack
is launched. The bias is added when the system is operating at
normal state, in which all the system states are operating
within the security constraints. In addition, because the sys-
tem is designed for N-1 redundancy [20], the stability of the
system can be maintained under any one of the most severe
contingencies or loss of any one of the generators. For most
of the time the system is operating at normal state.

2) Scenario B: Bias is added before the fault occurs

As the name implies, in this scenario, the bias is added
prior to when the contingency occurs. This situation can hap-
pen when the modification attack is applied and keeps being
undetected, until the contingency occurs somewhere in the
system. This scenario also happens under a cyber-physical
coordinated attack (launch modification attack first, then
launch physical contingency attack at somewhere of the sys-
tem). Due to the widely geographical dispersion of the power
infrastructure without the proper physical protection, it is
easy to apply a physical contingency. Since the system will
operate in a suboptimal state, when subjected to the modifica-
tion attack, this will deteriorate the transient stability when
the system encounters a contingency afterwards.

3) Scenario C: Bias is added simultaneously with the fault

This scenario is similar to the previous one. The differ-
ence is that the bias is added simultaneously with the contin-
gency occurrence. This scenario could occur when a coordi-
nated attack is launched. Here are two possible ways to per-
form a coordinated attack in this scenario. First, the attacker
launches interception attack to monitor the system operation
states, and then launch modification attack as long as the sys-
tem is in alert state or emergency state because of contingen-
cy [20]. Second, the cyber attack and physical attack is coor-
dinated and launched at the same time. It can be categorized
as “low frequency high impact event” based on the definition
given in [21]. The stability margin shrinks as some con-
straints are violated in alert or emergency state. So this scena-
rio will threaten the system stability.

I11. POWER SYSTEM TRANSIENT STABILITY

Power system stability is the ability of an interconnected
system to regain a state of operating equilibrium after being
subjected to a physical disturbance [22]. Power system stabil-
ity is always a great concern for secure system operation. It
can be classified based on the time span (long term, short
term), size of disturbance (large disturbance, small distur-
bance), and system variables in which instability can be ob-
served (rotor angle, voltage, frequency). To assess the impact
of cyber attacks on transient stability in smart grids, the angle
stability index (ASI) and voltage stability index (VSI) were
used in impact analysis.

A. Angle Stability and Angle Stability Index

Angle stability refers to the ability of an interconnected
power system to maintain synchronism when subjected to a
disturbance [22]. It depends on the ability of the system to
maintain or restore the equilibrium between the mechanical
and the electromagnetic torque. The angle stability index used
in this paper is defined in [23] as:

_ 360°—8max
T 360°+8max

x 100% (1)

Where 6. is the maximum angle separation of any two
generators in the same island in the post-contingency system.
This index varies between —100% and 100%. > 0 and
1N < 0 denote stable and unstable conditions, respectively.
Also, a bigger 1 corresponds to a more stable system.



Figure 1.

Test system: 39 bus system

B. Voltage Stability and Voltage Stability Index

Voltage stability refers to the ability of an interconnected
system to maintain the voltage at all buses within a certain
level, when subjected to a disturbance [22]. It depends on the
ability of the system to maintain or restore the equilibrium of
supply and demand at load buses. Voltage instability may
cause tripping of system elements (loads or lines), due to op-
eration of protective devices. In a worse scenario, voltage
stability may trigger a progressive fall or rise of voltages at
some buses and lead to a cascading outage.

According to the Western Electricity Coordinating Coun-
cil (WECC) standards, after an event or fault leading to the
loss of a single power system element, load bus voltages must
satisfy the following two constraints [24]. Firstly, the voltage
dip/sag should not exceed 25%. Secondly, the voltage dip/sag
must not exceed 20% for more than 20 cycles (330 mil-
li-seconds in 60 Hz systems).

Based on these requirements and since all the cases in this
paper study contingencies which lead to voltage drops, the
voltage stability index for the studies conducted in this paper
is defined to be the maximum time a load bus voltage remains
below 0.8pu, among all system load buses. For instance, con-
sider a fault which causes the bus voltages at buses 2, 5, and 7
to stay below 0.8pu for 400ms, 500ms, and 350ms, respec-
tively. In this case, the defined voltage stability index would
be 500ms, which is the maximum time among all load buses.
This index, i.e. 500ms, denotes an unacceptable voltage be-
havior, since it is greater than 330ms.

IV. SIMULATION SETUP

A. Test System

New England 39 bus system was used in this paper to
analyze the impact of cyber attacks on the smart grid. The
single line diagram shown in Fig. 1 was comprised of 10 ge-
nerators, 16 loads, 13 transformers and 34 lines. The system
parameters can be found in [25]. The static VAR compensa-
tor (SVC) and the static synchronous compensator (STAT-
COM) are considered as the voltage support systems.
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B. System Modelling

This system was modeled in Transient Security Assess-
ment Tool (TSAT) of DSATools™ package. TSAT is a
time-domain simulation tool designed for power system dy-
namic behavior assessment. Each generator is modeled as a
round rotor synchronous generator (GENROU) with an
exciter and a Power System Stabilizer (PSS). The loads in the
system were modeled as constant PQ loads. Also, pi models
were used for transformers and transmission lines.

SVC and STATCOM are assumed to be allocated at bus
20, according to the optimized allocation given in [26]. The
capacity ranges -400 MVAr to 400 MVAr with fixed
capacitor 100 MVar. So the adjustable capacity rangs -300
MVAr to 500 MVAr. Given any contingency on transmission
line, the transient voltage profile can be assured to satisfy the
criteria, with the support of SVC or STATCOM. The control
blocks for the SVC and the STATCOM are plotted in Fig. 2
and Fig. 3. Note that due to the space limit, the characteristics
of SVC and STATCOM are not fully included in Fig. 2 and
Fig.3. The controllers of SVC and STATCOM will be
blocked when the sensed voltage is below 0.7 pu, according
to their V-I characteristics [20]. Then they will become a
fixed capacitors. For STATCOM, it will be isolated when the
sensed voltage is below 0.3 pu.

C. Impact of Voltage Support Devices

To demonstrate the effect of voltage support devices on
improving voltage profile, three case studies were performed.
Case A includes no voltage support devices. In cases B and C,
the system is equipped with a SVC and a STATCOM,
respectively. The contingency on line 16-17 was chosen
because it was considered as the most severe contingency
among all the contingencies on transmission lines [26]. A
3-phase bolted fault was applied for each case on bus 16 at
0.1 second, and was cleared after 100 ms by opening line
16-17 at 0.2 second. The voltage profiles at bus 20 and
reactive power output for each case are shown in Fig. 4. And
the angle stability indices and the voltage stability indices are
listed in Table I.
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Figure 4. Bus voltage magnitude and reactive power output with
and without SVC and STATCOM in cases A, B, and C
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TABLE I. TRANSIENT STABILITY INDICES FOR CASE A, B, AND C

Case Case Description Stability Index
No Angle Voltage
A Without SVC or STATCOM | 36.57% | 0.804s
B With SVC 45.19% | 0.024s
C With STATCOM 47.15% | 0.020s

Fig. 4(a) compares the voltage profiles at bus 20 with the
reference value and Fig. 4(b) compares the reactive power
contribution of SVC and STATCOM in cases B and C
respectively. For case A, the voltage of bus 20 drops below
0.8 pu for 0.804 second. Thus the system will violate the
voltage criteria due to the contingency applied to the system.
For cases B and C, the reactive power output of SVC and
STATCOM reaches the peak value when the bus voltage is
the lowest. Therefore the voltage profile is improved. Table I
shows that in case A, although the system is angle stable, but
the voltage criteria is violated, which is more than the
threshold (330ms). But with the voltage support devices, the
voltage indices are very small. In conclusion, voltage support

devices can improve the voltage profile and transient stability.

In the following case studies, it will be shown that the
modification attack on voltage support devices can deteriorate
the transient stability or even make the system unstable.

V.CYBER ATTACK CASE STUDIES

This section presents the results of the case studies for the
three scenarios explained in section II. For each scenario, the
attacker was assumed to be able to perform the modification
attack by gaining the access to the protocols of the network.
A bias was added to the original measurement value. The
modification attack can be defined as shown in (2).

t<T
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Vao(®) = {vzo(t) + Av
where v,,(t) is the original measurement value, Av is
the bias that the attacker added, v',,(t) is the modified vol-
tage value that is supposed to be sent to control systems, T is
the moment when the bias is added according to different
scenarios.

The impact analysis was performed by investigating the
stability indices for each scenario. The magnitude of the bias
ranged from -1.0 pu to +1.0 pu with 0.1 pu per step. For each
case in each scenario, one bias for SVC and STATOM was
studied. So there is a total of 63 cases that with different bi-
ases in different scenarios. For scenario A, no contingency
was considered. For scenario B and C, the 3 phase bolted
contingency was applied to the 30 transmission lines of the
system in each case. Due to the space limit, this paper just
shows the representative cases, instead of showing the results
of all the cases.

A. Impact of Modification Attack in Scenario A

In scenario A, the biases are added at 0.2 second under
normal state, and no contingencies are applied. The angle
stability indices for each case are plotted in Fig. 5. The vol-
tage stability indices were all zeros. The reactive power out-
put of SVC and STATCOM is show in Fig. 6.

For the positive biases, the controller sensed a higher vol-
tage magnitude than the reference voltage. This makes the
SVC and the STATCOM reduce the reactive output, or even
absorb the reactive power from the grid. From Fig. 5, the in-
dices keep the same when the bias is positive and the magni-
tude is larger than 0.3 for both SVC and STATCOM. This is
because the output of control blocks already hits the limit,
when the voltage difference proceeded to the voltage regula-
tors in both SVC and STATCOM controllers. So the reactive
output corresponding to these cases are the same, as shown in
Fig. 6.

For the negative biases, the controller sensed a lower vol-
tage magnitude than the reference voltage, which makes the
SVC and the STATCOM output more reactive power. In Fig.
5, the angle stability indices are almost the same for all the
negative biases. In Fig. 6, the reactive output of SVC and
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STATCOM reduced when the bias was negative and the
magnitude was smaller than 0.4 pu. This is because according
to the characteristics of SVC and STATCOM, controller will
be blocked when the sensed voltage is below the threshold
(0.7 pu), therefore SVC or STATCOM will become a fixed
capacitor. Also the STATCOM will be isolated when the
sensed voltage is below 0.3 pu, leaving the fixed capacitor
connected to the grid.

B. Impact of Modification Attack in Scenario B

In this scenario, the biases are added at 0.2 second under
normal state, and then the contingencies are applied to the
assumed transmission lines at 10.0 second, cleared at 10.1
second. Fig. 7 shows the voltage profiles on bus 20, corres-
ponding to the selected biases. Table II summarizes the angle
and voltage stability indices corresponding to each bias, with
respect to the contingency 16-17. In this paper, only one con-
tingency on line 16-17 was analyzed due to the space limit.
Table II also summarizes the total number of cases that vi-
olate the ASI and VSI for each bias for all the 30 contingen-
cies.

From Fig. 7, the system can maintain stable when the
magnitude of the bias is smaller than 0.1. There are a small
range of negative biases that will make the system unstable:
-0.2, -0.3 for SVC and -0.6 for STATCOM. Other biases
make the steady state voltage a little bit higher than the ref-
erence value. For positive biases, they make the system unst-
able as long as the magnitude is bigger than a certain value
(refer to Table II). Because before the contingency occurs, the
devices both absorb reactive power from grid, thus deteriorate
the voltage profiles until the voltage collapse occurs.

In Table II, all the cases with non-zero bias violate the
VSI criteria. It also can be observed that STATCOM is more
sensitive to the bias, since all the VSIs are bigger than that of
SVC. For all the 30 contingencies, only one contingency on
16-17can make the system with SVC unstable, while 2 con-
tingencies will make the system with STATCOM unstable.
Note that with STATCOM, all the contingencies will make
the system violate VSI criteria.

C. Impact of Modification Attack in Scenario C

In this scenario, the biases are injected when the contin-
gency is applied at 0.1 second. Table III and Fig. 8 show the
stability indices for each bias and voltage profiles for selected
biases. Note the contingency used in this scenario is also
16-17.

Fig. 8 shows the voltage profiles when the modification
attack and contingency occur simultaneously. System will go
unstable when the bias is positive and bigger than certain
values. In addition, the small negative biases can result a
higher bus voltage, while the positive biases can make the bus
voltage lower than the original value.

From Table III, the most obvious difference between sce-
nario B and scenario C is the total number of contingencies
that can make the system unstable, with the corresponding
biases. With STATCOM, 27 out of 30 contingencies can
make the system unstable, if the modification attack is
launched with a positive bias bigger than 0.4. This means the
positive biases deteriorate the stability margin greatly in this
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scenario. Negative bias can also make the system unstable
when the contingencies are applied.

To summarize, the above case studies show that the mod-
ification attack may cause severe consequences when fol-
lowed by a contingency. The system is more vulnerable when
installed a STATCOM than SVC. Also, the positive biases
make the devices absorb reactive power, thus deteriorate the
voltage profile and threaten the system stability. Although the
negative biases have minor impact on stability indices in
scenario A, the system can be driven unstable when certain
contingencies occur.

VL CONCLUSIONS AND FUTURE WORK

This paper discussed the cyber security issues for smart
grid. The modification attack was proposed as a type of cyber
attack, and then the impact of the modification attack on the
system stability was studied. The case studies carried out on
39 bus system show that the cyber attack on measurements of
SVC or STATCOM system can cause a deterioration of the
stability margin, or even make the system unstable when con-
tingencies applied. Future work includes mathematically
modeling the impact of cyber attacks, investigation of mitiga-
tion strategies, and development of frameworks to identify
cyber physical system vulnerabilities.



TABLE II. STABILITY INDICES FOR SCENARIO B

Total No. of Contin-
. Contingency 16-17 gencies Violate the
Bias Indices
(pu) SVC STATCOM SVC STATCOM
ASI(%) VSI(s) ASI(%) VSi(s) ASI VST | ASI VST
0.0 45.19 0.02 47.15 0.02 0 0 0 0
-0.1 34.44 0.98 39.47 0.17 0 2 0 1
-0.2 -90.37 1.33 37.31 0.48 1 3 0 2
-0.3 -90.37 1.33 36.74 0.54 1 3 0 2
-0.4 36.47 0.79 36.81 0.75 0 2 0 2
-0.5 36.47 0.79 35.98 0.92 0 2 0 2
-0.6 36.47 0.79 -79.31 1.91 0 2 1 3
-0.7 36.47 0.79 36.33 0.84 0 2 0 2
-0.8 36.47 0.79 36.28 0.84 0 2 0 2
-0.9 36.47 0.79 36.28 0.84 0 2 0 2
-1.0 36.47 0.79 36.28 0.84 0 2 0 2
+0.1 | 44.63 0.04 44.25 0.03 0 0 0 0
+0.2 | 38.70 0.54 38.16 0.59 0 2 0 2
+0.3 | 40.64 0.85 29.08 1.49 0 2 0 30
+0.4 | 36.22 1.28 -61.64 1.90 0 3 2 30
+0.5 | -71.26 1.93 -71.73 1.92 1 4 2 30
+0.6 | -65.73 2.48 -67.48 2.20 1 4 2 30
+0.7 | -65.49 | 247 -67.33 2.19 1 4 2 30
+0.8 | -64.41 2.44 -67.33 2.19 1 4 2 30
+0.9 | -64.24 | 2.44 -67.33 2.19 1 4 2 30
+1.0 | -63.09 | 2.43 -67.33 2.19 1 4 2 30
TABLE III. STABILITY INDICES FOR SCENARIO C
Total No. of Contin-
. Contingency 16-17 gencies Violate the
Bias Indices
(pw) SVC STATCOM SVC STATCOM
ASI(%) VSI(s) ASI(%) VSi(s) ASI vSI | ASI VSI
0.0 45.19 0.02 47.15 0.02 0 0 0 0
-0.1 44.72 0.02 48.18 0.02 0 2 0 0
-0.2 -85.00 | 0.80 -87.14 0.70 1 3 1 1
-0.3 -85.40 | 0.80 -86.8 0.93 1 3 1 1
-0.4 36.57 0.80 37.29 0.70 0 2 0 1
-0.5 36.57 0.80 36.58 0.88 0 2 0 1
-0.6 36.57 0.80 -88.65 1.92 0 2 1 3
-0.7 36.57 0.80 -88.65 1.92 0 2 8 10
-0.8 36.57 0.80 -88.65 1.92 0 2 1 3
-0.9 36.57 0.80 -88.65 1.92 0 2 1 3
-1.0 36.57 0.80 -88.65 1.92 0 2 1 3
+0.1 | 42.30 0.02 42.6 0.02 0 0 0 1
+0.2 | 33.58 0.82 34.68 0.74 0 2 0 17
+0.3 | -88.30 1.84 -87.26 2.13 2 2 4 24
+0.4 | -89.80 1.96 -90.14 2.00 4 3 27 30
+0.5 | -89.20 1.83 -90.14 2.00 4 4 27 30
+0.6 | -88.60 | 2.03 -89.93 1.85 4 4 27 30
+0.7 | -88.60 | 2.02 -91.05 1.95 4 4 27 30
+0.8 | -88.60 1.94 -91.09 2.00 4 4 27 30
+0.9 | -88.60 1.93 91.12 2.00 4 4 27 30
+1.0 | -88.60 1.82 -91.16 2.01 4 4 27 30
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