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Abstract—To understand security vulnerabilities of 

communication protocols used in power systems, a real-time 
framework can be developed to conduct vulnerability studies. The 
framework should implement protection mechanisms against 
vulnerabilities and study their effectiveness. In this paper, a real- 
time cyber-physical framework or test bed is presented. It 
integrates a real-time power system simulator and a 
communication system simulator to study the cyber and physical 
system vulnerabilities in smart power grids. The power system 
simulation is implemented using the Real-Time Digital Simulator 
(RTDS®) power grid simulator, with LabVIEW and PXI modules 
that simulate the supervisory control and data acquisition 
(SCADA) system and intelligent electronic devices (IEDs). The 
communication system simulation is implemented using Opnet’s 
System-in-the-Loop (SITL) simulator and open source Linux tools 
and servers. Results of two cyber-attacks on the Modbus/TCP 
protocol are discussed and improvements to the test bed for 
protocol attack detection and mitigation are proposed. 

 
Keywords—SCADA, Modbus/TCP, RTDS, LabVIEW, Opnet, 

MITM, DoS, cyber-attacks, test bed. 
 

I. INTRODUCTION 

Smart grid is a cyber-physical system that includes power 
system components, communication systems, sensors, and 
controllers.   The   interoperability   between   them   makes   it 
possible for a smart grid to operate smartly [1]. Most smart grid 
technologies communicate data in a duplex manner, where 
measurements and control commands can be sent among the 
power system components. The information flow in a smart grid 
architecture should be supported by independent and dedicated 
communication  networks  comprising  of  various 
communication media, protocols, and devices [2]. An important 
concern for the planning and implementation of smart grid 
applications are the cyber security issues arising because of the 
numerous access points that make them vulnerable to various 
cyber attacks [3]. Recent research has shown that power system 
stability and the economics of operation can be significantly 
affected by dedicated and coordinated cyber attacks [4, 5]. 
Therefore, a cyber-security impact analysis and mitigation 
framework is essential to plan for reliable and secure operation 
of smart grid applications. 

 

Research on different aspects of smart grid cyber security 
has been conducted to address the cyber security issues, 
including framework development [6], vulnerability assessment 
[7, 8], impact analysis and detection of cyber attacks [9, 10], 
and mitigation strategies [11, 12], as well as the increasing 

interest in development of cyber physical test bed [13-17]. The 
work in this paper focuses on the security aspects for smart grid 
protocols. Examples of smart grid protocols include Modbus, 
Distributed Network Protocol (DNP3), IEC 61850, ICCP, 
ZigBee, C37.118, and C12.22. These protocols enable the 
communication between supervisory control and data 
acquisition (SCADA) systems and intelligent electronic devices 
(IEDs) over the Internet and local substation networks. 
 

The research reported in this paper aims to develop a real- 
time cyber physical test bed that not only simulates 
communication system and power system simultaneously, but 
also models and emulates various smart grid communication 
protocols. Its current implementation supports Modbus and IEC 
61850 protocols. Multiple substation networks and attack PCs 
can be connected to the test bed, making the test bed flexible to 
simulate  complicated  communication  systems.  Furthermore, 
the test bed can perform various cyber attacks toward any 
substations or IEDs. The impact of cyber attacks can be 
observed and quantified conveniently from the test bed. 
Another research goal when developing this cyber physical test 
bed was to integrate commercial tools (such as RTDS and 
Opnet) with open source tools, so that other researchers can 
easily replicate our test bed model to further study cyber 
security in smart grids. Vulnerability assessment can be 
performed on the proposed test bed by simulating real world 
cyber attack scenarios such as denial-of-service (DoS) attack 
and man-in-the-middle (MITM) attack. The work done in [13] 
was extended to create the proposed test bed and the test bed 
capabilities was demonstrated by performing two cyber attacks 
on the Modbus/TCP protocol. Impact of cyber attacks on power 
system was studied. 
 

The paper is organized as follows. Section II introduces the 
layout of the proposed real-time cyber physical test bed. 
Comparison with other cyber physical test beds is presented in 
section III. Two case studies are presented in Section IV. MITM 
attack and DoS attack were carried out to justify the 
effectiveness of the test bed. Finally, conclusions and future 
work are discussed in section V. 
 

II.   PROPOSED REAL-TIME CYBER PHYSICAL TEST BED 

The general capabilities of the proposed real-time cyber 
physical test bed have been discussed in [13]. The work in this 
paper extends the work done in [13] by implementing the 
following capabilities: 
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•   Models and updates various components and parameters 
of communication networks. 

•   Connects to real world networks and IEDs. 
•   Carries  out  various  attack  taxonomies  with  minimal 

changes. 
•   Tests Modbus protocol vulnerabilities. 
•   Operates with off-the-shelf hardware and software. 

 
In this section, the elements and the architecture of the 

proposed test bed are introduced. The power system modeled in 
the test bed is also discussed. 

 

A.  Test Bed Elements 
The test bed consists of various power system components, 

cyber components, and physical network devices. These are the 
physical and software components used in the test bed: 

 

1. Real-Time Digital Simulator (RTDS) [18]: Time domain 
electromagnetic simulator for power systems. The real-time 
simulation data can be easily exported as analogue and digital 
signals. All the simulation data can be displayed through its user 
interface RSCAD. The data generated by RTDS can be treated 
as practical data of real power system. 

2. Opnet Modeler [19]: A commercial software used to 
analyze realistic simulated networks to compare the impact of 
different technology designs. Opnet is suitable for operating 
with RTDS due to its SITL feature. 

3. LabVIEW and PXI Module [20]: LabVIEW is a system- 
design platform and development environment for a visual 
programming language from National Instruments. PXI module 
is  an  open,  PC-based  platform  for  test,  measurement,  and 
control. PXI modules can be remotely programmed by 
LavVIEW to support data streaming through various 
communication protocols. 

4. Fast Ethernet Switches: 10/100Mbps with 16 ports. 
5. Attack PC: Ubuntu 12.04 TLS Linux Operating System 

is installed on the attack PC. 
6. Ettercap [21]: Open source tool with a graphical user 

interface to carry out MITM attacks. This tool runs on the attack 
PC mentioned above. 

7. Libmodbus [22]: Open source freely distributed library 
used to create spurious Modbus protocol messages to carry out 
the MITM attack. 

 

B.  Modbus/TCP Protocol 
The Modbus/TCP protocol was used as the reference 

protocol to display the effectiveness of the test bed in carrying 
out cyber attacks on a power system protocol. Modbus/TCP was 
chosen specifically for these reasons: 

 

•   Modbus is still widely used in power systems. 
•   Modbus/TCP is simple and easy to implement. 
•   Modbus protocol libraries are freely available for utilities 

to implement smart grid applications. 
 

To model the TCP/IP network, Opnet was used to create 
multiple subnets connected by a wide area network or Internet 
cloud. The power system components were modeled in RTDS 
and the Modbus components were modeled  in LabVIEW and 

PXI. Because of our strict requirement of having these physical 
components experience real world traffic situations, the 
System-In-The-Loop (SITL) feature of Opnet was used to 
interface the simulated and the real world components. Thus, 
the security attacks on the command and control portion of the 
Modbus/TCP protocol can be easily carried out. 
 

C.  Test Bed Architecture 
The architecture of the test bed is displayed in Fig. 1. RTDS 

simulates power systems in real time and communicates pre- 
selected measurement values and control commands with 
LabVIEW PXI through its analogue and digital ports. NI 
PXI/LabVIEW Real-Time Module bridges the RTDS and 
Opnet in real time. The PXI/Modbus Master is modeled in the 
LabVIEW PC. It interfaces with the Modbus Backend Interface 
component simulated in LabVIEW PXI, which is connected to 
RTDS through analogue/digital input/output ports. Fast 
Ethernet Switch (10/100Mbps) enables to add a real physical 
attack node, or attack PC, into the test bed and perform real 
world security attacks. Ettercap and Libmodbus are installed on 
the attack PC, which has Ubuntu 12.04 TLS Linux Operating 
System. The attack PC performs the MITM and TCP flood 
attacks on the simulation. Opnet simulates an IP network and 
allows emulating the Modbus client and server as separate sub 
networks. The SITL ports interface the physical network 
devices and the simulated networking environment. LabVIEW 
PXI is also used to develop the Modbus client application, 
shown at the PC located in the bottom of Fig. 1. 
 

The  Opnet  network  model  in  Fig. 1 emulated  two  sub 
networks  in different geographical locations and the traffic 
flowed through the emulated Opnet simulation in real time. The 
Modbus query consists of the Modbus application data unit 
(ADU) containing the unit identifier and the function code 
indicating the type of service requested from the Modbus server. 
The Modbus Server then replies back with the Modbus response. 
The Modbus queries were triggered from the TX (Transmission) 
sub  net,  then  it  flew  through  the  Opnet  SITL  Wide  Area 
Network  (WAN).  Then,  the  query  went  through  the  SITL 
interface and the switch, and arrived at the Modbus Master. 
 

 
Fig. 1. Proposed Real-Time Cyber Physical Test Bed. 



TABLE I. CYBER PHSYICAL TEST BEDS IN THE LITERATURE 
 

Test Bed Real 
Time 

Smart Grid Protocol 
Supported 

Components Comments Name Year Commercial In-House

[13] 2014 Yes IEC 61850 RTDS, LabVIEW,
OPNET N/A Replay attack was simulated and its

impact on transient stability was studied. 
 

[14] 
 

2013 
 

Yes 
 

DNP3, IEC 61850, MMS RTDS, DIgSILENT ISEAGE 
A wide range of protocols are supported.
DoS and MITM attacks were performed to 
show the effectiveness of the test bed. 

[15] 2011 Yes Modbus/TCP PowerWorld, OPNET, 
Modbus RSim N/A Modbus attacks were outlined in detail 

and various attacks were carried out. 

[16] 2008 Yes Modbus/TCP OPNET, PXI, RTU UMR Several types of cyber attacks were 
performed on the test bed. 

[17] 2006 Yes Modbus/TCP PowerWorld RINSE DoS attack was simulated and overloaded a 
transmission line. 

 

 
The  Modbus  Master  interfaced  with  the  RTDS  which 6 7 1 10 

emulated the IED slaves. The Modbus Master read the register 
or voltage values and formulated the Modbus replies. The 
replies were then sent back to the Modbus Client in the reverse 

Gen1 
 
 

2 

BRK1  BRK2  9  
Gen2 

direction. The Modbus Master emulated two logical Modbus 
masters, each controlling a single slave. Modbus Master 1 
operated on Modbus TCP port 502 and Modbus Master 2 
controlling slave 2 operated on TCP port 501. 

 

It is worth noting that the two subnetworks can be used for 
modeling the SCADA system for two power system substations. 
The test bed allows multiple substations to be connected to one 
or more Modbus clients. Multiple attack PCs can be located all 
over the network to sniff the un-encrypted Modbus packets and 
carry out attacks, by simply adding SITL ports in Opnet. 
However, current test bed is limited to one substation and one 
attack PC due to the high cost of RTDS and PXI. 

 

D. Power System Test System 
An eleven-bus 230KV power system was modeled in the 

test bed. The single line diagram is shown in Fig. 2. Two 
generators, Gen1 and Gen2, are connected to bus 6 and bus 9, 
respectively. Three lumped loads are connected to bus 2, bus 3, 
and bus 4. Two breakers, BRK1 and BRK2, are responsible for 
tripping the transmission line between bus7 and bus 10, when 
an abnormal condition on the transmission line is detected by 
the protective relays, which have built-in memories to store 
various setting parameters. These parameters can be set 
remotely using  different power system protocols (e.g., DNP3, 
Modbus/TCP, IEC 61850). In addition, the control center can 
trip or reclose BRK1 and BRK2 remotely, by sending a tripping 
or a reclosing signal to the breaker controllers. The test bed 
measures the status and the three-phase current of BRK1 and 
BRK2 through the communication network modeled in Opnet 
using Modbus/TCP protocol. Tripping or reclosing a breaker 
will introduce a big disturbance to power system stability, since 
the suddenly changed network topology will re-dispatch the 
power flow, which will initiate the transient process [23]. 
Usually the system will settle down in a new steady state in a 
short duration. However, recent research has shown that the 
power system dynamic stability can be collapsed if the breakers 
are compromised by malicious attacks [24]. 

4 
8 11 2 

 

 
3 

 
 
Fig. 2. Power System Modeled in the Test Bed. 
 

III.  RELATED WORK 

Although current efforts on cyber physical test bed 
development are limited, some work has been done in this area 
to analyze smart grid protocols. Table I summarizes test beds in 
the literature that focus on cyber security of smart grid. We have 
outlined the commercial and in-house components of the test 
bed. Test beds with in-house components can be difficult to 
replicate. 
 

IV. CASE STUDIES 

The Modbus protocol attack taxonomies have been studied 
in detail in [25] and were used as reference for the two case 
studies presented in this section. The MITM attack and the DoS 
attack were performed on the Modbus/TCP protocol to testify 
the effectiveness of the test bed 
 

In the proposed cyber physical test bed, the eleven-bus test 
system and its communication network were modeled in RTDS 
and Opnet. The parameters of the test system can be found in 
[26]. The controllers of BRK1 and BRK2 were modeled in 
LabVIEW PXI, and Modbus/TCP protocol was chosen to 
transfer measurement values (e.g., breaker status, three phase 
current magnitudes) from breaker controllers (i.e., Modbus 
master) to control center (i.e., Modbus client), then transfer 
control commands (e.g., tripping and reclosing signals) from 
control center to breaker controllers. 
 

For both case studies, the network traffic was monitored by 
Wireshark [27], and the power system quantities were measured 
by RSCAD and LabVIEW. The impact of both cyber attacks on 
network traffic and power system dynamic stability is presented 
in this section. 
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A.  MITM Attack 
MITM attack happens when an untrusted PC gains access to 

the communication between two peers without the peers being 
aware of such an attack being in progress [28]. In order for a 
successful MITM attack to be carried out, the attacker should 
be in the same subnet as the target PC and it should be able to 
poison the Address Resolution Protocol (ARP) caches of the 
victims. Thus, the attacker can receive the traffic from both 
victims and act as the router forwarding the received traffic. In 
the test bed, the attack PC in the same subnet was used as the 
target (Fig. 1). In order to carry out the attack, the attacker 
poisoned the ARP caches of the Rx Router in Fig. 1 and the 
Modbus Master. This was done by using the open source MITM 
attack tool called Ettercap [21]. After poisoning the ARP caches 
of the Rx Router and the PXI Modbus Master, the attacker was 
able to see the Modbus Query and Modbus Response packets 
being exchanged by the use of Wireshark, which acted both as 
a packet analyzer and sniffer. Once the attacker had the 
knowledge of the server and the slave IP addresses, attacker 
emulated the Modbus client and was able to send a Modbus 
command to trip the slave IED. 

 

B.  Impact of MITM Attack 
The Modbus traffic and the general traffic in the MITM 

attack PC are shown in Fig. 3. The attacker received the Modbus 
traffic by acting as a hidden router between master and client. 
The graph from time t=0 seconds to t=100 seconds shows the 
general traffic being received on the attack PC. During this time, 
there is no Modbus traffic being received on the attack PC as 
the MITM attack was not yet executed. Hence, only one line 
graph during this time interval can be observed. Approximately 
at time t=110 seconds, the MITM was carried out successfully 
and the attack PC started receiving all traffic to and from the 
Modbus client and the Modbus master. The top line shows all 
the traffic being received on the attack PC, and the lower line 
shows the Modbus traffic being received on the attack PC when 
the MITM attack is in progress. Note that the Modbus traffic is 
smaller compared to the overall data packets being received on 
the attack PC. 
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Fig. 4. Fake BRK1 Tripping Signal Sent by the Attacker. 
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Fig. 5. Phase A Current Measurement of BRK1 at Bus 7. 
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Fig. 6. RMS Voltage Measurement at Bus 7. 
 

The spoofed or fake Modbus “write register” messages were 
then generated using libmodbus library towards the Modbus 
Master and was used to trip one of the slave IEDs. Because of 
the MITM attack, the attacker was able to observe the Modbus 
traffic between the master and the client when the attack was in 
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General Traffic progress. 
 

The status of BRK1 is shown in Fig. 4. When the MITM 
attack was in progress, BRK1 was originally closed, i.e., the 
status equaled to 1. At 2.5 second, the attack injected a fake 
Modbus packet through the MITM PC by modifying the register 
value within the packet from 1 to 0. The breaker controller 
received and parsed this packet, then tripped the breaker, since 
the register value was changed. Hence the status of BRK1 
changed from 1 to 0, meaning the breaker was tripped in 
response to the fake tripping signal. The instantaneous current 
of phase A at BRK1 became zero since the breaker was tripped, 
as shown in Fig. 5. 

0 20 40 60 80 100 120 140 160 180 200 
Time Interval ( Seconds ) 

 
Fig. 3. Modbus Traffic Visible in the MITM attack PC. 

The root-mean-square (RMS) voltage at bus 7 is shown in 
Fig. 6. When BRK1 was tripped at 2.5 second, the power that 
was flowing through BRK1 was disconnected, resulting in a dip 
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in the bus voltage. Then, the power flow was re-dispatched. 
Gen1 and Gen2 adjusted their power output to approach a new 
steady state. The voltage was eventually dampened down 
within 8 seconds. 

 

Initially, the power system was running in normal condition, 
since the current and the voltage profile was stable before 
BRK1 was tripped. Tripping BRK1 under normal conditions 
will shrink the system stability margin, and may result in 
stability and economic problems. The transient process will also 
affect the functionalities of other protective relays in the system, 
and may cause cascading failures. The system will collapse if 
multiple transmission lines are tripped by the attacker, then the 
customers will experience a power outage. 
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Fig. 7. Number of spoofed TCP SYN packets being received on the Modbus 
Master when TCP SYN Flood attack is in progress. 

 
  Control Command 

C.  TCP SYN Flood DoS Attack 1 

In order to check the delay sensitive nature of Modbus TCP, 
TCP SYN flood attack methodology was used to flood the 
Modbus Master. A TCP SYN Flood Attack takes advantage of 
the TCP three-way connection handshake mechanism to 
establish a reliable session between a sender and a receiver [29]. 
TCP SYN flood attack floods the Modbus Master with TCP 0 

connection  requests  from  potential  Modbus  clients  with 

Breaker Status 

spoofed source IP addresses and random destination TCP ports 
towards the Modbus master. The Hping tool [30] was used to 
trigger spurious TCP SYN requests towards the Modbus master. 

 

Fig. 7 shows the Modbus traffic between the control center 

30,000     31,000     32,000     33,000     34,000     35,000     36,000     37,000     38,000     39,000     40,000 
Time (millisecond) 

 
Fig. 8. Time Difference between Control and Status Messages received at 
Modbus Client of BRK1 when TCP SYN Attack is in progress on Server. 
 

Control Command 

and BRK1. The TCP SYN flood attack started at 15 seconds, 1 

and ended around 70 seconds. When the attack was in progress, 
it can be observed in Fig. 7 that approximately 120 spoofed TCP 
SYN packets per second were received on the Modbus master. 

 

Two experiments were performed. First, during the attack, 
a Modbus tripping command was sent to BRK1. Then, after the 
attack, another Modbus tripping command was sent to BRK1. 0

 

Breaker Status 

The time difference between command and status messages for 
both cases are depicted in Fig. 8 and Fig. 9. Please note that the 
sampled time spans in Fig. 8 and Fig. 9 are at different time 
intervals. In Fig. 8, the tripping signal was sent at 32 seconds, 
and the sampled time span was from 30 second to 40 second. In 
Fig. 9, the tripping signal was sent at 83.7 seconds, and the 
sampled time span was from 80 second to 90 second. When the 
TCP SYN flood attack was in progress, it can be observed in 
Fig. 8 that the Modbus client or the control center received the 
status with approximately 3 seconds delay. The response was 
delayed from the Modbus server because the server was busy 
handling the spurious TCP SYN requests being generated from 
the attackers. When the attack was stopped, by terminating the 
Hping tool on the attack PC, the Modbus Master was able to 
discard the spurious TCP SYN requests. This freed the system 
resources and the clients were able to get the status of the IED’s, 
approximately with a 300 millisecond delay, as shown in Fig. 9. 

 

When the DoS attack is in progress, the control center will 
receive delayed information from IEDs. If the measurement is 
blocked by the DoS attack, the control center will not have an 
accurate picture of the system. Smart grid applications in the 
control center that rely on the information provided by the IEDs 
will malfunction. 
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Fig. 9. Time Difference between Control and Status Messages at Modbus Client 
of BRK1 without TCP SYN Attack on Server. 
 

In conclusion, both the MITM and the DoS attacks can 
result in severe impact on system operation and stability. The 
attacker can directly inject false data and control commands to 
various smart grid applications; hence, the security and the 
stability of the system will be deteriorated. Case studies 
highlight the fact that the Modbus protocol is too trusting in 
nature with no access control lists and no form of trust domain. 
Any attacker who gets the knowledge of the Modbus master IP 
can target it. 
 

V.   CONCLUSIONS AND FUTURE WORK 

In this paper, a real time cyber physical system test bed was 
presented. The test bed allows studying the power system 
protocol  vulnerabilities  and  proposing  mitigation  strategies. 
The test bed is flexible and can be used to model different kinds 
of power system protocols and test their security in real time. 
Furthermore, the proposed cyber physical test bed can be 
configured to interact with real intelligent electronic devices 
(IEDs) and communication devices such as switches and routers. 



The details of the component interaction and packet flow 
architecture of the communication system in the test bed were 
discussed. The effectiveness of the test bed was demonstrated 
by two case studies and the impacts of MITM attack and DoS 
attack were discussed. Future work involves extending the test 
bed by: 

 

•   Implementing a timestamp or a cookie field in Modbus 
protocol data unit (PDU) which will help discard Modbus 
responses which are delayed beyond a threshold and 
spurious Modbus messages. 

•   Introducing IP layer encryption and firewall before the 
Modbus master to demonstrate the effectiveness of the 
prevention mechanism. 
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