3322

IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS, VOL. 13, NO. 6, DECEMBER 2017

les

On the Impact of Cyber Attacks on Data Integrity
iIn Storage-Based Transient Stability Control

Abdallah Farraj

, Member, IEEE, Eman Hammad

, Student Member, IEEE,

and Deepa Kundur, Fellow, IEEE

Abstract—Security of smart power systems is a sound
concern as more cyber elements are added to the power
grid. In this paper, we focus on cyber attacks that target
data integrity in smart grid systems. We specifically inves-
tigate the impact of false data injection (FDI) attacks on
distributed transient stability control schemes. As an ex-
ample, we focus on the parametric feedback linearization
(PFL) controller, and we derive closed-form expressions for
the errors in rotors’ speed and angle as a result of cyber
attacks on data integrity. Furthermore, we investigate adap-
tive control strategies to eliminate or minimize the impact
of FDI attacks on system dynamics. The IEEE 68-bus test
power system is used to numerically evaluate the impact of
example attacks and to draw valuable insights.

Index Terms—Cyber attacks, distributed control, energy
storage systems (ESSs), false data injection (FDI) attacks,
feedback linearization control, power system dynamics,
transient stability.

|. INTRODUCTION

HE ongoing integration between traditional power system
T elements, renewable energy sources, and cyber systems
promotes improving efficiency of smart power systems [1]-[6].
In addition, energy storage systems (ESSs) can be used to store
and inject power in the power system in a controlled manner;
ESSs are getting more attention as they can help facilitate the
integration of renewable energy sources into the smart grid.
Portrayed as a cyber-physical system, the cyber elements of a
smart grid system include communication networks, sensory,
and control technologies. In this paradigm, sensor readings that
capture the state of the power system are transferred to the
control agents through the communication network.

As smart grid elements are taking shape, reliability, and secu-
rity of its cyber components are of sound concern. Specifically,
hacking and cyber attacks on the power grid are more probable
due to the introduction of and dependence on cyber elements.
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Cyber attacks can target data delivery, integrity, or confiden-
tiality. Depending on the affected smart grid application, cyber
attacks can cause financial loses to the stakeholders (for ex-
ample, through theft), instability of the power grid (through
disruptive attacks), or lack of access to accurate time-critical
data for the control agents. Power system stability describes
the ability of the power system to regain a state of operating
equilibrium after being subjected to a physical disturbance [7].
Specifically, transient stability depends on the ability of the syn-
chronous generators in the power system to maintain or restore
a balance between their electrical and mechanical torques after
the occurrence of a large disturbance.

Recent work in [8]-[12] propose ESS-based distributed con-
trol schemes for transient stability applications. In order to
change the dynamics of the power system and achieve tran-
sient stability, a control agent utilizes sensor measurements that
are received through a communication network to actuate the
distributed ESSs to inject and/or absorb power from the power
grid. As ESS-based control for transient stability is evolving,
we assert that security should be part of controller design (and,
hence, not an afterthought) and should not hinder usability. As
such, we focus in this paper on cyber attacks that target data in-
tegrity for transient stability control applications. Often termed
false data injection (FDI) attacks, such adverse actions manipu-
late the structure of the data delivery system to insert fabricated
data in the data stream while bypassing bad data detection fil-
ters [13]-[17].

Specifically, we study the impact of FDI attacks on transient
stability control schemes, where the data under attack is used by
the control agent to actuate the distributed ESSs during transient
instability periods. Recent works that address similar problems
appear in [18]-[20] where the impact of FDI attacks on transient
stability control is modeled as a noise term. As an example con-
trol scheme, we consider the parametric feedback linearization
(PFL) control proposed in [12]. PFL control is a state-of-the-
art distributed transient stability control; a PFL controller has a
simple design and is flexible through a tuneable design param-
eter. We implement a general FDI attack that targets the con-
troller’s communication network. Further, we quantify the error
introduced by the FDI attack on rotor dynamics during tran-
sient instability periods. In addition, utilizing the PFL design
parameter, we investigate reactive control strategies to reduce
or eliminate the impact of the cyber attacks. Finally, we numer-
ically investigate the impact of example FDI attacks on power
system dynamics.
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Contributions of this work include providing a framework for
FDI attacks on storage-based transient stability control, deriving
closed-form expressions for the impact of FDI attacks on rotor
dynamics, and devising reactive control strategies to counter the
effect of the FDI attacks. This is a timely problem, and to the
best knowledge of the authors, the problem of FDI attacks on
storage-based transient stability control has not been addressed
in such detail yet.

The rest of this paper is organized as follows. The problem
setting is presented in Section II. The impact of FDI attacks
on transient stability control is detailed in Sections III and IV.
Section V presents adaptive control strategies against FDI at-
tacks. Section VI numerically investigates the impact of FDI
attacks on PFL control scheme. Finally, conclusions are shown
in Section VII.

[I. BACKGROUND AND PROBLEM FORMULATION

In this section, we present the problem setting, explain the
distributed control paradigm, and introduce FDI attacks.

A. Transient Dynamics

We model the smart grid as a multiagent cyber-physical con-
trolled system. We assume that a smart grid is comprised of
cyber-physical agents where each of these agents includes a
synchronous generator, a sensor that provides local measure-
ments of the generator rotor angle and speed, a distributed con-
trol agent that processes sensor data from system agents, and
a fast-acting ESS that can inject or absorb real power in the
system depending on the value of the control signal. In addition,
a communication network connects the different cyber-physical
agents of the smart power system. Depending on the structure
of the control scheme and the system state, the control agent
affects the dynamics of the power system in this model by actu-
ating the associated ESS.

Let the number of generators in the power system be denoted
N. For synchronous generator i, where i € {1,..., N}, the pa-
rameters of the generator are described by using Table I. The
two-axis subtransient machine model is widely used to cap-
ture the dynamics of synchronous generators during transient
periods. The electrical dynamics of generator ¢’s stator are rep-
resented as [21], [22]

. 1

E,; = T (—Ej; — (Xai — X;)1a; + Ex) (la)
di

. 1

Ey = T (—Eg + (Xyi — X3)14) (1b)
qi

E; = Vyi + Railyi + X 1ai (Ic)

Ej; = Vai + Ruily — X1 (1d)

where E{’I7 and £/}, denote the time derivative of E,; and Ey,,
respectively. Further, the rotor dynamics can be described in this
model by using [21]

6 = Q(wi — wy) (2a)
. Ws
W = 20 (Tari — Tpi — Di(wi — ws)) (2b)

TABLE |
MACHINE PARAMETER DESCRIPTION

Parameter Description

1) Rotor angle

w Rotor angular speed

W Synchronous speed

D Damping coefficient

E:1 d-axis transient electromotive force (emf)
By g-axis transient emf

Ey Field voltage

H Machine inertia constant

I d-axis component of stator current

1, g-axis component of stator current

R, Armature resistance

X4 d-axis synchronous reactance

Xy g-axis synchronous reactance

X {’] d-axis transient reactance

Xy g-axis transient reactance

T(; d-axis transient open loop time constant
T, g-axis transient open loop time constant
Tg Electrical torque

T Mechanical torque

Va d-axis terminal voltage

\Z g-axis terminal voltage

where 57 and w; are the time derivative of §; and w;, respectively,
and 2, denotes the system frequency (typically equal to 60 - 27
or 50 - 27 depending the geographical area). For synchronous
generator ¢, the field voltage is controlled by the excitation
system, the mechanical torque is controlled by the associated
speed governor, and the electrical torque is calculated according
to [21]

ailailyi. (3)

This torque relation provides a nonlinear term in (2b). Let Pyy;
and Pg; be the mechanical and electrical powers of generator 1,
respectively, where Pp; = T; and Py;; = T)s; when using per
units. Further, let £; denote the internal voltage of generator ¢,
then Pg; can be expressed as [23]

Tpi = Eylai + Byl + (X —

N
Pg; = Y _|Ei||Ex| (Gig cos (8 — 1) + By sin (6; — 6;))

k=1
“)
where G, = Gy; and B;;; = By; are the Kron-reduced equiv-
alent conductance and susceptance between generators ¢ and &,
respectively.

The swing equation describes the electromechanical dynam-
ics of the rotor of the synchronous generator and it traditionally
refers to the model in (2a) and (2b). The swing equation is
useful when studying the behavior of synchronous generators
when the power system is subjected to a large disturbance (i.e.,
during transient instability periods). Denote Py; = Pyry — Pry,
Vi e {l,..., N}, as the accelerating power of generator i.
During normal operations of the power system, the value of
the accelerating power typically equals to 0. However, when
a major disturbance occurs in the power system, the acceler-
ating power of some synchronous generators deviates from 0.
As a result, the speed of the rotor of such generators may in-
crease when the accelerating power is positive, and vice versa.
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However, a large deviation in rotor speed might damage the
synchronous machine and consequently force the generator to
be disconnected from the power system.

In this paper, a synchronous generator is said to be stabilized if
its rotor speed is driven back to an acceptable range and when the
differences between the rotor angle of the different generators
are below a predefined threshold. In this context, the goal of a
transient stability control is to regain the balance between the
mechanical and electrical torques of the synchronous generators
in order to stabilize the power system. In other words, the actions
of the distributed control agents should restore the synchronism
between the system generators and drive back the rotor speeds
to within an acceptable range.

B. Distributed Control Paradigm

The presence of a communication network in smart grid sys-
tems enables the periodic exchange of sensor readings between
the different cyber-physical agents. The sensors take periodic
readings of the system state parameters (the rotor speeds and
angles in this case) and transmit such measurements to the dis-
tributed controllers in the cyber-physical agents through the
communication network. Based on the received measurements
and their attributes (for example, delay, amount of noise, and re-
liability of measurements), the control agents calculate control
signals to actuate the local ESS at the associated synchronous
generator’s bus. Thus, by injecting or absorbing calculated
amounts of power through the ESSs, the control agents can
affect the dynamics of the power system. The ESS is controlled
in [8] as a function of the level of frequency deviation in the
power system, and the mechanical power of the synchronous
generators is actuated in [24] to regulate the rotor speed. Opti-
mal control theory is used in [3] and [25] to calculate the control
signal, and nonlinear control schemes are used in [26]-[29].

Let u; denotes the output of the controlled ESS at the bus
of generator 7, and let §; = w; — w; be the rotor speed of gen-
erator ¢ relative to the synchronous speed in per units. Then,
incorporating the control action at time ¢t modifies the swing
equation of generator i to

0i(t) = Q,6;(t)

= 2H,

w; (t) (Pai(t) — Dib;(t) + u;(t)) . 5
Here, w,, Py;, 0;, and u; are in per units. Also, let §; and 6;
denote the steady-state values of §; and 0;, respectively, where

db* = flim 6; (t)

6, — 1im 6,(t). ©6)

t—o00

Based on the feedback linearization control theory, a distributed
PFL control scheme is proposed in [12] for transient stability
applications. The PFL control agent actuates the associated ESS
of generator ¢ at time ¢ according to [12]

U; (t) = —PAi(t) — azﬂi (t) (7)

where «; > 01is a design parameter. Through adjusting the value
of «;, the PFL control actuation reshapes the dynamics of the

controlled power system to resemble the dynamics of a series
of stable and decoupled linear control systems with tunable
eigenvalues.

C. FDI Threats to Smart Power Grids

Securing smart power systems against cyber attacks is a
paramount challenge for system operators as increased imple-
mentations of smart grid applications bring new challenges and
vulnerabilities. It is observed that exploiting smart grid data
delivery systems can lead to potentially damaging cyber and
physical attacks [28]. Common classes of cyber and physical
attacks on smart grid systems include interference, FDI, denial
of service, and switching attacks [30]-[35]. An adversary ex-
ploits the configuration of the cyber and physical elements of
the power system in an FDI attack in order to introduce an error
into certain system state variables. The adversary designs the
FDI attack vector such that it bypasses any existing schemes for
bad measurement detection. By launching an FDI attack, the
adversary may disrupt the normal energy distribution of power
system, affect the estimation of the state variables, or achieve
financial gains.

FDI attacks modify information that is generated by supervi-
sory control and data acquisition (SCADA) systems. FDI attacks
are distinct from naturally-occurring errors because the modi-
fied data is altered in an intelligent way such that it still fulfills,
for example, physical laws such that it is not detected by typical
bad data detection schemes [36]. Bad data detection represents a
class of signal processing techniques that aim to identify anoma-
lies in power system telemetry readings such that they can be
rejected during computation of the power system state. Hence,
if FDI data goes undetected by bad data detection filters, incor-
rect state estimation may result enabling incorrect actions, for
example, by the power system operator. Even if an FDI attack
is detected, a system operator may not be able to estimate the
true state; hence, part of the grid remains unobservable which
enhances the vulnerability of the power system to further at-
tacks [36].

To launch a successful FDI attack, the modified data should
appear “correct” in order to pass through bad data detection
filters. To achieve this, the adversary requires knowledge of the
topology of the power system and must, in some cases, conduct
the process of state estimation [36]. Simplified approaches to
conduct state estimation can be used through dc power flow
approximation [37].

1) DC State Estimation: Consider the state estimation
problem in power systems; let &, z, and n represent the true
states of the system, sensor measurements received at the esti-
mator, and errors in measurements, respectively. By using the dc
power flow approximation, the relation between these variables
is governed by the work in [38] and [39]

z=H,x+n (8

where H , is a Jacobian matrix, and H  x links sensor mea-
surements to system states. The goal in state estimation is to
find an estimate & that is the best fit of the measurement vec-
tor z. Several approaches can be utilized to find #, including
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maximum likelihood criterion, weighted least-square criterion,
and minimum variance criterion [39]. Specifically, when n has
a Gaussian distribution with zero mean, then & is found as [39]

&= (HW,H,) 'H' W,z 9)

where W is a diagonal matrix whose elements can be the
reciprocals of the measurement errors variance.

2) Bad Measurement Detection: The measurements
used in state estimation might be inaccurate because of de-
vice errors and failures, malicious actions by adversaries,
or other noise signals. Inaccurate measurements can affect
the state estimation process; thus, bad measurement detec-
tion schemes can be helpful in detecting, identifying, or cor-
recting corrupted measurements [17], [31], [38], [40], [41]. A
common approach to detect bad measurements is to look at
the measurement residue ||z — H &||. This metric shows the
difference between received sensor measurements and estimated
measurements. Then, ||z — H Z|| is compared to a thresh-
olde. If ||z — Hsx|| > ¢, then the bad measurement detection
scheme declares that at least one faulty (or bad) measurement
is present in the received measurement z.

3) FDI Attack Vector: In stealthy FDI attacks against state
estimation, the adversary manipulates the sensor readings in
order to cause arbitrary errors in the estimated values of the
system state (i.e., ) without being detected by the bad data
detection scheme. For example, let &, denotes the estimate
of x when there is an FDI attack, where ©, = « + e, and
e, is the estimation error introduced by the adversary. Let the
received measurement vector during the attack be denoted as
zq.1If z, = z 4+ He,, where an error of H ;e, is injected by
the adversary, then the residue of the corrupted data appears
as [31]

2 — HsZy|| = ||z + Hseq —
=|lz — H,z||.

H,(z+e,)ll
(10)

As this residue is the same with the case of no FDI attack,
an adversary injecting an attack vector of z, = z + H e, can
bypass the bad data detection scheme.

D. FDI Threat Model

Our threat model follows standard assumptions employed in
the FDI attacks literature [31], [38], [41]. The threat model
assumes that the adversary has:

1) eavesdropping capabilities on the sensor readings;

2) knowledge about power system topology and model;

3) sufficient computational power to compute system state
variables; and

4) capability to inject fabricated measurements in the com-
munication network.

The adversary conducts the cyber attack, while the power
system undergoes transient stability analysis and control, which
may coincide with a major disturbance.

One goal of the adversary is to conduct a stealthy FDI attack
in which data modification goes undetected. Further, slowing
down the stabilization process (by invoking a less aggressive
control) is another objective of the attacker if the modified data

is detected by the control agent. The attack process is divided in
two steps: reconnaissance and execution. In the reconnaissance
stage, the adversary designs an attack vector z, to bypass the
bad data detection schemes as shown in (10). In the execution
stage, the adversary identifies the SCADA environment, locates
control and monitoring devices, accesses the measurements z,
and injects the malicious data z, instead of z [41]. The threat
model can be justified following an example in [42], where
attackers use authentication and restart communications option
vulnerabilities in Modbus/TCP protocols to conduct IP spoofing
and denial-of-service attacks in order to inject malicious data
and change the target addresses of SCADA traffic.

E. Problem Formulation

In this paper, we study the impact of FDI attacks on storage-
based transient stability control schemes. As an example, we
focus on PFL control proposed in [12]. The objectives of this
paper include the following:

1) providing a general framework for FDI attacks on
storage-based transient stability control;

2) quantifying the error introduced by FDI attack on rotor
dynamics;

3) devising reactive control strategies to counter the effect
of the FDI attacks; and

4) investigating the impact of example attacks on power
system dynamics and drawing conclusions.

IIl. FDI ATTACKS ON TRANSIENT STABILITY CONTROL

In this section, we investigate the effect of a general FDI
attack on transient stability control. Specifically, we consider
the PFL control in (7) as an example, and we derive expressions
for the deviation in rotor speed and angle due to the attack. We
assume the FDI attack bypasses the existing bad measurement
detection filter; thus, the control agent “does not know” that the
received data is corrupt with intentional errors.

A. FDI Attack Representation

Assume, a general representation for FDI attacks on the
system state parameters 6,6, P4. Because of the false data
introduced by the adversary, the received measurements at the
controller of cyber-physical agent 7 (termed as Si, 92; , ]5,47; ) can
be represented as

0;(t) = 0:(t) + foi(t)
Pui(t) = Pa;(t) + fri(t)

8i(t) = 6:(t) + fri(t) (1D
where a general FDI attack signal is expressed using
Joi(t) = €10 (t) + kit (L) + par
fri(t) = €i2Pai(t) + Kkia(t) + pi2
J5i(t) = €30;(t) + riz(t) + piz. (12)

In this context, the ¢; term introduces an amplification com-
ponent, x; represents a general time-varying additive signal,
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and p; denotes a constant bias in the received system state
variables. The model in (11) provides a general representation
that can capture different types of FDI attacks. Following (4),
the rotor angle values determine Pr;. Thus, an attack on rotor
angle measurements can indirectly affect the value of Pya;(t).
Since the PFL controller utilizes the values of Py;(t) and 6, (¢)
to calculate w;(t), the following discussion will focus on FDI
attacks on rotor speed and accelerating power; however, an FDI
attack on ¢; implicitly leads to an attack on P4; as demonstrated
by (4).

Since it is assumed that the FDI attack vector bypasses the
bad measurement detection scheme, the PFL controller will, un-
knowingly, utilize the received (and corrupted) measurements to
calculate the control action. Using the corrupt received measure-
ments in §; and Py;, the PFL control signal at time ¢ becomes
u;(t) = —Pa;(t) — a;0;(t). Given the values of the control
signal, ]5,47;, and 91 the rotor dynamics of generator ¢, thus,
becomes

0;(t) = — é);f;(j: 0;(t) — 210;2_7;8 0:(t) — ‘aizuj—% Zf:iz
@ikl (t) + Kin(t) + € Pai(t)
ZHZ'/LUS
=:a;0;(t) + b;0;(t) + c; + gi(t) (13)
where

ai = —(Di + a;)/(2H; Jws)

bi = —(ai€in)/(2H; /ws)

¢ = —(aipin + pi2)/(2H; Jws)
gi(t) = — (ki (t) + Kia(t) + €2Pai(t))/(2H; Jws).

In this formulation, a;0;(t) represents the dynamics of the
rotor when there is no FDI attack, and the impact of the FDI
attack on rotor speed appears in b;0; (t) + ¢; + g; ().

B. Impact on Rotor Speed and Angle

Building on the results in (13), the rotor speed dynamics
at time ¢ becomes 0; (t) = (a; + b;)0;(t) + ¢; + ¢;(t). Solving
this differential equation leads to

9,‘ (t) = Gi (to) exp((ai + bi)t)

a; (—:;— bz (exp((ai + bl)t) — 1)

+ / gi(t)exp((a; +b;)(t —7))dr  (14)

to

where g;(7) is defined in (13), ¢y is the starting time of the
controller, and 6;(¢o) is the rotor relative speed at ¢y. Then,
applying the values of a;, b;, and ¢; from (13) reveals the value
of the rotor relative speed as a function of time as shown in (16).
I_n addition, let ¢;(ty) denotes the rotor angle at ¢,. Then, using

0; (t) = Q40;(t) and (14) to study the impact of FDI attacks on
the rotor angle of generator ¢, we find that the rotor angle can

be expressed as a function of time as

_ 0:(to)(ai +b;) + ¢ Ci
5Z (t) - 6Z (to) (ai + bi)z QS a; + bl Qét
0;(to)(ai +b;) + ¢
by epllen v b))
t
bt /t g () (exp((as + bi) (£ — 7)) — 1) dr.

15)

Similarly, expanding this result using the values of a;, b;, and ¢;
leads to the expression of d;(t) in (17).

D; + o + ;€ Qi1+ fio
0;(t) = 0, (to) exp <— 2, o, > T —

Di + o + aiei
X exp —Wt —1

t Di + (651 + Q€41
+ /to gi(T) exp (_ZHZ-/ws (t— 7')) dr.
(16)

Qi+ o _ O2H;/w,
D +a; + a6 Di+ o+ ageq

! D; + a; + o€ )
x [ gi(7) lexp [t — T —1>d7'

QSZHi/U)S
(Di + a; + aiein)?

i (t) = di(to) —

(0; (to)(D; + a; + aj€n)

().

a7

D; + o; + i€

+a i + fiz) (1 —exp (— 2H, Jw

C. Rotor Speed and Angle When There is no FDI Attack

This is the case of normal operation where fy,(t) = 0 and
fpi(t) = 0. From (16), the rotor relative speed will appear as

D; + o
0;(t) = 0;(to) exp (- 20, t>~

In addition, following (17), the rotor angle during the normal
control operation becomes

Q2H; [wy D; + «;
6i(t) = di(to) + moz(to) <1 — exp (— 20, o, t)) -

(18)

It is to be reminded that 2’3{'“;1 > 0. Thus, following the results

in (18) and (19), the steadﬂl—sfate values of the rotor speed and
angle can be expressed as

(20a)

——0, 20b
Dz' + o ( )
Consequently, the rotor speed of generator ¢ will exponen-
tially converge to the synchronous speed (i.e., limy; o w; () =
wy ), and that means the synchronous generator is stabilized due
to the actions of the PFL controller.
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IV. STUDY OF SPECIAL CASES OF FDI ATTACKS

In this section, we consider special cases of FDI attacks. We
build on the results in (16) and (17) to simplify the expressions
for the generator’s rotor speed and angle in order to gain more
direct insights.

A. Attack Targets Rotor Speed Variable

Consider the case of an FDI attack that only targets the rotor
speed variable (6;); thus, fp;(t) = 0. The following is a detailed
study of the impact of some specific attack vectors.

1) pin # 0, Other Terms are Zeros: This is the case of
a constant bias in the rotor speed measurements. In this FDI
attack, the rotor relative speed and angle, respectively, appear
as

6, (1) = 6: (to) exp (- Di + a; )

ZHZ'/WS
Qitit (oo _Ditoei N
Di =+ (6% ZHZ'/WS

_|_

02H; [ws D; + o
i (t) = 6i(to) + ———0;(to) ( 1 — - ¢
0= 0+ 50w (1 e (-5
Qi 41 2H; Jws
Qs —1
+D,;+a7; <Di+04z )

D; + «;

(1o (-2,

Then, the steady-state value of the rotor relative speed is shown
as

1)

A Qi1
0, = — . 22
=Dt (22)

However, the magnitude of the rotor angle increases with time
because of the {5t term.

2) €1 #0, Other Terms are Zeros: The FDI attack in
this scenario provides only an amplification term of ¢;;, and
thus 6;(t) = 6;(t) + €16 (t). Consequently, this attack affects
the rotor dynamics as

0;(t) = 0:(to) exp <—Dl ;;YI:/Z?ZG“ t)

O 2H; Jw
0; (t) = 0; (¢ U 0i(t
®) (0)+Di+az’+ai€i1 i(fo)
Q2H; Jw D; + a; + aiei
o seHijWs gy B e B B AR
D 4 a; + € i(fo) exp 2H; [wy

(23)

Consider the situation when €;; > —(D; 4+ «;)/«;, and in this
case D; + «; + aye;1 > 0. This leads the steady-state values to
be expressed as

0; =0

= QgZHZ—/w;
5, = 6, (tg) + ——s2Ti/%Ws
’ (0)+Di+ai+ai€il

0:(to). (24)

However, if ¢;1 < —(D; + «;)/«;, then the magnitude of the
rotor speed and angle will increase with time, and so transient
stability is lost.

3) w1 #0,¢;1 # 0, Other Terms are Zeros: In this case,
the FDI attack adds amplification and constant bias terms to
the rotor speed variable. Hence, the rotor speed and angle of
generator ¢ are described as

Qi1

0(t) = — —Qitit
®) D; + a; + aiein

Qi
Oito) + 5— ——
—|—( (0)+Di+0¢i+ai€“>

o Di+ai+ai€ilt
ex R
Qi i1

5:() = 6 (fg) — M
(®) (to) D + a; + e

O2H; /w, Qi
% 0;(to) + _ Qaka
D; + a; + a;€n D; + a; + a;€n
( ( D; + a; + a;€ ))
X (l—exp| ———arr—F——t] .

ZHZ‘ /ws
The steady-state behavior depends on the value of the amplifi-
cation term. Specifically, if €;; > —(D; + «;) /v, then

Qt

(25)

) Qi fhil

= ———. 26
' D; + a; + aien (20
However, the magnitude of the rotor angle increases with time.
On the other hand, both rotor speed and angle diverge when

€1 < —(Dj + i) /.

B. Attack Targets Accelerating Power Variable

Consider the case of an FDI attack that only targets P,4; with
a constant bias (u;> # 0). This attack leads the rotor dynamics
to be

o ‘ Lin _Di—&—ai M2
i(t) = (92(7:0) oy a> P ( 2H; Jws t> Dj + o
Wiz QSZHZ'/CUS
= 8;(ty) — Q
0; (t) 0i (to) D;+a; 7 b+ D; + o

,U,j,z D, + (7%
) 1— _
x (97' (to) + D; +ai) ( eXp( 2H,; w,

In this case, the steady-state value of the rotor speed is shown
as

().

27

) Hi2
0; = — . 28
; D+ o (28)

However, the magnitude of the rotor angle keeps increasing with
time.

C. Attack Is Only a Constant Bias

In this scenario, the values of ¢; and «; (t) are zeros. Thus, the
FDI attack signal appears as

foi(t) = i
fri(t) = pin-
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This type of FDI attack changes the rotor speed into

Di —+ o
t
2Hi /ws

Qi il + pin D; + «;

+ W (eXp (— ZHZ'/(.L)S t) - 1) . (29)
Here, the first component of 6; (¢) represents the normal behavior
of the rotor speed when there is no attack [i.e., the term in (18)],
and the second component represents the impact of the FDI
attack on 6;. Thus, %ﬂ“(exp( 2DH7‘:1 t) — 1) represents
the deviation in rotor speed due to the FDI attack. From (29),
the steady-state value of the rotor relative speed becomes

0.0 = 0t e

g, — _ it + [z

;= 30
D, & o (30)

Likewise, the rotor angle expression during this type of FDI
attack is expressed as

Qi1 + 2
0;(t) = 6;(tg) — —————=Q,t
(t) = di(to) D ta
Q2H; Jwy D; + «;

))

(€19}

Do eti/®s [ _
(Di + ;)2 ( P ( 2H, o,
X (0;(to)(D; + ai) + iy + piz) -

It is observed here that this FDI attack causes a deviation of
i1 pio TV 2H, Jws D,+a; :
Qi o (1 —exp (=55 Tor t)) — Qst] in the rotor
angle. Also, if a1 + pio = 0, the steady-state rotor angle in
this case is shown as
= Qs 2H1 /ws

51' = 52 (to) + Dt o 91' (to) .

Otherwise, the magnitude of rotor angle increases with time.

(32)

D. Attack is an Amplification and a Constant Bias

In this type of FDI attacks, the received measurements at
agent ¢ will appear as

éi (t) =
Pai(t) = Pai(t) 4 €2Pa;i (t) + i

which leads to g;(t) = 2H 5 o Py;(t) in (13). Thus, the rotor
speed and angle can be expressed as in ( 16) and (17), respec-
tively, with g(7) is replaced with — ;7 S -P4;(T). Since the
expression of the accelerating power over time is typically very
complicated and depends on many factors, the deviation in rotor
speed and angle values can be numerically calculated during a
simulation. To investigate the steady-state behavior under this
type of attacks, define

0;(t) + €16;(t) + pin

! D; + a; + a;€;
Ay, = zlglolo 5 Py;(7)exp <2Hz/ws( - t)) dr
t
A5, = Ay, — thm Py;(1)dr (33)
— 00 f/()

to denote a steady-state residue in the rotor speed and angle,
respectively. Consequently, the steady-state value of the rotor

relative speed becomes

b — — Qifin + iz €2 Ay,

34
D;+ o + 651 2H; Jws 34)

for the case when ¢;; > —(D; + «;)/«;; otherwise, the rotor
speed diverges over time. In addition, the steady-state value for
the rotor angle can be shown as

QSZHi/UJS

QSL
s€i2 A5
Di—i—ai

5: = i(to) + L e
' i(to) D; + o + e

0i(to) + (35)

for the case when o;u;1 + pix = 0. However, when oy i1 +
ia # 0, the value of |0; (¢)| increases with time.

V. ADAPTIVE PFL CONTROL AGAINST FDI ATTACKS

In this section, we investigate some reactive strategies to re-
duce the impact of FDI attacks on PFL control. We revisit the
findings of Section IV to get insights that help in devising a
reaction mechanism to offset or minimize the steady-state error
in rotor speed.

A. Observations

Let aypax > 0 denotes the maximum possible value of «;.
The following can be observed from the results of Section IV.

1) Time varying FDI components can result in steady-state
residues in (16) and (17).

2) A high value of «; can increase the value of g; in (13) for
a general FDI attack that includes time-varying signals.

3) Increasing the value of «; can decrease the difference
between the initial and final values of the rotor angle as
shown in (20b).

4) A positive amplification value on rotor speed measure-
ments does not affect the steady-state rotor speed values
as shown in (24).

5) If aunax > —pi2/pi1 > 0, then the PFL control design
parameter can be selected as o; = —p;2/ 441 to eliminate
the effect of the FDI attack on rotor speed and angle for
the case when the FDI attack is a constant bias in (30)
and (32). However, such approach does not remove the
steady-state residue in (33) when the FDI attack includes
also an amplification term.

6) Rotor angles divergence is possible if ;1 + iz # 0
in (32) and (35); thus, synchronism can possibly be lost.

Consider the steady-state values of 6; (i.e., 0;) under the
different types of FDI attacks. The value of the PFL design
parameter (a;) can be varied in response to FDI attacks as the
following.

1) Decreasing the value of «; can reduce the magnitude of
f; in (22).

2) A smaller value of «; can enhance the stability margin
in (24) and, thus, the PFL controller can tolerate more
FDI attacks; furthermore, a lower value of «; reduces the
impact of attacks on the rotor angle steady-state value.

3) Reducing «; enhances the stability margin in (26) and
can decrease the magnitude of ;.
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4) The results in (30) show that |0;| — w2/ D; as a; — 0,
and |0;| — p;1 as a; — oo; thus, o; can be made smaller
if ;> /D; lies in the acceptable range for 6;.
5) Itis observed in (30) and (32) that:
a) if p;; = 0, then increasing the value of «; reduces
the impact of FDI attacks;
b) if p;» = 0, then decreasing «; reduces the impact
of the attack; and
c) if the control agent can precisely estimate the FDI
attack parameters and if —pu;»/p;1 > 0, then a
value of o; = — 52/ i1 > 0 eliminates the impact
of the FDI attack on rotor dynamics.
6) A smaller value of «; reduces the value of
Ay, in (33); thus, decreasing the impact of
€2/ (2H; Jws)Ay, term in the steady-state value
of 0; in (34).

The above results indicate that in some cases the PFL con-
troller can eliminate the impact of the FDI attack. For example,
ifa; = —,uiz/u“ is a valid OptiOH (i.e., max > —,U,iz//.l,“ > 0),
then the PFL controller can eliminate the error in rotor speed
and angle if this ratio is estimated correctly.

B. Adaptive Control Reaction to FDI Attacks

Unless there is a strong bias in the accelerating power com-
ponent, the PFL controller should generally decrease the value
of its design parameter «y; in (7) as a result of the FDI attack.
Specifically, decreasing o; enhances the stability margin for the
case of a multiplier FDI component, and it also reduces the
magnitude of the steady-state rotor speed. However, the eigen-
values of the controlled system are directly affected by the value
of o, and it usually takes longer times to stabilize the system
generators with decreasing values of «;. Hence, there is a trade-
off between stability time and the PFL controller’s ability to
offset the impact of FDI attacks. Consequently, the value of the
design parameter should be selected in a way to balance the ag-
gressiveness of the PFL controller and its resilience to corrupt
measurements.

C. Attack Estimation

In this section, we overview techniques to estimate the
FDI attack parameters; we apply the method of moments
to estimate the signal-to-noise ratio (SNR) of the corrupted
measurements [43]. We focus on the rotor speed variable;
however, similar analysis can be conducted for the accelerating
power. In this context, 6;, 92-, and éi represent the transmitted,
FDI-corrupted, and received measurements of rotor speed,
respectively. The model in (11) presents the relation between
0; and 0;; further, 0;(t) = 0;(t) 4+ n;(t), where n;(t) is a
zero-mean Gaussian noise signal that corrupts the received
measurements at time ¢ at agent ¢’s side.

1) Notation and Assumptions: E[-] denotes the statisti-
cal expectation operator, which can be estimated for a specific
variable by averaging its value over time. E[6;(¢)] = 0 can be
assumed from the properties of the rotor speed variable. Fur-
thermore, E[02(t)], E[62()], and E [n?(t)] represent the power
of the transmitted, received, and noise signals, respectively. The

estimated value of E[02(t)] (denoted E[62(t)]) is calculated at
the controller side by time-averaging the power of the received
signal. In addition, 6;(t) is assumed to be an ergodic signal;
thus, the estimate to E [0?(t)] (denoted E[6?(t)]) can be cal-
culated from the typical properties of the rotor speed signal.
Further, 6;(t) and n; (t) are assumed to be independent signals
(e, E[0;(t) - n; (t)] = E[0;(t)] - E[n;(t)]), which is valid given
that n; (¢) is a noise signal. The following cases are considered.

2) No FDI Attack: Consider the following model of the
received signal

0i(t) = 0,(t) +

Thus, E[6;(t)] = E[6; (t)] 4+ E[n;(¢)] = 0from the properties of
the signals, and E[02(t)] = E[02(t)] + E[n?(t)] from the inde-
pendence assumption. The actual SNR value is then expressed
as

ni(t) . (36)

E[62(1)]

E[n2()]

'l:hg noise power is estimated at the controller side from
E[6?(t)] — E[6?(t)]. Hence, the estimated SNR value is cal-
culated from

SNR = (37

E[e2)]/ (B[] ~E[0)]) -

Since E[62(t)] is measured by the controller by time-averaging
the received signal power, and because [ [03 (t)} is assumed to
be known from the typical properties of the rotor speed signal,
then the SNR can be estimated as shown above.

3) Constant-Bias FDI Attack: The received (corrupted)
rotor speed variable appears as 6;(t) = 0, () + n;(t) + w1,
where p;; is the constant bias that the adversary injects in
the transmitted signal as in (11). Thus, E[f;(t)] = 1, and
E[62(t)] = E[2(t)] + E[n ( )] + p2,. The constant bias is es-
timated in this attack from [[0; (¢)]. The SNR of the received
signal also appears as

SNR = (38)

However, E[n? ()] + 12, = E[62(t)] — E[62(t)]. Consequently,
the controller can estimate the SNR value from

E[2)]/ (B[@(0)] - E[2)]) -

4) Additive FDI Attack: As shown in (11), the received
signal is expressed for this attack as 0;(t) = 6 (t) + n, (t) +
ki1(t) + pi1. The attack signal is assumed to be indepen-
dent of the transmitted signal 6;(t), and that x;; has zero
mean. The constant-bias term is estimated using the first mo-
ment as [0 (t)] = ;; calculating the second moment of the
received signal also yields E[02(t)] = E[02(t)] + E[n2(t)] +
E[k? (t)] + pZ,. This attack leads to an SNR value of

E[62(1)]

R B+ B[ 0] + 4

(39)
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Fig. 1. Phase portrait when there is no FDI attack. (a) PFL control is
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5) Multiplicative FDI Attack: This is a case where the (© (d
FDI attack amplifies the transmitted signal by a gain fac-
tor. From (11), the received signal is él (t) =0, (t) +n, (t) + Fig. 2. Phase portrait for different FDI attacks on rotor speed variable

€i10; (t) = (1 + 67;])97; (t) + n; (t) Thus, E[Gl (t)] =0, and the
SNR value is calculated from
E[n}(1)]

3

SNR = (40)

To estimate the SNR for this type of attack, we calculate the
second and fourth central moments of 6; (t) as

E[62(1)] = (1+ en PE[62(1)] +E [n3(1)
E[6H(1)] = (1+ en)'E[6}(1)] +E[n}(1)

+6(1+ €1 2E[62(0)| E[13(0)]

where E[n}(t)] = 3(E[n?(¢)])* for Gaussian noise [44]. The
second and fourth moments of 6; (t) can be estimated from
the received measurement. Solving for E[n?(¢)] and (1 + €;;)?
in (41) enables the controller to estimate the SNR value in (40).

(41)

VI. NUMERICAL RESULTS

In this section, we numerically evaluate the impact of exam-
ple FDI attacks on the transient stability control. The IEEE New
York—New England 68-bus test power system is used for numer-
ical simulations. The test system has 16 synchronous generators
and 68 buses. The parameters of this power system are extracted
from [45], and the simulation environment follows the guide-
lines in [21]. More details about this test system can be found
in [46]. As an illustrative example, consider a three-phase fault
that occurs at Bus 30 at ¢ = 1 s for 5 cycles (i.e., a fault duration
of 83.3 ms), and the fault is cleared after that; thus, the test power
system undergoes a major disturbance enabling transient stabil-
ity studies. To facilitate achieving transient stability, PFL control
is activated in all agents att = 2 s, and the control design param-
eter a; = 9D; is used for Figs. 2 and 3. Further, the capacity of
each ESS in the cyber-physical agents is limited to 5% Py,
which means that max (lui (t)]) < 5%Puri,Vie{l,...,N}.

(PFL control is activated). (a) ¢;; = 5, others are zeros. (b) ¢;; = —1.5,
others are zeros. (c) p;; = 0.015, others are zeros. (d) ¢;; = 2.5, ;1 =
—0.001, others are zeros.

N SRR S

Rotor relative speed (mpu)
Rotor relative speed (mpu)

|
[}

=20 -10 0 10 1 1.5 2
Rotor angle (rad) Rotor angle (rad)

(@ (b)

2| ’UV
6 ;
4
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Rotor relative speed (mpu)
Rotor relative speed (mpu)

=80 —60 —40 80 100

-20 40 60
Rotor angle (rad) Rotor angle (rad)

© (d

0 20 0 20

Fig. 3. Phase portrait for different FDI attacks on accelerating power
variable (PFL control is activated). (a) ¢;,» = 5, others are zeros. (b) ¢;,, =
—35, others are zeros. (C) p;2 = 5, others are zeros. (d) €, = —1.5, 2 =
—5, others are zeros.

We consider the phase portrait as a geometrical representation of
the weighted trajectories of the system generators’ rotor speed
and angle.

A. Performance When There are no FDI Attacks

The phase portrait is shown in Fig. 1 for the case when there
is no FDI attack. Fig. 1(a) displays the results when the PFL
control is not activated, while the phase portrait when the PFL
controller is activated is depicted in Fig. 1(b). It is shown that
without distributed control, the power system trajectory keeps
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Fig. 4. Phase portrait showing PFL controller completely eliminating
the impact of FDI attack. (a) No FDI attack: «; = 10. (b) FDI attack:
o = 10, i1 = —0.05, Hi2 = 0.5.

“swinging” till the system finally settles in (if it is stable); how-
ever, the PFL control speeds up the stabilization process and the
phase portrait converges faster.

B. Impact of FDI Attacks

As a demonstration, we display in Fig. 2 the impact of exam-
ple FDI attacks on the rotor speed variable. The impact of such
attacks on transient stability is shown to depend on the details
of the FDI attack vector. For example, a large positive multiplier
term (e;; > 1) may not cause a large variation in the power sys-
tem trajectory; however, a negative multiplier, even if relatively
small, can cause noticeable divergence for the transient stability
control. Considering a simple amplification plus constant bias
FDI attack in Fig. 2(d) demonstrates the easiness of tricking the
distributed control on settling the synchronous generator on a
nonzero rotor relative speed. Furthermore, the weighted phase
portrait is shown in Fig. 3 for sample attacks on the accelerat-
ing power variable. As Py; (t) usually decreases with time after
the end of the disturbance, the impact of multiplier terms be-
comes smaller over time. Similarly, an additive FDI term moves
the steady-state value of the rotor speed according to (28) and
shown in Fig. 3(c).

C. Adaptive PFL Control

The PFL controller can be made adaptive to reduce the impact
of the FDI attacks as detailed in Section V. For example, the
value of the design parameter can be set to — ;5 / 14;1 for constant
bias attacks if this ratio is within the acceptable margin for «;.
Assuming that the PFL controller can accurately estimate such
ratio, utilizing ov; = —p;2/ 1141 completely eliminates the impact
of this type of FDI attacks as demonstrated in Fig. 4.

Further, following the results of Section V, Figs. 5-7 demon-
strate sample performance results (for the first four generators in
the test power system) for the adaptive PFL control for different
types of FDI attacks. For example, in Fig. 5, the steady-state
rotor value decreases from about 15 to 4.6 mpu when «; is de-
creased from 9D; to 0.01D; for a constant-bias attack on the
rotor speed parameter. Also, Fig. 6 shows the results of adapting
the PFL controller for a bias attack on the accelerating power
variable; it is observed that 6 ~ —2 mpu when «; = 9D;, but
6 ~ —0.6 mpu when «; = 35D;. Similarly for a more general

15
B Z
E 0 £
-93 4 —Gl1 g
o o
2 s G2l 2
& -G4)|
2 2
5 o
-4 &

) 5 10 15 20 25 0 5 10 15 20 25

Time (second) Time (second)
(a) (b)

Fig. 5. Adaptive PFL control for p;; = —0.5. (a) o; = 9D;. (b) a; =
0.01D;.
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Fig. 6. Adaptive PFL control for p;, = 1. (a) a; = 9D;. (b) o; = 35D;.

15 15
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Fig. 7. Adaptive PFL control for pi;1 = —0.5, i = =3, €;1 = 5,620 = 2.
(@) a; =9D;. (b) a; = 0.5D;.

FDI attack, reducing the value of a; to 0.5D; improves the
steady-state rotor speed in Fig. 7 from about 15 to 9 mpu.

D. Discussion

The phase portrait can be used to show the impact of cyber
attacks on data integrity. The numerical results in Fig. 1(b)
demonstrate the aggressive stabilization by the PFL controller.
However, it is observed in Figs. 2 and 3 that the details of
the attack vector greatly affect the impact of the FDI attacks.
For example, a positive value of ¢;; yields a limited impact on
the synchronous generator transient stability. However, the PFL
controller shows resilience to different combinations of attacks.
In addition, adapting the value of the PFL controller’s design
parameter («;) can enhance the stability of the power system
during the FDI attack.

VIl. CONCLUSION

We aim in this paper to investigate the impact of FDI at-
tacks on storage-based transient stability control schemes. We
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consider a general formulation for an FDI attack on PFL con-
trol, and we derive closed-form expressions for the values of
rotor speed and angle as a result of this cyber attack. Then, we
investigate reactive mechanisms to enhance the performance of
the PFL controller during FDI attacks. We numerically evalu-
ate the impact of example FDI attacks using the IEEE 68-bus
test power system and we draw observations on the impact and
limitations of such attacks.

It is observed from the numerical results that the PFL control
scheme handles various FDI attacks reasonably well. Further,
adapting the PFL design parameter can enhance the performance
of the controller during these cyber attacks. Future directions of
this paper include investigating detailed detection strategies of
FDI attacks on storage-based transient stability control.
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