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Abstract—This work presents a new class of cyber-physical
switching attacks that targets power transmission systems. The
proposed approach relies on exciting inter-area oscillation modes
in a coordinated manner to drive groups of system generators out
of step. Our paradigm targets inter-area oscillations by switching
a relatively small part (in the order of 2%) of the system load
at a (low) frequency that resonates with one of the inter-area
oscillation modes observed in the power system. The switching
frequency of the targeted mode is chosen through measurement-
based analysis of the frequency deviation at a select bus that is
observable by the adversary. The inter-area switching attack is
implemented as single-load switching and coordinated multi-load
switching and is studied with a variety of switching signals.
Numerical results show the potential and characteristics of the
proposed switching exploitation when applied to the four-machine
two-area power system and the Northeast Power Coordinating
Council 68-bus system.

Index Terms—Cyber-physical security, inter-area oscillations,
power system stability, smart grid, switching attacks.

I. INTRODUCTION

HERE has been recent focus on the development of
T research results, design principles and government guide-
lines addressing smart grid cyber security concerns [1], [2].
The evolving integration of cyber technology in emerging
power systems has increased exposure to cyber and cyber-
physical attacks. The significant impact of such onslaughts
is evidenced by the series of recent attacks targeting criti-
cal infrastructures including Stuxnet (2010) [3], German steel
mill (2014) [4], and the Ukraine power grid (2015) [5]. One
class of cyber-physical attacks that has received attention is
that of switching attacks aimed at disrupting operation by
exploiting priori knowledge of the power grid structure and
current state information to modulate system components to
enhance disruption.
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Initial work [6]—[9] investigated the effects of sliding-mode-
based switching attacks on the transient stability of power
systems. Here, the power system under assault is modeled as
a variable-structure control system [10]. To be effective, this
attack employs calculated state-based switchings of a given
load to create an unstable sliding-mode that drives a target
synchronous generator outside its stability boundary. A linear
model of the local power grid and full knowledge of the target
generator state are necessary for attack success.

More recently, a state-based switching attack employing
a fast-acting energy storage system (ESS) was proposed to
destabilize parts of the power grid [11]. Here, an adver-
sary is assumed to have physical/cyber control of a circuit
breaker, access to the current state of the ESS (by, for exam-
ple, interception), and knowledge of the power system model
under the binary (open/closed) states of the circuit breaker.
The opponent, using this knowledge, computes a switching
signal that determines control of the ESS circuit breaker to
instigate power system disruption.

Another switching attack was presented as part of the Idaho
National Laboratory’s Aurora experiment [12]. This undertak-
ing showcased the impact of switching a synchronous machine
out of synchronism. The associated threat model assumed by
the Aurora attack places an adversary at a capacity of gaining
control over one of the most protected components in a power
system thus arguably decreasing the practical attack feasibil-
ity. Switching attacks have also been included in vulnerability
and anomaly detection frameworks [13].

Although a number of thrusts have examined switching-
based attacks, few methodologies have been developed to
address their mitigation; investigations have focused on
approaches to counteract switching using ESSs via a game-
theoretic control [14] and a feedback-linearization control [15].

In this paper we propose a new class of switching attacks,
termed inter-area switching attacks, that addresses the limita-
tions of existing attack strategies. Specifically, our approach
enables stealthy reconnaissance and execution without the
need for full knowledge of power system topology or state
providing greater feasibility. The practical advantage of our
scheme stems from the exploitation of inter-area mode oscilla-
tions within the power system that are easily estimated through
measurement-based techniques.

Inter-area oscillations characterize how a group of coherent
synchronous generators swing against other generator groups.
The proposed switching attack has two phases: reconnaissance
and execution. During reconnaissance, an adversary probes
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and estimates inter-area oscillation modes of the power system.
Based on this knowledge, the adversary then selects a mode
and subsequently, during execution, switches a small part of
the load under his/her control near an inter-area link. A low
switching frequency is selected to stimulate one of the system
inter-area oscillation modes thus over-exciting it. Hence, with
sufficient switching, the attack will resonate the targeted mode
resulting in driving a group of generators to instability. The
size of the switched load is relatively small, where for the
case of the four-generator two-area power system, a success-
ful inter-area switching attack was conducted by switching
2 — 16% of one load (L7). Noting that switching a smaller
size load would require a longer switching time to successfully
carry the attack. Further, as shown for the case of coordi-
nated switching attack, an adversary could resort to switching
multiple smaller loads in a coordinated manner.

The main contributions of this paper are three-fold. We first
present a model and a general methodology for inter-area
switching attacks. Next, we implement specific types of
inter-area switching attacks demonstrating the design flexi-
bility available by varying the switching signals and number
of loads controlled. Finally, we study the degree of vul-
nerability of power systems to the proposed attack through
simulations on the four-machine two-area power system and
the Northeast Power Coordinating Council (NPCC) 68-bus
system; we demonstrate how the nonlinearity of the under-
lying power system dynamics results in interesting attack
characteristics that can be exploited for high impact disruption.

The remainder of this paper is organized as follows. We
discuss our threat model and inter-area switching attacks in
Section II. Section III provides a brief review of the small-
signal analysis and inter-area oscillations in power systems.
The estimation of the inter-area modes oscillating frequencies
using the spectral Independent Component Analysis (ICA)
approach is presented in Section IV. Section V presents the
simulation setup, results and analysis. Conclusions and final
remarks are discussed in Section VI.

II. INTER-AREA MODE SWITCHING ATTACKS

Switching attacks represent an archetypal cyber-physical
attack in which cyber-enabled system elements are exploited
to disrupt targeted physical power system components. The
primary goal of switching attacks is to impact power avail-
ability, typically by causing instability of one or more target
components, by reconfiguring the grid topology in some way.
Specifically, an adversary capable of gaining cyber-enabled
access to circuit breakers initiates open/close actions that affect
system dynamics to instigate instability of a target entity such
as a generator. Previously proposed switching attacks pro-
voke disruption by modulating the power system topological
structure to instigate an unwanted dynamic response caus-
ing the component to be tripped out. For example the work
in [6] relied on variable structure systems theory and sliding
mode control to rapidly destabilize a target generator, while
the proposed attack in this work targets inter-area oscilla-
tory modes. Switching attacks, in contrast to other forms of
cyber-physical attacks on power systems, have been shown
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to be capable of high impact disruptions within very short
time intervals using limited knowledge of power system topol-
ogy. Moreover, there can be greater control over the physical
components targeted for disruption.

Thus, an important function of existing power system moni-
toring and protection schemes has been to constrain the range
of possible attacks and restrict the degree of attack impact
by limiting cascading failures and regulating impending insta-
bility. The application of such protection is facilitated by the
ability to monitor and detect anomalous physical states, which
is greatly enhanced when aggressive switching is applied by
an opponent to carry out a successful attack.

In contrast, in this paper, we demonstrate the existence of
a successful class of stealthy inter-area switching attacks that
exhibit the following properties that enable them to be a more
insidious threat:

o low switching frequency that can readily go undetected;

o low switching power that cannot be easily distinguished

from regular load changes; and

o lack of the need for a full power system model or

knowledge to construct and apply the attack.

As we discuss next, the proposed attack makes use of the
presence of inter-area modes and the ability to switch loads
in the system to excite these modes to intensify disruption.

A. Power System Characteristics

Power systems comprised of multiple synchronous
machines exhibit complex properties and phenomena. One
such characteristic is termed generator coherency, which
describes how groups of generators in the power system
naturally cluster in terms of frequency when a disturbance
is applied. Synchronous machine coherency can be modeled
as interactions of coupled oscillators where the different
machines are coherent if they oscillate in synchronism [16].
Inter-area mode oscillations are one manifestation of
interactions between groups of generators in a power system,
typically observed when the groups of generators that are
interconnected by weak lines swing against each other [17].

There are two distinct types of inter-area oscillations: very
low frequency modes (0.1 —0.3 Hz) involving all generators of
the power system, and higher frequency modes (0.4 — 0.8 Hz)
involving subgroups of generators swinging against each
other. An inter-area oscillation mode is a characteristic of
a specific power system for a given operating condition. A
detailed representation of the interconnected power system
enables the analysis of inter-area oscillations as detailed
in Section III.

Switching loads represent a stealthy way to introduce
subtle disruptions in the power grid that can be masked
as normal load changes. Power system loads are typically
classified as one of three types: constant current, constant
power, and constant impedance. From an adversarial perspec-
tive, heating loads (which have constant impedance) present
a convenient class to exploit for switching, as these loads
undergo switching during normal operation. In contrast, con-
stant power and constant current loads are, in many cases,
motor loads and converter-based loads, respectively, whose
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switching would be more apparent to consumers and system
operators.

B. Threat Model

The proposed attack relies on a threat model in which
the targeted power system exhibits inter-area modes that are
exploited via limited access to cyber-enabled infrastructure.
The salient components of the threat model can be summarized
as follows.

1) The power system exhibits inter-area modes that can be

exploited for disruption.

2) The adversary can:

a) control part of the system’s load denoted the
switching load Lgy,.
b) observe the line measurements (for a few seconds)
at the switching load Lgy bus.
It is important to emphasize that no previous system knowl-
edge (such as the A matrix) is required to construct or apply
the proposed attack. In addition, the existence of inter-area
modes is evident in most multi-machine power systems.

The proposed threat model deconstructs the attack into two
stages: reconnaissance and execution. This model is observed
in recent cyber-physical attacks with proven consequences on
cyber-enabled industrial systems as in the case of Stuxnet [3],
and power systems as in the case of the cyber-attack on the
Ukrainian power grid [5]. Moreover, the proposed level of
access assumed by the presented threat model can be obtained
by an adversary with limited resources as is evident in the
attack on the Ukranian power grid.

For example, the ability to control part of the system’s load
is possible through intrusion of associated smart meters or
home area networks that appropriately shed/excite loads via
control signals that may be spoofed. In another potential sce-
nario, an adversary obtains limited substation access to, for
example, de-energize the circuit breaker of the line connected
to Lgw. Yet another alternative enables an adversary with lim-
ited resources to cause a transient fault from the switching
load Lgy, side. Practically, such infiltrations may be possible by
exploiting one or more of a variety of weaknesses in specific
device operating systems, communication protocols, physical
security in use and using insider information [18]; the details
and associated investigation are beyond the scope of this paper.

Similarly, ability to observe appropriate line measurements
is possible through intrusion of associated sensor devices or
communication links to glean information directly about line
measurements or estimate them from related data [18]. This
enables measurements to be collected and analyzed by an
adversary to deduce the characteristic inter-area oscillation
frequencies. An adversary then selects one of the inter-area
frequency modes denoted f;y, and (at a select time) switches
the load under control at frequency fqy. The reader should
note that f, is typically less than 1 Hz. The existence of
inter-area modes enables the switching to cause coherent gen-
erators in the system areas to swing against each other; hence
their phase difference would eventually be outside the toler-
ated range, resulting in either generator tripping or islanding
of the system areas if islanding mechanisms are installed.
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Fig. 1. Inter-area switching attack.

C. Attack: Reconnaissance and Execution

To launch an effective inter-area switching attack, the
adversary conducts the following steps (see also Fig. 1).

1) As consistent with the threat model, gains access to:

o Part of the constant-impedance load Lg, with the
ability to switch Lg, on and off.

o Line measurements at the Ly bus.

o Short circuiting control, such as the built-in de-
energization circuit breaker or a method of imposing
a fault at the load side.

2) Imposes a transient short circuit on the power system at
time fp to excite system inter-area oscillation modes.

3) Records line measurements for few seconds following
the fault until the system enters steady-state.

4) Performs spectral ICA analysis on the recorded data to
extract the frequencies of the inter-area modes (collec-
tively denoted Fy,).

5) Select the target mode frequency f,;, € Fy,.

6) At time 7o + T, applies switching of L, at frequency
fsw = fm, where T > 0 is the time the adversary waits
before launching the switching attack.

7) Concludes switching after power system instability
arises.

Steps 1 to 4 represent a reconnaissance phase, while steps 5
to 7 occur during the execution phase.

D. Forms of Inter-Area Switching Attacks

An adversary may consider different implementations of
switching attacks based on the number of loads under attacker
control, switching frequency, and intended stealthiness. The
switching signal S(7) at frequency fiw can be expressed as

S = %[sgn(sin(answt)) +1] (1)

where S(1) = 1 (S(#) = 0) denotes a closed (open) switch.

Using the estimated target inter-area frequency fsw, realiza-
tion of the inter-area switching attack can take different forms
of which we consider two:

1) Single Switching Load: In this form of the attack, a sin-
gle switching action via (1) is initiated on part of the system
load Lgy, with a switching frequency the same as the estimated
targeted inter-area mode fqy,.
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Fig. 2. Proposed cases of coordinated attack.

2) Coordinated Switching Loads: In this attack form, we
consider the situation where the adversary has access to more
than one load, and investigate how this would impact attack
structure and characteristics. Within this context two options
prevail for load switching coordination (see also Fig. 2):

o Case 1: Switching both loads at f;, with a 50% duty
cycle! via (1) and with the quantity of switching load
distributed between the two loads.

« Case 2: Switching both loads at a frequency that is half the
targeted mode frequency fyw = % with a 25% duty cycle
and a phase shift between the two switching signals as

1
Si1(1) = Z[sgn(sin(answt)) + 1]

[ oo 5))

S2(1) = S1(t + 70) 2)

where t( represents an appropriate phase shift, and a
switch value of 1 or O represents a closed or open switch
position, respectively.

The nonlinear power system characteristics preclude the
use of superposition theory to predict system behavior. Thus,
later in the paper, we empirically investigate the effects of
coordinated switching as a function of phase difference and
frequency range to determine the stealthier implementations.

E. Stealthiness

In the context of cyber-physical systems, a stealthy attack
is defined as one that cannot be observed using existing detec-
tion measures during an active phase of attack until significant
physical disruption ensues. For example, the well-known class
of false data injection attacks is considered stealthy if bad data
detection cannot flag measurement corruption [19]. Hence,
stealthy attacks can be particularly worrisome due to the
potential damage possible before identification.

For the proposed inter-area switching attack, system oper-
ators are usually aware of the system state and the changes
that occur including variations in the load. We assert, how-
ever, that slow load switching at a frequency less than 1 Hz
will not alarm the system operator as it resembles nat-
ural load variations. Moreover, coordinated attacks further
increase stealthiness by decreasing the switching frequency

IThe duty cycle of a pulse wave signal is defined as the ratio of the active
signal time over the overall time for one waveform cycle.
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and quantity of load switched at each attack location. To fur-
ther mask the attack from system operators, an adversary could
also consider simultaneously inducing a fault into the system.

III. SMALL-SIGNAL STABILITY AND
INTER-AREA OSCILLATIONS

In this section, we introduce a high level summary of
power systems small signal stability concept and how it relates
to inter-area oscillatory modes exploited in the proposed
attack model. Small-signal stability refers to maintaining syn-
chronism between synchronous machines when subjected to
small disturbances and has been considered an important
aspect of power system analysis. In current power systems,
small-signal stability problems are often related to insuffi-
cient damping of system electromechanical oscillations [17].
Eigenvalue analysis of a linearized power system model is a
well-known and commonly used approach to investigate the
properties of inter-area oscillations in multi-machine power
system models [17], [20], [21].

A. System Model

The dynamics of a multi-machine power system can be
described using a nonlinear state-space representation:

x =f(x,u)y =g(x,u) 3

where x,u,y are the state vector, system input vector and
system output vector, respectively, and f, g are nonlinear func-
tions mapping the state and input vectors to the system dynam-
ics and output, respectively. Small-signal stability considers
the stability of the power system under small perturbations;
hence, system dynamics can be linearized around an equilib-
rium point. Let (xg, #g) be the initial state vector and the initial
input vector, respectively, corresponding to the equilibrium
point of interest; thus, x = f(x¢, o) = 0.

For a small deviation (Ax, Au), we represent the state and
input as x = x9 + Ax and u = ug + Au, respectively. Then,
the linearized form of (3) can be formulated as

Ax=AAx+BAu
Ay =CAx+DAu 4)

where A is the state matrix, which is also the Jacobian
matrix with elements a;; corresponding to the partial deriva-
tives 0f;/dx; (where f;, x; are the ith and jth element of f,x,
respectively) evaluated at the equilibrium point of interest.

B. Eigenvalues and Stability

For small-signal stability study of the power system, eigen-
value analysis is conducted on the state matrix A of the
linearized system model. The results of this eigenvalue anal-
ysis is presented in the form of right and left eigenvectors

W, ¢) [17]:

ViA =i ¥i
Adi=1ri¢i. Q)
Let ® = [¢1, ¢2, . .., ¢,], then the following quadratic form
results:

14D = A (6)
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where A is a diagonal matrix with eigenvalues A; as the diago-
nal elements. Stability of the power system is determined by A;
where a real eigenvalue would correspond to a non-oscillatory
mode, a negative real eigenvalue represents a decaying mode,
and a positive real eigenvalue represents instability. Moreover,
complex eigenvalues, that usually occur in conjugate pairs,
correspond to oscillatory modes.

For a complex pair of eigenvalues expressed as A = o £jw,
the corresponding frequency of oscillation f in Hz is calcu-
lated by

w
= — 7
f=5 (M
and the damping ratio £ is given by
—0
§= = ®)

Vol+w?
In the next section, we illustrate how to obtain an estimate of
the targeted inter-area oscillatory mode.

IV. PROBING THE TARGETED INTER-AREA MODES

Success of the proposed class of attacks depends, at its core,
on the effectiveness of the reconnaissance phase; i.e., effec-
tively identifying the frequencies of inter-area mode of oscil-
lation through offline analysis of line measurements following
an induced fault. Several measurement-based approaches to
estimate the frequency of different inter-area modes exist
in literature [22]. Examples include masking signal-based
empirical mode decomposition [22], spectral ICA [23], [24],
Prony analysis [25], Yule-Walker methods [26], least squares
algorithms [27], and subspace methods [28].

In this paper, we adopt the spectral ICA method due to its
invariance to time delays and phase lag, and it’s immunity to
noise in the measured data [23], [24]; nevertheless, we believe
that other methods could be easily applied. In our setup, the
input data to this method is the frequency deviation signal
recorded at the Lg, bus. Once the adversary induces a fault,
this data is gathered over the time following the fault until the
system settles to steady state. The output of the spectral ICA
method is the frequency of oscillation of the targeted inter-
area mode. This frequency is used to identify the switching
frequency of the proposed switching attack.

The ICA approach is used to separate/recover unobserved
signals or sources from an observed mixture without previous
knowledge of the system properties or specifications [24], [29].
ICA assumes that the observed signal is a mixture of inde-
pendent non-gaussian components, and seeks to maximize the
statistical independence between the components, e.g., maxi-
mize kurtosis (non-Gaussianity). Mathematically, ICA aim to
decompose an input matrix X into independent non-Gaussian
components (ICs) such that:

X=wcC €))

where the rows of C are the ICs of the system and W is
the mixing matrix that relates the ICs to the measured signal.
For spectral ICA method, the power spectral densities of the
measured time series are used as the rows of X. ICA decom-
position on the power spectra of signal measurements such
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as frequency deviation signal in our setup is able to separate
the signals into their frequency components and estimate the
inter-area oscillatory modes. Therefore, the identified ICs in
our setup constitutes the modes of oscillation characterizing
the power system. A set of these ICs are the inter-area modes,
of which one is selected to be targeted in the proposed class
of attacks [23]. To estimate the mixing matrix and the ICs,
a fast fixed point algorithm is employed, which maximizes
the Kurtosis of the different ICs [30]. Further implementation
details are found in [23], [30], and [31].

V. NUMERICAL RESULTS

To illustrate the analysis, model, and impact of the inter-area
switching attack we consider two power system models. We
start with the four-machine two-area power system [17] as
an illustrative example to help arrive at insights, and we then
verify our observations on the Northeast Power Coordinating
Council 68-bus system.

The index adopted for this study is the time-to-instability.
This measure is defined as the time difference between the
start of the switching attack and the time that the first system
generator’s angular speed exceeds 1.025 pu [32]; this threshold
signifies when over-speeding protection is activated resulting
in generator tripping and subsequent considerable mismatch
between system generation and load.

A. Four-Machine Two-Area Power System

As an illustrative example we consider the small-signal sta-
bility of a two-area four-machine power system [17], shown in
Fig. 3. The system is composed of two similar areas connected
via a weak tie; each area consists of two coupled synchronous
generators. Each generator has a rating of 900 MVA and 20 kV.

Further, each generator circuitry is represented by a fourth-
order rotor electrical dynamic model. The stator electrical
circuit is represented in the network steady-state model. For
each generator, the magnetic saturation effects of both axes are
included in the model. Input mechanical power to each gener-
ator is assumed to remain unchanged and the governor system
dynamics are not considered. All generators are equipped with
DC excitation systems. The system data is available in [17].

Simulation time step is 1.667 msec and each simulation
case provides 20 seconds of dynamic response of the system
subsequent to a disturbance [33]. The simulated response is
sampled at the rate of 120 Hz. An analytical eigenvalue analy-
sis of the four-machine two-area system, given the knowledge
of the system state matrix A, shows that the power system
exhibits the eigenvalues and modes of oscillation shown in
Table I [17].

Based on the above identified modes of oscillation, the first
mode corresponding to f,, = 0.5293 Hz could be consid-
ered as an effective target frequency candidate. This choice
is attractive for two reasons:

o the f;, = 0.5293 mode represents the lowest inter-area

switching frequency, which aids in achieving stealth; and

« the oscillatory mode is the least-damped (i.e., has smallest

o value) potentially making it the easiest mode to drive
the system to instability.
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Fig. 3. The four-machine two-area power system.

TABLE I
FOUR-MACHINE TWO-AREA SYSTEM OSCILLATORY MODES

No Eigenvalue Frequency Damping
) o w (Hz) Ratio
1 -0.0447 +3.3256 0.5293 1.3%
2 -0.5575 +6.7107 1.0680 8.3%
3 -0.5638 +6.9352 1.1038 8.1%
4 -0.3793 +0.3334 0.0531 75.1%
5 -0.3984 +0.3300 0.0525 77.0%
6 -0.7400 +0.4663 0.0742 84.6%
7 -5.0527 +1.7660 0.2811 94.4%
8 -4.3874 +1.3211 0.2103 95.8%
9 -6.2695 +1.5562 0.2477 97.1%
10 -6.3100 +1.5564 0.2477 97.1%
11 -34.5597 +0.0817 0.0130 100%

1) Inter-Area Mode Frequency Estimation: Following the
threat model and reconnaissance phase presented in Section II,
a 3-phase fault is imposed at Bus 7 at which the switching
load is connected for a duration of 80 msec. After clearing
the fault, the power system is left to settle down with its own
dynamics, while the frequency deviation signal at Bus 7 is
recorded. The frequency deviation signal is calculated from
the rate of change of the phase angle of the bus voltage as

07

— 6y
1

_ b 1+At
Af7|t+At o

- < ! (10)

where wq is the system nominal frequency, 6; is the voltage
phase angle of Bus 7, and r and ¢ + At are time instants.
Fig. 4(a) shows the recorded signal used as the input data to
the spectral ICA method.

Applying the spectral ICA method to the above signal
resulted in identifying a dominant IC of frequency f, =
0.55 Hz. This value is very close to the frequency of the
inter-area mode identified from the small-signal analysis of the
system. However, since the estimated frequency is not exactly
the same as the calculated one, the sensitivity of the attack
strength to the change of the estimated value of the inter-area
mode will be studied further in Section. V-A4.

2) Switching at the Targeted Mode Frequency: Using the
estimated value of the inter-area mode of oscillation, the
switching attack is initiated on the test system. Fig. 4(b) shows
the switching signal used in the attack, which represents the
control signal to the circuit breaker of Ly, (at Bus 7).

Fig. 5 illustrates the impact of the switching attack on the
generators’ angular speed w and relative internal angle A§. In
this attack, 5% of the total system load is switched (i.e., 14%
of the load connected at Bus 7). It is clear that the proposed
attack quickly drives the power system to instability. Although
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we have not included the models of speed governors and tur-
bines, it is important to state that the system was driven to
instability before traditional speed governors and the turbines
would have reacted. As shown, the attack is able to destabilize
the system at around 10 seconds, which is typically less than
such devices time constants [34]. Thus, speed governors and
turbines would begin to respond after the generators would
have been tripped by the out-of-step protection.

3) Load Selection: Given the target mode and previous
analysis, we compare the attack impact when conducted using
L7 or L9 on either side of the tie-line. The goal of this inves-
tigation is to assess the sensitivity of attack success to load
selection. Results of Fig. 6 demonstrate that switching either
load exhibits similar time-to-instability behavior at the targeted
mode frequency.

4) Sensitivity Analysis: The sensitivity of the proposed
attack to the switching frequency and the portion of the load
being switched are studied here. Several simulation cases are
considered where the load switching frequency fgy is varied
through the range of inter-area oscillations. Results of this
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Fig. 7. Time-to-instability vs. switching frequency.
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Fig. 8. Contour map of time-to-instability of different switching loads vs.
switching frequency.

study are shown in Fig. 7. It is clear that the lowest time-to-
instability in the range of frequencies [0.4—0.7] Hz is achieved
at a switching frequency of fs, = 0.529 Hz. This is the same
frequency as the inter-area mode extracted by the eigenvalue
analysis of Table I. Further, it is noted that an adversary with
an estimated switching frequency of f,, = 0.55 Hz, extracted
through the ICA analysis, is able to successfully conduct the
attack as confirmed by these results.

Moreover, the lowest time-to-instability is achieved at fgy =
0.05 Hz. This is actually a frequency of another oscilla-
tory mode in the system as shown in Table I. However, the
frequency of this mode is not estimated by the ICA method
due to its high damping ratio (~ 75%). Additionally, this mode
is not an inter-area mode but a mode related to the flux linkage
of the synchronous generators.

We further study the sensitivity of the attack (with respect
to time-to-instability) to the percentage of switching load
%L7sy and the switching frequency fyw. Fig. 8 depicts these
results as a contour map showing time-to-instability curves
as boundaries. While this figure emphasizes the previous
observation, it further describes the relationship between the
time-to-instability and %L7,, where it shows that to achieve
instability in a shorter time the adversary would need to control
and switch a higher percentage of the load.

5) Coordinated Switching Loads: We next investigate the
possible cases of coordinated switching loads previously
described in Section II-D2, where an adversary has an access
to more than one load. For the simulation setup these loads
are L7 and L9. Due to the non-linearity of the power system,
we study the impact of varying the frequency of the switching
signals, as well as the phase difference between them.

Fig. 9 shows these results for the cases of 50% and
25% duty cycle. Time-to-instability is shown in color-coded
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Fig. 9. Coordinated attack on L7 and L9 with variable phase difference

between the switching signals.

Fig. 10. A schematic diagram of the NPCC equivalent system.

surface rendering for a variable phase difference and a variable
switching frequency.

For Case 1 (i.e., 50% duty cycle), the lowest time-to-
instability is observed for a wide range of phase difference
values between 35% and 70%, and a switching frequency
in the range of (0.5 — 0.58) Hz. These observations suggest
that to target the oscillation mode of interest, a coordinated
attack is very possible with little coordination between the two
switching loads. A conservative 50% phase difference could
be assumed by the adversary at the two loads.

In Case 2 (i.e., 25% duty cycle), we arrive at two distinct
interesting observations:

o at the targeted oscillatory mode fsw = f;,, = 0.529 Hz, we
have a more sensitive range of phase difference values
around (35 — 65)%; and

« at a switching frequency f5,, = % = (0.264 Hz, we notice
that we can actually obtain a low time-to-instability in
two ranges of phase shifts centered around 25% and 75%,
which results in targeting the mode of 0.529 Hz. This
is interesting due to the increased stealthiness of this
approach as it uses half of the target mode frequency.

B. NPCC 68-Bus System

The proposed attack is applied on a study system represent-
ing an equivalent of the Northeast Power Coordinating Council
(NPCC) system [35], shown in Fig. 10, which includes 16 con-
ventional power plants, 68 high-voltage buses, 66 transmission
lines, and 35 loads. Each conventional power plant (GEN)
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TABLE 1T
NPCC SYSTEM OSCILLATORY MODES

Control Electromechanical
Oscillatory Modes Oscillatory Modes
# Freq. Damping # Freq. Damping Mode
(Hz) £ (%) (Hz) £ (%) Type
1 0.0264 | 100% 12 1.8831 | 6.91%
2 0.0451 99.69% 13 1.5631 8.01%
3 0.0955 | 88.23% 14 1.5492 | 5.48%
4 0.1332 | 85.93% 15 1.5373 | 7.48%
5 1.6200 | 85.67% 16 1.4216 | 2.71% Local
6 0.1585 | 84.31% 17 1.3385 | 3.61% Modes
7 0.0882 | 83.93% 18 1.2637 | 7.52%
8 0.0907 | 79.69% 19 1.2227 | 6.53%
9 0.0977 | 78.99% 20 1.2148 | 4.76%
10 | 0.0946 | 77.65% 21 1.2051 | 6.40%
11 | 03361 | 61.42% 22 1.0740 | 6.51%
23 | 0.8104 | 5.52%
24 | 0.7653 | 4.29% Inter-Area
25 | 0.5602 | 6.66% Modes
26 | 04242 | 7.71%
TABLE III

NPCC SYSTEM ANALYTICAL INTER-AREA OSCILLATORY
MODES AND ICA ESTIMATED MODES

Mode | Analytical (Hz) | ICA Estimated (Hz) | Error
23 0.8104 0.831 2.5%
24 0.7653 0.732 4.3%
25 0.5602 0.534 4.6%
26 0.4242 0.445 4.9%

is represented by the same electro-mechanical model of gen-
erators of the two-area power system of Fig. 3. Generators
connected to Buses 2 — 8 and 13 are equipped with DC exci-
tation systems and the unit connected at Bus 9 (GEN-9) is
equipped with a static exciter [20], while the remaining gen-
erators are under constant excitation. In addition, GEN-9 is
equipped with a Power System Stabilizer (PSS) driven by the
rotor speed deviation signal [20]. Further, each transmission
line is modeled as an equivalent & model with lumped parame-
ters in the network phasor model. Finally, each load is modeled
as constant impedance and included in the network phasor
model.

Based on eigen analysis [36], the study system includes
26 oscillatory modes as shown in Table II. By inspecting the
different modes, the following is observed in relation to the
context of this paper:

o the least-damped modes (16 and 17) are primarily

affected by the power system stabilizer of GEN-9;

o mode 26 represents oscillations of GEN-9 and GEN-13
against those of the New York system;

o mode 24 represents oscillations of generators (2 — 7) of
the New England system against generators of New York
system. Therefore, New England system can be divided
into two groups, one includes GEN-8, GEN-9 and
GEN-13 and the other includes generators (2 — 7). These
two groups do not oscillate against each other; and

o the other two inter-area modes represent oscillations of
New York system generators against GEN-14 (Ontario),
GEN-15 (Michigan) and GEN-16 (PJM).

Initially the study system is at steady state, and a 5-cycle,
3-ph-G fault is imposed at Bus-64 to identify the frequency
of oscillation of the targeted inter-area mode. Table III enu-
merates the identified inter-area modes estimated through ICA
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coordinated switching of loads at Bus 64 and Bus 45.

with reasonable accuracy. The estimated frequency of the tar-
geted mode is found to be f,, = 0.732 Hz which is very
close to the frequency of mode 24 in Table II. The value
of fi, = 0.732 Hz is used as the inter-area switching attack
frequency. The single load and coordinated load switching
attacks are studied in the system, where similar results are
observed to those of the four-machine two-area power system.
Due to space limitation, we only include results for the
coordinated attack.

The switching loads are at Bus 64 and Bus 45. The coor-
dinated switching attack begins at t = 0 sec with a switching
frequency of 0.366 Hz for each load and a switching signal of
duty cycle equal to 25% and a phase shift of 25% between the
two switching signals. This switching is conducted to verify
the observation obtained based on the four-machine two-area
coordinated attack. Fig. 11(a) shows the angular speed of
system generators for the coordinated switching attack, where
the targeted inter-area mode is excited due to the imposed
switching and GEN-16 is driven to instability at r = 16.5 s.

For the proposed scenario in the 68 bus system, the switch-
ing load is comprised of the loads at Bus 45 (208 MW) and
at Bus 64 (9 MW), where the two loads combined represent
1.23% of the total system load (17620.7 MW). This may col-
lectively may represent heating loads of commercial blocks
or urban high rise buildings during, say, cold winter days
when exterior temperatures reach —15°C degrees. Therefore,
an adversary can possibly carry the attack by controlling the
supply point of urban centers.

Different power system load models, i.e., constant
impedance, constant power and constant current representa-
tions were considered. All the three representations result in
similar system behavior in response to inter-area switching
attacks, with varying time-to-instability. Figure 12 illustrates
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the angular speed deviation of GEN2 for the three system load
models, where the constant impedance load model exhibits the
lowest time-to-instability. The simulation results represent the
limiting cases of the system behavior for the different load
models. We assert that any composite load model of the system
will exhibit behaviors that are within the characteristics cap-
tured by these limiting cases thus enabling similar conclusions
on attack impact.

Further, an adversary could consider “hiding” the load
switching action from the system operator by introducing a
fault concurrently with the load switching. Introducing the
fault would “mask” the adversary action from the system oper-
ator such that the source of instability is unidentified during
the attack; resulting in increased stealthiness. The “masking”
fault is imposed at the beginning of the inter-area switching
attack at r = 0 sec. A similar system response with slightly
lower time-to-instability is observed with the “masking” fault
as is illustrated in Fig. 11(b).

C. Prevention and Detection

As can be concluded from results above, the proposed class
of attacks could pose a serious threat to power systems exhibit-
ing inter-area oscillatory modes. The work presented in this
paper aims to highlight existing power systems vulnerabili-
ties that can be exploited with increasingly stealthy attacks,
hence encouraging system operator to re-evaluate existing
measures for prevention and detection. The stealthiness of the
proposed attack challenges existing mechanisms for alarming
suspicious behaviour in the power system. One possible deter-
rence against inter-area switching attacks is to enhance the
power system’s inherit inter-area oscillatory modes damping
thus limiting the impact of such attacks. The proposed attack,
in addition to previous switching attacks, suggest the need for
new mechanisms for close monitoring of loads in the evolv-
ing power system. An alarm would be raised if systematic
switching at a frequency close to an inter-area oscillation mode
is observed. If such systematic switching is observed at the
frequencies of concern (or at fractions of these frequencies),
then possible countermeasures could involve actuation of an
energy storage system to reverse the impact of the switching
in each area.

VI. CONCLUSION

A new class of cyber-physical smart grid switching attacks
is presented in this paper. The proposed inter-area switch-
ing attack is of particular interest due to its low switching
frequency (supporting stealth) and the lack of knowledge
of the full system state (promoting practicality). The attack
targets the inter-area modes of a power system driving coher-
ent groups of generators out of step. During reconnaissance,
an adversary conducting the attack estimates a low-damping
inter-area mode by imposing a transient fault, and utilizing
a measurements based signal analysis approach to identify
and estimate the frequency of an inter-area mode of oscil-
lation. During execution, the adversary switches part of the
system load on and off at an estimated inter-area mode target
frequency driving the power system to instability.
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Results of this work show that low-frequency switching of
a small percentage of the load can quickly drive the power
system to instability. Further, we show that the proposed attack
can be successfully conducted through switching a single load
or a coordinated switching of two loads. Increased stealth-
iness of the coordinated form of the attack was observed
through switching the two loads at half the frequency of the
targeted mode. Impact, characteristics and forms of the attack
are illustrated using the four-machine two-area power system
and verified using the NPCC 68-bus system.
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