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Abstract—This paper investigates the problem of cyber-attacks
on Wide-Area Under-Frequency Load Shedding (WAUFLS), as
these schemes are critical to maintaining power systems stabil-
ity. First, we perform a detailed analysis on existing WAUFLS
schemes and show that an adversary can launch a False Data
Injection (FDI) cyberattack by manipulating the frequency mea-
surements or Power Flow Measurements (PFMs), which may
lead to system losses, unnecessary shedding of important loads,
and system-wide blackout. Second, to address this vulnerability,
we propose a novel Reliable States WAUFLS (RSLS) scheme to
protect against FDI cyber-attacks. The disturbance calculation
and load shedding process in RSLS are based on reliable system
states, obtained using a proposed data-classification method on
the PFMs that secures the state estimation operation. These
reliable states are then used to perform the power flow in
order to calculate the power mismatch. The calculated mag-
nitude of disturbance, as well as the obtained system states,
are used to decide on the amount and locations of the load-
shedding. We validate the effectiveness and accuracy of RSLS
by conducting extensive simulation on the IEEE-39 bus New
England system using PSCAD/EMTDC. The results confirm the
proposed scheme’s capabilities in evaluating system disturbance
and performing load-shedding, thus protecting the system dur-
ing under-frequency conditions, and demonstrate its robustness
against FDI attacks.

Index Terms—Wide-area protection, wide-area under-
frequency load-shedding, cyber-physical security, power system
state estimation, false data injection.

I. INTRODUCTION

IDE-AREA Monitoring, Protection and Control
(WAMPAC) is the concept of centralized power
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system monitoring, protection and control that employs the
system-wide information and communicates selected data
to specific remote locations to ensure continuous reliable
operation of smart grids [1], [2]. WAMPAC is facilitated by
the recent advancements in the Phasor Measurement Units
(PMUs), enabled by the Global Positioning System (GPS)
technology, making it feasible to monitor the whole power
system simultaneously. As a result of PMUs deployment,
real-time voltage and current phasor measurements, as well
frequency measurements, at rates up to 60 measurements/s [3],
are now available providing system operators with real-time
visibility of the power systems dynamics by complementing
traditional SCADA measurements, generated every two or
four seconds [4]. Recently, due to the availability of PMU
measurements, WAMPAC is being deployed in a multitude of
critical power networks functions such as Power System State
Estimation (PSSE), Automatic Generation Control (AGC),
real-time contingency analysis, remedial action schemes,
security constrained optimal power flow, economic dispatch,
unit commitment, phase angle monitoring, power oscillation
monitoring, power damping monitoring, voltage stability
monitoring, and dynamic line rating [5].

The integration of advanced measurement and communica-
tion technologies within the power grid increases its cyber-attack
surface making the problem of cyber-physical security inte-
gral. Cyber-physical security in the context of WAMPAC largely
involves cyber intrusion for the purpose of destabilizing spe-
cific power system operations. Cybersecurity of Wide-Area
Protection (WAP) Schemes, including WAUFLS schemes, have
been barely addressed or superficially considered for WAMPAC
systems [2]. In this paper, False Data Injection (FDI) attacks
are considered, as they represent one of the most insidious
attacks on WAUFLS in cyber-physical security today.

The authors in [6] reviewed the operation of UFLS schemes,
summarized the characteristics of these schemes and classified
the UFLS schemes into traditional, semi-adaptive, and adap-
tive techniques. Traditionally, UFLS schemes were local and
depended only on the absolute value of the frequency [7]. In
essence, these techniques shed a certain amount of the load
under relief when the system frequency falls below a certain
threshold. If the frequency keeps on falling down after the
first shed, further sheds are performed when lower thresh-
olds are passed. The values of the thresholds and of the
relative amounts of load to be shed are decided off-line, on
the base of experience and simulations. This is also called a
multi-stage under-frequency load shedding [6], [8]. Some of
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these techniques, also referred to as semi-adaptive techniques,
are developed such that it measures the Rate of Change of
Frequency (ROCOF) when a certain frequency threshold is
attained [9]. Adaptive UFLS schemes are by definition fully
adaptable. They are supposed to be capable of modifying pro-
tective actions according to system conditions causing their
activation. The adaptability feature can be achieved by several
means, one of most common being estimation of power imbal-
ance size [10], which has been used in [11], [12], [13], [14],
[15], [16], [17], [18], [19]. Some adaptive UFLS schemes are
based on prediction [10], [20]. Other recent approaches are
data-driven-based [21] and game theory-based [22].

WAUFLS protection schemes belong to the adaptive UFLS
schemes class. Recently, they have been used to provide more
accurate load shedding amount and distribution because it is
done globally based on the wide-system disturbance eval-
uation unlike the traditional schemes that makes the load
shedding decision based on local information [12], [13], [23].
Although WAUFLS offer advantages stemming from the use
of Power Flow Measurements (PFMs) and frequency mea-
surements to evaluate system disturbances, this reliance also
makes them vulnerable to cyber-attacks. This is because the
measurements used by these schemes are transmitted under
the IEC 61850 protocols [2], [24], [25], [26], which use dif-
ferent communication media, i.e., wireless, fiber optics, and
microwaves to support increased communication between both
local and remote substation devices. IEC 61850 protocols work
based on the semantics of sampled value and generic object-
oriented substation event messages that have been proven
vulnerable against different types of cyber-attacks [24], [25],
[26], [27]. An attacker can potentially direct the system
to blackout if they have access to frequency measurements
and/or change the shedding distribution if they have access
to PFMs.

In [19], the authors used the non-recursive Newton-type
algorithm to locally estimate the frequency of the system
as well as the ROCOF. These values are sent to the con-
trol center and used to calculate the amount of disturbance,
if any. Accordingly, a control action was then derived and dis-
tributed throughout the power system. Although this method
might not be susceptible to cyber-attacks since it depends on
local measurements, it still uses the swing equation which has
many disadvantages. One disadvantage of current WAUFLS
schemes, that depends on the estimation of power imbalance
size using the swing equation, is that if generators or large
synchronous motors are disconnected during the disturbance,
the system inertia has to be adapted accordingly [6]. Another
disadvantage is that these techniques are able to accurately
determine the magnitude of disturbance only at the moment
of disturbance due to the dynamic response of turbines, gov-
ernors, loads and other control elements, and does not provide
a real-time monitoring of system mismatch [19]. Although the
topic of smart grids cyber-physical security has received a con-
siderable attention and research focus, there has been limited
efforts on the topic of cyber-physical security of WAUFLS
schemes. Authors in [28], [29], [30] investigated the problem
of data integrity attacks on load shedding schemes without
proposing a detection/mitigation schemes.
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Therefore, motivated by the above mentioned research gaps,
the main contributions of this paper can be summarized as
follows:

« First, we formulate the problem of FDI attacks on current
WAUFLS schemes, which are based on the estimation of
power imbalance following a disturbance. We show, for
the first time, using mathematical formulation and sim-
ulation, that the attacker can falsify WAUFLS schemes
operation at different stages by manipulating PFMs and/or
frequency measurements to cause equipment damage
and/or system-wide blackouts.

« Second, we propose a data classification-based method
to protect the PSSE against potential FDI attacks. Once
the PSSE operation is secured, the system states (voltage
magnitude and phase angle at each bus) obtained from
the PSSE are used to run a dynamic power flow and
calculate the degree of mismatch in the power system
and perform appropriate load shedding. RSLS calcu-
lates the power mismatch value reliably, regardless of
the existence of FDI in power flow measurements, as
the proposed approach uses reliable system states for
mismatch calculation.

o In addition to mitigating FDI attacks, RSLS also tack-
les two major disadvantages of the current WAUFLS
schemes: i) RSLS monitors the system during the dis-
turbance event at each instant, not only at the moment of
disturbance; ii) RSLS does not depend on system inertia,
therefore it is valid for small and large systems in contrast
to the current WAUFLS schemes that inherently depend
on system inertia.

II. OPERATION OF CURRENT WAUFLS
PROTECTION SCHEMES

The main driver for under-frequency in a power system is
the imbalance between generation and load. Such conditions
arise, for example, when a large generator is tripped, a sudden
load is connected, or a large interconnection line is discon-
nected [31], [32]. Load shedding is a process used to relieve
this mismatch by regaining the balance between load and gen-
eration. According to the literature, and as depicted in Fig. 1,
the general procedure of WAUFLS schemes [10], [11], [15],
[16], [19], [28], [33], [34], [35], [36] can be summarized as
follows:

i) First, frequency measurements and PFMs are transmit-
ted from the PMUs via the Ethernet/WAN medium
to the control center. PMUs are installed in a variety
of locations across the power system such as power
plants, substations, office buildings, and private resi-
dences. PMU measurements are synchronized by GPS,
which is used to provide the accurate time signal needed
for synchrophasor calculation. Second, the cyber layer
manages the communication of measurements and con-
trol decisions between the power system and the control
center. This layer is also responsible for maintaining
the cyber-security of the data and setting the firewall.
Third, once received by the control center, measurements
are processed in real-time and the control decisions are
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Fig. 1. Data transmission process in WAUFLS.

sent back to the power system, or stored in data stor- iii) The control center determines the amount of load to

=

~

age. Measurement data from PMUs are managed in the
control center by multi-layer agents. The top layer is
the data concentrator, whose primary functions are to
receive data from the PMUs, create GPS time-aligned
records, share data with the real-time WAUFLS applica-
tion agent as soon as the records are made, and forward
the data records to the data storage agent and subscribed
clients. The real-time WAUFLS application agent and
data storage agent are in the second layer of the con-
trol center hierarchy. The third layer is the non-real-time
application agent [37]. The Rate of Change of Frequency
(ROCOF) is calculated either by the PMUs or locally at
the control center in the grid.

The frequency measurement and ROCOF values are
used to evaluate system disturbance. Conventionally, the
magnitude of disturbance is calculated using a reduced
order System Frequency Response (SFR) model (swing
equations) for all generators [11], [28]. Let Q2 be the set
of system buses, and Qg be the set of system buses with
connected generators, then the swing equation for bus i
can be formulated as:

AP = Py, — P, = i

’ Yo foodt

where AP; is the imbalance between generation and
load(s) in pu, P, is the pu input mechanical power,
P,, is the pu output electrical power, H; is the inertia
constant in seconds, f; is the frequency in Hz, and f; is
the system nominal frequency in Hz. The total resulting
magnitude of disturbance can be obtained by sum-
ming the individual disturbances from each generator
as follows:

VieQg. (1)

be shed (power mismatch) based on the amount of the
disturbance and system spinning reserve as follows [11]:

Psheq = 1.05 x (AP — Py,) “4)

where Py, is the threshold value of power mismatch
(available spinning reserve), and a factor of 1.05 is
introduced for compensating the simplifying hypotheses
adopted to develop the reduced SFR model.
Finally, a shedding control action is sent by the con-
trol center, through the cyber layer, to an area or is
shared between different areas based on disturbance
information, which includes the nature of the distur-
bance, the location of the disturbance, and a load
sensitivity analysis. To achieve load shedding, a combi-
nation of loads is selected such that the sum of their total
active powers is as close as possible to Pgjeq. There are
different criteria by which load shedding locations can
be selected. However, the most common criteria used in
wide-area applications is the voltage collapse-based load
shedding, as the voltage collapses rapidly after a distur-
bance [11], [38], [39]. The shedding locations are mainly
selected according to the location of disturbance [11]
such that load shedding is distributed between the buses
close to the disturbance based on their voltage dip dur-
ing the disturbance. All area buses are ranked based on
voltage dips. Accordingly, the load shedding at bus i is
proportional to the bus rank, as follows
P avi P 5
shed,i = Z,'QQV AV,' X Fshed ( )
where AV; is the voltage dip at bus i immediately after
the disturbance, and €2, is the set of buses considered

2 ZieQG H; df, for the load shedding process Once the load to be shed
AP =) APj=—=C00 =2 2) : )
= S dt is known for all buses, the shedding process takes place
i in steps.
o = ieac 3)
‘ Yicag Hi III. ATTACK MODEL AND PROBLEM FORMULATION

where f. is the frequency of the equivalent center of WAUFLS schemes-in use today in digital substations-
inertia. employ IEC 61850 communication protocols. However, IEC
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TABLE I
ATTACK MODEL

- Cause system wide blackout

- Cause equipment damage

- Access to a subset of frequency
measurements

- Access to a subset of PFMs

- Knowledge of system topology

- No physical access to the system
- No access to control signals

- System measurements are
through wireless communication

Objective(s)

Capabilities

Attacker

Limitation(s)

Assumption(s) sent

61850 protocols are vulnerable to cyber-attacks. We assume
digital substations employ wireless mediums, which are con-
venient for deployment, but amplify the attack surface because
these substations are geographically dispersed and often main-
tain limited physical network protections [2], [24], [25], [26].
It is also assumed that the utility has placed significant
resources in protecting the control center/Energy Management
System (EMS), which represents a single-point-of-failure and
is considered to be trusted. Given that IEC 61850 con-
nects devices that measure both frequency and power flow
measurements, one straightforward attack model involves a
remote attacker gaining access to a subset of such information
through IEC 61850. In addition, it is assumed that the attacker
cannot access/tamper with control decisions of the control
center/EMS decisions [40]. Without this constraint, it is a triv-
ial exercise for an attacker that has successfully penetrated
the protected network to trigger cascading failures across
the power grid. It is therefore conceivable that an energy
provider would make protecting its EMS its foremost prior-
ity. Protecting every other single communication link in the
power system is extremely expensive, especially in large power
systems that mainly depend on the communication network
that carries hundreds of signals. Based on the aforementioned
vulnerabilities, Table I summarizes the objectives, capabilities
and limitations of the attacker as well as the assumptions that
this work is based on.

The following sections formulate three different attack sce-
narios in which an opponent can target the operation of current
WAUEFLS schemes in the power systems. Depending on what
data are available for the attacker, the attacker can launch an
attack. The first scenario illustrates how can the attacker can
launch an attack if they have access to one or more frequency
signals enabling full control over the amount of load to be
shed. The second scenario focuses on the attacker having
access to PFMs; here, although the attacker cannot manipu-
late the amount of load to be shed, they can force the control
center operator to shed load from incorrect locations. Finally,
if the attacker has access to both PFMs and frequency mea-
surements, we demonstrate how they can fake a disturbance
and cause unnecessary load shedding by the control center. We
demonstrate the significant impact that FDI attacks can have
on WAUFLS motivating the need for mitigation.

A. Targeting the Magnitude of Disturbance

Power system frequency is typically considered as a global
parameter. However, results in the literature indicate that the
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frequency slightly differs from one neighboring area to another
during system transients due to inter-area oscillations [41].
As mentioned, control centers make use of the values of a
frequency and its derivative to evaluate system-wide distur-
bances employing swing equations to calculate the amount of
load required to be shed. Equation (2) also shows that the
magnitude of disturbance given by the swing equation (AP)
depends on the ROCOF not on the frequency value itself. This
allows an attacker to construct an FDI attack that does not
change the magnitude of the frequency significantly, while
changing its rate of change to affect the calculated magni-
tude of disturbance. In other words, the attacker works on
manipulating the ROCOF, while largely maintaining frequency
magnitude, in order to maximize the effect on the swing equa-
tion output. Hence, the attacker can control AP to force the
control center operator to make a wrong action, either by shed-
ding insufficient load (leading to system blackout) or shedding
too much (causing damage to system equipment due to over-
frequency conditions). To launch such an attack, the attacker
does not need to access the system physically. Instead, they
need to access one or more frequency measurement signals.

To formulate the attack mathematically, it is assumed that
the attacker injects a time-varying linear signal to one or
more frequency measurements. Without loss of generality, it
is assumed that the FDI takes place on all frequency values.
The frequency value of generator i after manipulation is

fia = fi £ mjt (6)

where my; is the slope of the attack signal. Substituting the new
frequency values into (3), the center of inertia frequency is

ZieQG Hi fi + ZieQG Him;t ZieQG Him;t
fca = :fc +=C¢
ZiEQG H; ZieQG H;

and the new magnitude of disturbance can be calculated by
substituting into (2), as follows:

ap, = 2Zicae il 2ieagHi |, Yieag Him
I di In dt | Yicaq Hi
2%, H:m;:
= AP+ M = AP £ APuack 8)

n

Hence, the attacker needs only to calculate the slopes of
the injected signal m to change the magnitude of disturbance,
which then changes the total amount of load to be shed. The
value of m should be crafted carefully such that it does not
cause a sudden change in the frequency value. Note that the
above model of the attack is generic, i.e., the attacker can
still manipulate only one or two frequency values due to the
limited abilities of the attacker to access geographically dis-
persed sensors. In this case, the value of the injected signals
into other frequency measurements that are not attacked is
zero. It is noteworthy that, based on (7), the change in mag-
nitude of the frequency of the equivalent center of inertia due
to an attack signal of slope my; is very small. However, the
resulting APguqcr from (8) will have a significant value even
if only one or two sensors only are attacked with a signal that
has a small slope m;.
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B. Targeting Load Shedding Distribution

System operators utilize bus voltage magnitudes in order to
accurately perform load shedding, using (5), from buses with
the highest voltage dips. Therefore, an attacker can aim to
manipulate the voltage magnitudes on target buses in order
to compromise the load shedding process. In this section,
a stealthy FDI attack formulation that allows manipulation
of specific bus voltages is presented. A FDI is considered
a stealthy attack if it can bypass the Bad Data Detector
(BDD), which is commonly used by system operators to flag
any data anomalies. The most common BDD methods are
residual-based and as such, they operate on looking at the
magnitude difference between the measurements and estimated
measurements from the computed state [42], [43]. This formu-
lation serves as a basis for the attack scenario that involves
compromising the shedding distribution.

1) Constrained FDI Attacks: PSSE is employed to ensure
system stability and observability of state variables such as
voltage magnitudes and phase angles of all buses. These states
are estimated based on the available field measurements. The
AC power flow model relates the power flow measurement
vector z to the state variables vector of voltage magnitudes
and phase angles x by

z=h(x)+e )

where h(x) is the nonlinear mapping function between mea-
surements and states, and e is the measurements error vector.
In order to determine the value of measurements manipulation,
the attacker then considers the power flow equations:

Py = V7 - gj— ViV;- gjcos(ti — 6))

— V,/V, . b,’j sin(9,~ — Qj) (10)
05 =—V2. (b,»,- n bfj") + V]V - byjcos(6; — )
- VI/VJ - 8ij Sil’l(@i - 9]') (11)

where V/ is the voltage magnitude to be altered at bus i, 6; is
the voltage angle at bus i, and g;;, b;j, and bf]h are the conduc-
tance, susceptance, and shunt susceptance of the line between
bus 7 and j, respectively. Active and reactive power injection
at bus i are represented by

0= Z Ojj

Pi=>_ Py,
je

je

12)

It follows that in order to change the voltage magnitude at
bus i, power flow equations (10)-(12) are solved to determine
the required changes in measurements. Let ¢ represent the
vector of values to be added to the state variables x, which
represent the impact on the estimated states due to the intro-
duction of the attack vector z. Based on this attack formulation,
the condition for a stealthy FDI attack is outlined for AC
systems as follows:

[za — h(Xpaa) = lz+a—h(X+¢)]

=lz—h(¥)| << (13)

where X is the states estimation vector, a is the attack vec-
tor that impacts state estimation results by shifting it by the
vector ¢, Z, is the resulting manipulated measurements vector,
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and 7 is the BDD alarm detection threshold. Therefore, the
criteria for a stealthy hidden attack vector is given by:

a=h(X+c) —h(g), (14)

which manipulates state variables by ¢ without raising the
BDD alarm. The algorithm is grounded in the following
assumptions [43]: i) All measurements in the sub-graph sur-
rounding a power injecting bus are to be changed; ii) power
injection change summations must be kept at zero; and iii)
attack vector sparsity depends on system topology. It is worth
mentioning that the attack strategy must also adhere to the
electrical laws of the power networks (e.g., current and power
nodal balances).

2) Load Shedding Manipulation: Equipped with the abil-
ity to target specific buses and manipulate voltage magnitudes,
the attacker can easily compromise the load shedding distribu-
tion process. This can be accomplished by changing the load
shedding amount on a given bus and/or inducing load shed-
ding on a bus outside of the initial load shedding setting. In
other words, voltage disturbances at target locations (i.e., those
which have a high voltage dip) are shown if they have a negli-
gible voltage dip. At the same time, voltages of targeted buses
(i.e., those which have a low voltage dip) are shown if they
have the highest voltage dip. The attack can be formulated as
follows:

i) Let W represent the initial set of buses on which load
shedding is to be performed, with a load shedding
amount of Pshed, » where v € W. Also, let & repre-
sent the set of buses the attacker is targeting to shed
power from, with a load shedding amount of P;hed¢’
where ¢ € ®. The selection of set & can be based on
a sensitivity analysis of the system to power shedding,
buses with lowest voltage dips, or buses with critical

loads.
ii) The attacker then aims to change the voltage magni-
tudes to
V(;=V¢+c¢, Vo € @ (15)
V@:Vw +ocy, YeVw (16)

where Vi (V}) is the new voltage magnitude for bus
¢ () after adding the attack value ¢y (cy ), as per (13)
and (14). For set @, the attacker increases the voltage dip
to incur more load shedding using (15) while decreasing
the voltage dip of set W to reduce the load shedding
using (15).

iii) Due to the variation in voltage magnitude, the amount of
shedding power for each bus Pshedw changes. However,
the total shedding amount must remain constant, as

follows:
> Ponedy = D Pojea,
A yew

A7)

Note that sets ® and W are independent and may over-
lap in certain buses. A special case of this attack will
occur if the attacker chooses to have ® = W and only
change the load distribution within the set. It is note-
worthy that if the attacker does not consider (17), then
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the total amount of shedding power after the attack can
differ from the original power shedding amount. This
difference can lead to the attack detection by the system
operator.

C. Faking Under-Frequency Conditions

In this scenario, the attacker’s objective is to trick the system
into responding as if it were experiencing under-frequency
conditions that require activation of WAUFLS. The attacker
can fake a disturbance condition that misguides the system
operator to launching an unnecessary load shedding process
by manipulating both the frequency and the PFMs. For exam-
ple, if the attacker needs to fake a disturbance that includes
the tripping of a specific generator, the attacker has to manip-
ulate both the system frequency measurements and the PFMs
of the meters that are close to this generator to reflect the dis-
turbance on the state estimation results. In disturbances that
affect system frequency, it is expected that the voltage mag-
nitudes would strongly deviate from the steady-state voltage
profile. The FDI attack formulation given by (14) indicates
that the attacker manipulates the power flow measurement
to change the voltage profile to resemble a post-disturbance
one. Undoubtedly, there is always a limitation on the num-
ber of measurement nodes the attacker is able to compromise.
Accordingly, the objective of the attack is to manipulate
the minimum number of measurements while simultaneously
attempting to generate a voltage profile that matches as much
as possible an actual post-disturbance voltage profile for all the
buses. There are several approaches for targeting the manip-
ulated states, such as minimizing the number of attacked
measurements, constraining the attacks to a subset of states,
and minimizing the probability of detection [43]. In this sce-
nario, the attacks are launched based on the formulation in
the previous section, in addition to selecting a subset of buses
based on a threshold criterion.

The first step is to analyze variations between voltage
magnitudes for each bus in the system at steady-state and post-
disturbance. As expected, there is an inverse relation between
the number of buses and the magnitude of AV. We devise an
FDI strategy based on the AV threshold, as follows:

i) Simulate a disturbance scenario and determine the devi-
ation index D;, between steady-state (V) and post-
disturbance voltage magnitude (V) for each bus i € Q
at time step ¢ in the simulation period 7"

D; = max{abs(V(0)g, — V(t)s;)}, V1 €T, VieQ
(18)

Note that max operator ensures that the threshold is
based on the entirety of the simulation period 7, and the
absolute value is considered to account for positive and
negative voltage deviations. The purpose of this step is
to determine the maximum deviation of all bus voltages
during the disturbance.

ii) Classify each bus i according to whether it belongs to
the attack set €2, if it exceeds the pre-defined threshold
y, i.e., Bus i € @, if D; > y. The threshold represents
the maximum allowable tolerance for voltage deviation
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between the disturbance and steady-state cases. A higher
threshold y implicates a smaller attack subset €2,, while
at the same time giving a higher probability for raising
suspicion with the system operator, as more buses would
have a steady-state voltage profile rather than a distur-
bance profile. The threshold is determined by analyzing
the voltage profile and normal deviations in voltages
during steady-state operation.

iii) Launch a constrained FDI attack on power flow mea-
surements that only targets buses belonging to the subset
Q4. An indispensable condition for the success of such
an attack is the ability to target specific state variables,
as outlined in the attack formulation. It is intended to
leave the remaining buses voltages unchanged from the
state estimation process, as the variation between the
state estimation voltages and the disturbances voltages
would be of lesser magnitude and importance, respec-
tively, based on the chosen case threshold. The index i
determines the value of the attack element ¢; to be added
to the system state estimate x;, as per (14):

ifieQ,

X, otherwise (19)

A {fi + ¢,
Xatt,i =

where X,y ; is the attacked state estimate. For this scenario,

the attacker launches the attacks based on the pre-determined

threshold y. A compromise is made between the number of

attacked measurements and the allowed deviation between

perceived and expected voltage profiles.

IV. MITIGATION USING RSLS

Relying on the value of ROCOF only to evaluate system
disturbances makes the current WAUFLS schemes vulnerable
to FDI attacks, as shown in the previous section. They are
also inaccurate in small systems, as system inertia changes if
one of the generators is tripped [6]. Furthermore, using the
swing equation to determine the magnitude of disturbance is
valid only at the moment of disturbance and does not provide
a real-time monitoring of system mismatch [19]. In addition
to mitigating the effect of FDI attacks, the proposed technique
overcomes these drawbacks inherent in current schemes, as it
is based on reliable system states, and is consequently able
to evaluate system disturbances accurately, even if there are
FDI attacks on the frequency and/or PFMs. In this section, we
describe the RSLS method that is robust to FDI attacks.

The proposed scheme calculates power mismatch using
dynamic power flow analysis. However, the data used to run
the dynamic power flow must be obtained from a trusted
source. Therefore, PSSE represents an in-between layer that
processes system measurements and provides trusted system
states, using the proposed measurement classification-based
method explained in Section IV-A, that can be used in the
power flow.

A logical overview of RSLS is depicted in the flowchart of
Fig. 2. First, it receives the frequency and power flow measure-
ments from different sensors and PMUs in the system. Then,
the frequency of center of inertia (f,) is calculated and com-
pared to a predefined threshold (F,;,). A value less than the
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Fig. 2. RSLS flowchart.

threshold means that there is an under-frequency condition in
the system due to a disturbance. At that point in time, power
flow measurements are used to run the PSSE, and reliable
system states (V and § at each bus) are obtained.

The next step involves employing these reliable states to
run a dynamic power flow that calculates the power mismatch
due to the disturbance. Based on the calculated power mis-
match,the load shedding process is performed. After shedding
the necessary load, f, is calculated based on the updated val-
ues for system frequency measurements and compared with f;,.
Finally, if f; < f;, the updated power flow measurements are
used to repeat the PSSE-PF process until the system frequency
returns back to its nominal value. It is worth mentioning that
the topology of the system should be updated as needed, prior
to running both PSSE and the power flow. In the following
sections, the used models of PSSE as well as dynamic power
flow are described.
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A. Securing PSSE Using Measurement Classification

In order to run the PSSE, the control center operator relies
on PFMs that guarantee system observability. In practice, the
system operator has access to redundant PFMs which generate
a high number of essential sets [44]. The proposed mitigation
method depends on two main steps: i) securing only the sub-
set of critical PFMs, and ii) employing different PFMs for
running the PSSE. By securing only the critical PEMs, we
minimize the cost of securing the power network. Furthermore,
by employing a different observable (essential) PFMs set, the
attacker has negligible probability of knowing the PFMs to
attack. Therefore, any attempted attack will be easily detected
by the PSSE BDD.

For the PSSE operation, as outlined in Section II-BI,
the PFMs including voltage magnitudes V, phase angles 6,
active power injection P;, and reactive power injection Qj;,
are obtained from the sensors installed at each bus. In addi-
tion, active and reactive power flow values which are from
the sensors installed at the transmission lines. Therefore, the
maximum possible number of PFMs that can be obtained in
a system is Nyqy = 4N + 2b where N is the number of buses
and b is the number of transmission lines. Since it imprac-
tical to install sensors everywhere in the power system, it is
assumed that the installed sensors provide a set of data A with
m measurements where A C M and M is the set that includes
all the possible measurements in that system. In this work,
the available data set A is classified into essential £ and non-
essential W data subsets, i.e., A = EUW. Essential data subset
is the minimum number of PFMs, [, that is required to achieve
system observability. Essential data subsets are not unique and
many essential subsets can be identified for a system based on
the number of the available data in the set A. The intersection
of all essential data sets gives a critical data subset C, i.e.,
C=E NE;NE3 --- NE, where n is the maximum num-
ber of essential subsets. The critical data subset is a unique
subset of data that is required by the PSSE to [44]. Using
the i;, essential subset E;, the critical PFMs for a system can
be obtained by ordering the essential measurements first, then
partitioning the matrices and rewriting equation (9) as:

hg(x) | zE
[hw(x)}[x] - |:Zw:|
where the rows of hg(x), zg and hw(x), zw correspond to

the essential and non essential measurements, respectively.
Applying the Peters-Wilkinson decomposition [44]:

(20)

ZE =L1.U.x
Zyw = L. Ux

2n
(22)

Eliminating U.x, the linear dependency among the essential
and non-essential measurements can be given by (24). Hence,
an element of zg is critical if the corresponding column of T
is null.

(23)
(24)

-1
zw = La.L] .7
zw = T.71
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B. PSSE-PF Module

After estimating a trusted set of system states, including
voltage magnitudes and phase angles at each bus, these reliable
values are used to run a power flow to calculate total system
mismatch. To capture the small changes in the power system
during transients, a second-order power flow model [45] is
used to calculate the total power mismatch. For a system with
N buses, the power mismatch at bus i can be defined as the
sum of the power flows in all elements (i.e., generators, loads,
transmission lines, etc.) connected to this bus. The real power
injection into bus i can be defined as P;

P; = Z |V,~VjYij|cos(8,- -8 — Gij) (25

je
where Yj; = |Y;;|£0;; is the admittance of the transmission line

connecting buses i and j. Using Taylor series expansion [45],
the active power mismatch P ; at bus i can be defined as

aP; aP; 32P;
Puigi= Y 2500+ > Sy A+ “——(avy)?
je jeo 8Vj
%P %P
Y S ASAVH Y ——AGAY,
L 38,0V L 38,0V
Je\{i} Je\{i}
32P;
+ ) —AAY; (26)
j; 38,9V,

where §; and V; are the phase angle and magnitude of voltage
at bus j, respectively, N is the number of system buses, and
A represents small changes in the variables. Finally, the total
system mismatch P,,;;, which is also equal to the difference
between the total generation Pg and the total load Py, is equal
to the summation of the single mismatch values at each bus,
and can be evaluated

Ppis = PL — P = ZPmis,i«
ieQ

27)

It is worth mentioning that while system losses can be
neglected in large systems, in this work it is included into Py.

C. Load Shedding Process

Since the proposed approach performs online monitoring
of the amount of power mismatch, the amount of load to be
shed Pgpeq is the same as the amount of power mismatch Py;s
because the spinning reserve is already embedded in the cal-
culations. This contrasts with other approaches that require
knowledge of the system spinning reserve because they cal-
culate the magnitude of disturbance, not the actual power
mismatch in the system.

Once the amount of load shedding is determined, the loca-
tions of load shedding will be determined and (5) is used
to distribute the shedding order between the selected buses.
In order to avoid unnecessary load shedding, a time delay is
necessary between consecutive load shedding. A long period
of delay may result in disconnecting generating unit from the
system, however, too short delays do not recognize transient
dips [46], [47]. According to [48], the minimum time delay
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between consecutive stages is given by:

N

At>N-T=—

Fn

where T is the time cycle, and F,, is the nominal value of
system frequency, and N is the number of delay cycle, where

the minimum value of N is 10 to 14 delay cycles [46].

(28)

V. SIMULATION RESULTS

In this section, the reliability and the accuracy of the
proposed RSLS is discussed. In addition, the robustness of the
proposed mitigation scheme is tested against the shortcom-
ings of traditional approaches, as discussed in the previous
section. In so doing, we will calculate load shedding under
disturbance conditions, through the usage of the PSSE-PF
module. The case studies are simulated in PSCAD/EMTDC
using the IEEE 39 bus New England system [49]. The fol-
lowing scenarios show that system frequency goes back to its
nominal value after performing the load shedding using the
proposed technique, which achieves system stability after a
large disturbance.

A. Reliability of the Proposed Method

The proposed mitigation approach depends on running the
PSSE, which is an essential operation in the power grid. The
approach relies on adding a security layer to the PSSE pro-
cess by using secure PFMs. However, it should be noted that
this additional security layer does not incur any significant
delays within the PSSE scheme as it does not change the PSSE
algorithm, but only the set of measurements used.

Fig. 3 shows the probability of finding an observable set by
using a specific percentage of available PFMs (with all pos-
sible combinations). For example, in the IEEE 39 bus New
England system, of all PFMs set combinations involving 80%
of available PFMs, 40% are essential sets that can be used
for PSSE. Therefore, by using different PFMs sets of vari-
ous sizes, the probability of the attacker finding the employed
essential set is drastically diminishes, which increases the reli-
ability of the PSSE. As the protection strategy depends on
utilising different observable sets to obtain trusted states from
the PSSE, we calculate the probability of a successful FDI
attack (scheme failure probability) for a PFMs subset size as
the inverse of the available number of observable sets times the
probability of obtaining an observable set as shown in Fig. 3.
The probability of the mitigation scheme failure against the
PFMs subset size used for the PSSE is depicted in Fig. 4. The
figure shows that applying a smaller subset of PFMs reduces
the probability of a successful attack, as it allows a larger num-
ber of PFMs combinations to obtain the PSSE. The system
operator, however, does not need to be restricted to a specific
PFMs subset size.

B. Case Study: Tripping of a Large Generator

The attacker manipulates the measurement corresponding
to the frequency of generator Gg by increasing it, using an
FDI signal that has slope mg = 0.02. The center of inertia
frequency f, is then calculated to be higher than the actual
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center of inertia frequency of the system. This causes the cal-
culated magnitude of disturbance AP to be 0.3 pu, i.e., lower
than the actual disturbance in the system (AP, < AP), as
shown in Fig. 5(a). Consequently, as seen from Fig. 5(b), the
control center operator will perform only one shedding step
with a lower amount of load, whereas two shedding steps are
needed. The highlighted shedding step is the one prompted
by the attack. As can be seen, the attack causes the system
frequency to keep falling, thus forcing the under-frequency
control in the generators to shut down, causing a system-wide
blackout.

Using our mitigation technique, Fig. 6(a) shows the varia-
tions in system load versus the drop in system generation due
to the disturbance. The value of the initial mismatch is 1 pu,
so this is the amount of load to be shed in the first step when
the frequency reached the minimum threshold (59.3 Hz). Due
to the transient which occurred after shedding the load, the
generation power drops slightly, so a smaller second shedding
step is necessary. The calculated mismatch value, illustrated in
Fig. 6(b), shows the accuracy of using the PSSE-PF module to
calculate it at different stages of the disturbance. It also shows
that the power mismatch is reduced to zero after the shedding
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process. As a result, the frequency of center of inertia reverts
to the nominal value, as depicted in Fig. 6(c), which reflects
the frequency stability of the system after incorporating the
proposed shedding scheme.

C. Case Study: Islanding Scenario

This scenario includes a sudden load increase of 0.45 pu at
bus 15 at r = 16 sec. This results in the disconnection of the
transmission lines that connect buses 1-2 and 8-9 at r = 17 sec
because of the thermal limits. Due to this disturbance, the
system becomes two islands, with one having an unbalance
between load and generation due to being disconnected from
the system main supply. The system can be viewed as two
areas: Area 1 includes buses 1, 9 and 39, and Area 2 includes
the rest of the system. An analysis of each area is carried out
separately.

1) Analysis of Area 1: Area 1 includes the largest sup-
ply Gi. However, as seen in Fig. 7(a), the generation is less
than the load and the rest of load power is taken from the
generators of Area 2. At the moment of disturbance, G| was
willing to participate in the load increase that occurred in Area
2, so the output power of this generator increased. After the
transmission line disconnection at ¢t = 17 sec, Area 1 becomes
isolated and includes only G; and a load of 1.15 pu. The
frequency of this Area remains stable after the disturbance, as
shown in Fig. 7(c), because the area power mismatch is zero,
Fig. 7(b). Therefore, no load shedding is needed in Area 1.

2) Analysis of Area 2: There was extra generation in Area 2
prior to the load increase that took place at + = 16 sec. This
extra generation power is supplied to Area 1, as discussed
above and as shown in Fig. 8(a). After the transmission lines
are disconnected, a mismatch of 0.15 pu existed in Area 2 (see
Fig. 8(b)) because the generators in this area are not able to
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supply the entire load demand. Hence, the system frequency
starts dropping, as shown in Fig. 8(c), and reaches the load
shedding threshold at + = 24 sec. A load shedding process
then takes place and the frequency of the area returns to its
nominal value. It can be seen that the frequency in the two
areas returned to the nominal value after incorporating the
proposed load shedding.
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VI. DISCUSSION

In this section, we discuss the main points relating to the
attack model assumptions and limitations, and highlight the
main advantages of the RSLS scheme.

A. Attack Model Assumptions

In this work we have considered several limitations based on
realistic assumptions from the literature and power engineering
practices:

i) The attacker must follow the FDI attack formulations
to create the attack vector a in order to remain stealthy
and undetected by BDD alarms. These conditions are
outlined by equations (9)-(14).

ii) As the attacker attempts to create voltage disturbance
during the load shedding manipulation process, i.e.,
equations (15)-(16); the disturbance vectors (cg, cy ) are
also constrained by the FDI attack vector ¢ from (14).

iii) In order to avoid raising system operator suspicions,
the total load shedding amount on all system buses
must remain unchanged, as described by the attack
constraint (17).

iv) Important limitations and assumptions on the attacker
capabilities must be considered when analyzing the case
studies. These assumptions are shown in Table I.

B. RSLS Scheme Advantages

The proposed RSLS has several advantages over the tradi-
tional schemes that use the swing equation. These advantages
include:

i) The calculated value for the power mismatch is trusted,
regardless of the existence of FDI in power flow
measurements, as the proposed approach uses reliable
system states to calculate it. However, the calculated
value using the swing equation might be misleading if
there is an FDI on frequency measurements. Therefore,
UFLS schemes based on the swing equation are accu-
rate only at the moment of disturbance. In contrast, the
RSLS is able to accurately monitor the system at all
times (before, during, and after a disturbance), as well as
during FDI attacks. Consequently, RSLS is more robust
against FDI attacks.

ii) RSLS uses a PSSE-PF module, which provides real-time
monitoring for the value of power mismatch due to the
fact that PSSE is used in almost all recent control centers
to provide real-time monitoring of the system based on
the PMUs measurements that are being sent in high res-
olution. Nevertheless, because of the dynamic response
of governors, turbines, loads and other control elements,
the validity of the swing equation output is limited and
considered only at the moment of disturbance [19].

iii) The dependency on PSSE allows the proposed RSLS to
have the advantages of WAMPAC schemes which uti-
lizes system-wide data to control and provide protection
to the whole system, and hence, avoid system cascading
following a large disturbance.

iv) The frequency magnitude is employed in the proposed
scheme to detect disturbances. Therefore, it works with
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any frequency signal from the system because the
frequency magnitude at different points in the system
is the same, with only the ROCOF changing from
point to point. On the other hand, the swing equa-
tion uses both ROCOF and the frequency of center
of inertia (f.) to calculate the mismatch. The accu-
racy of f. calculation depends on the number of the
available frequency measurements, with higher measure-
ments being more accurate. Therefore, RSLS can be
considered more reliable.

v) RSLS is valid for large and small systems, whereas the
approaches that use the swing equation are valid only
for large systems. Following a large disturbance that
includes tripping of the generators or large synchronous
motors, the swing equation does not give accurate results
because it depends on the inertia of the system. This
can be approximated, in large systems by assuming
that a large percentage of the total inertia is still avail-
able. However, for small systems, an underestimation of
the actual disturbance might result [6]. Therefore, the
proposed scheme is more accurate for a wider range of
system sizes.

vi) RSLS calculates the power mismatch, which is the
amount of load to be shed directly because it monitors
the system online and runs power flow at every time
step. On the other hand, the swing equation calculates
the magnitude of disturbance, which still requires the
control center operator to find and obtain information
about the available spinning reserve to decide on the
amount of load shedding.
In contrast with previous schemes, a significant num-
ber of frequency sensors in the grid can be removed
because RSLS utilizes the Power Flow sensors that are
already installed. Additionally, secured channels (such as
point-to-point fiber optics links) are only to be installed
to communicate the critical measurements, which might
increase the cost, but enhance the security of the whole
system.

vii)

VII. CONCLUSION

The analysis presented in this paper demonstrates how
current WAUFLS protection schemes are vulnerable to FDI
cyebr-attacks at various stages of the protection scheme, poten-
tially leading to equipment damage or system-wide blackout.
In this work, three FDI cyber-attack scenarios are formulated
and investigated. A novel RSLS based on reliable measure-
ments approach was proposed. A PSSE-PF model was used
to calculate the total system mismatch. This model is com-
posed of two main chained components: first, the PSSE uses
PFMs and calculates reliable system states, and second, the
dynamic power flow utilizes the obtained reliable system
states to determine the power mismatch and, accordingly, the
amount of load to shed. Consequently, the load-shedding is
distributed between the buses based on the proximity to the
disturbance according to their voltage dip during the distur-
bance. Furthermore, a data classification method is proposed
to secure the operation of PSSE. Simulations compare the
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impacts of FDI attacks on current WAUFLS performance when
employing the proposed mitigation approach on the IEEE 39-
bus New England system using PSCAD/EMTDC. The results
demonstrate the capability and reliability of the RSLS to pro-
tect the system during under-frequency conditions, even during
an FDI cyber-attack on system measurements.
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