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Abstract—This article presents a detection technique for data
manipulation attacks in distribution systems using transient infor-
mation present in the measurements. This technique is based on the
fact that any legitimate changes in the system will have a transient
response which can be measured by the monitoring system. An
algorithm is developed for obtaining the transient solution for
three-phase distribution networks. A backward–forward sweep
technique is developed for the proposed radial electromagnetic
transient program (EMTP) which exploits the radial structure
of distribution network. An inclusive transient model compatible
with the proposed three-phase radial EMTP for three-phase syn-
chronous generators is also developed. The proposed radial EMTP
has been benchmarked with conventional EMTP with 5-bus and
22-bus radial distribution systems and with the same test systems,
the proposed detection functionality is evaluated. It is shown that
the transient solution provided by radial EMTP are in agreement
with the results of conventional EMTP. It is also demonstrated that
the deviations between the measured values and the solution of
the radial EMTP increase significantly during the transient period
when a data manipulation attack is carried out.

Index Terms—Distribution system, electromagnetic transient
program (EMTP), stealthy attack, synchronous generator,
transients.

I. INTRODUCTION

D ISTRIBUTION systems are as vulnerable as transmission
systems to cyberattacks since both use a similar SCADA

architecture for their monitoring and control operations. Data
manipulation attacks are a class of cyberattacks which aim
to mislead the central controller [which can be a distribution
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management system (DMS) or microgrid controller] by inject-
ing false values in place of the actual measurements that are
collected in the network. Such (appropriately designed) data
manipulation attacks can bypass conventional bad data detec-
tion schemes since the manipulated values comply with the
steady-state model of the network [1]. Due to the smaller size
of distribution systems (as compared to transmission systems),
the data manipulation attacks not just manipulate a subset of
measurements [2], but the whole available set of measurements
available in the distribution network. This data manipulation
results in convincing the monitoring system that a state change
has happened in the distribution system even though it does not
correspond to the ground reality [3]. A false alteration in the
system state (e.g., creating a fake load change) could trigger
the central controller to take an unnecessary control action (like
adjusting its local generation and power fed by the grid) which
can destabilize the power balance in the system and lead to
devastating consequences. Legitimate state changes can happen
due to changes in loads or changes in network topology. Load
levels change more frequently in a distribution network as com-
pared to topology changes. Hence, a fake load change injected
through data manipulation attacks can be concealed along with
the natural changes in load. In contrast, a fake topology change
has a high likelihood of triggering suspicion in the eyes of the
system operator [4].

To address the security concerns highlighted above, this arti-
cle develops a technique for detecting fake load changes caused
due to data manipulation attacks in distribution systems. The
proposed technique validates that any reported state change has
happened only due to a corresponding change in the load and
hence, it can distinguish a fake load change from a legitimate
one. The proposed detection technique is based on the fact that
any state change is accompanied by a set of transients due to
the presence of dynamic circuit elements in the system. In order
to implement the detection mechanism, this article develops a
radial EMTP algorithm which obtains the transient solution of a
radial distribution network and later compares them against the
available measurements in the network to identify the presence
of data manipulation attacks. EMTP is one of the common
methods used in power systems and power electronics to obtain a
transient solution [5]. While different versions of EMTPs have
been introduced over the last four decades, all such versions
use nodal analysis variants to obtain the transient solution [6].
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The reason for such a wide adoption of nodal analysis is with the
consideration that the networks usually have meshed form. With
nodal analysis, EMTP is required to solve linear equations simul-
taneously for each time step. This article develops an efficient
algorithm for obtaining the transient solution and exploits the
radial nature of the distribution network. The proposed method
also develops a model for synchronous generators where no
predictions or corrections are required for any of its variables
and it can be included the radial EMTP in a simple manner.

The remainder of this article is organized as follows. Section II
presents an overview of the related work and the attack model.
Section III presents the detection methodology for data manip-
ulation attacks on distribution networks. It also develops the
necessary mathematical formulations and the backward-forward
sweep methodology to obtain the transient solution of three
phase radial networks. In Section IV, a technique is proposed to
interface the three phase synchronous generator model with the
developed radial EMTP algorithm. The proposed radial EMTP
algorithm and the data manipulation detection technique are
validated in Section V. Finally, Section VI concludes this article.

II. DATA MANIPULATION ATTACKS

A. Related Work

A general overview of the cybersecurity aspects of distribution
systems is explored in [7]. An attack strategy is developed in [8]
whose objective is to manipulate the status of overcurrent relay
and circuit breaker in a distribution feeder. Stealthy attacks
that can circumvent traditional bad data detection schemes in
distribution systems are developed in [9] that generate the attack
vector using an approximate estimate of state. Such stealthy
attacks are studied in [10] that target linear polyphase distribu-
tion system state estimators. Access points for cyberattacks on
microgrids include the terminals of distributed generations, the
medium of communication, or at the controller itself [11]. It is
shown in [12] that by creating delay in the communication chan-
nel between the measurement samples may have a major impact
on the operation of the distribution network. It is demonstrated
in [13] that false data injection (FDI) attacks on the distribution
networks can have significant impact on the values of active
power flow and system frequency.

The vulnerabilities in a microgrid and possible threats are
mentioned in [14]. It is demonstrated in [15] that the process of
islanding can be disrupted with FDI attacks. With consideration
the AMI infrastructure, an attack model is developed in [16]
to execute FDI attacks on microgrids. A comprehensive study
on the impact of FDI attacks on inverter-based microgrid is
conducted in [17].

While the vulnerabilities of distribution systems and the chal-
lenges they pose, there is a lack of effective methods to detect
them. This article addresses this open problem and proposed a
physical-law based detection methodology.

B. Attack Model

In a typical SCADA system used for distribution networks,
load levels are monitored using the values of bus power

injections which are measured using remote terminal units
(RTU). In order to describe the attack model, let

◦Sk be the vector
of complex power injections measured at all buses correspond-
ing to thekth time instant. With this definition, the power balance
equation can be written as

◦Sk =
◦Vk �

( ◦Ik
)∗

(1)

where
◦Vk and

◦Ik are the vectors of complex voltage and
current phasors at all buses corresponding to the kth time instant,
respectively. The notations � and (·)∗ indicate the element wise
multiplication and complex conjugate, respectively.

Due to the smaller geographical size of the distribution sys-
tem, the attacker can manipulate all available measurements
present in the targeted network. However, due to the stochastic
nature of the loads, the attacker cannot obtain the exact load
information at the instant of the attack. To deceive the central
controller with a load change ΔS, the manipulated complex
power measurements that can replace the actual measurements
is written as

•Sk =
◦Sk +ΔS (2)

where

ΔS = ΔV� (ΔI)∗ + ◦Vk � (ΔI)∗ +ΔV�
( ◦Ik

)∗
. (3)

To execute such a load manipulation attack, it is assumed that
the attacker is able to get the complete network information from
which the line parameters can be extracted. With the network
information, the attacker can calculate the complex valued bus
impedance matrix of the targeted distribution network. In order
to calculate the amount of voltage change in all the bus mea-
surements for a fake load change, it is considered that ΔI is the
vector of change in current injection in all buses corresponding
to the fake load change intended by the attacker. Let Z be
the complex valued bus impedance matrix of the distribution
network which is also available to the attacker. Then, the required
voltage change to be made in all the buses to fake a load change
can be written as

ΔV = ZΔI. (4)

The voltage magnitudes in distribution networks are usually
regulated to a value closer to the grid voltage. Also, the amount
of fake load change intended by the attacker is a function of the
change in bus voltages and current injections. Hence, (3) can be
written asΔS = f(ΔV,ΔI)whereΔV andΔI are related as
shown in (4). Note that with this consideration, the attacker does
not require the current load information even though it requires
all the measurement values in the network to be manipulated to
fake a load change. Also, with the principle of superposition, it
is easy to see that any legitimate load changes in any of the buses
will not affect the solution of this data manipulation process. This
process of data manipulation can be extended from the instant
of attack initiation unto the point desired by the attacker to fake
the voltage. Thus, by selecting the value of ΔI, the attacker can

obtain ΔV and can manipulate the measured values to
•Sk from

its original value of
◦Sk. With such manipulated measurements,
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Fig. 1. Illustration of the load falsification attack scheme.

the state estimator output can be manipulated to
•Vk and

•Ik from
its actual value of

◦Vk and
◦Ik as

•Vk =
◦Vk +ΔV (5)

•Ik =
◦Ik +ΔI. (6)

Such a load falsification attack is illustrated in Fig. 1. Con-
ventional bad data detection schemes check for the compliance
of state estimator outputs with the steady-state system model.
Since the amount of manipulations ΔS, ΔV, and ΔI satisfy
the power balance equations of the given distribution network,
this attack scheme cannot be detected with conventional bad data
schemes. Hence, such manipulated state values could make the
system operator to take incorrect control actions based on the
fake load change which may affect the stable operation of the
distribution network. In the next section, we propose a detection
scheme which uses the transient components present in the
measurements to detect the presence of stealthy load falsification
attacks.

III. PROPOSED EMTP FOR RADIAL NETWORKS

A. Principle of Proposed Detection Technique

To detect the presence of data manipulation attacks, the pro-
posed detection technique checks whether the transient compo-
nents present in the measured values are in agreement with the
system dynamics of the given distribution network. To develop
such a technique, consider that a significant load change is

identified at time instant k0. It is considered that V̂k
is the vector

of voltage magnitude measurements of all the available buses at
time instants k ∈ {k0, k0 + 1, k0 + 2, . . . , k0 + w}. The size of
measurement window w is selected depending upon the time
up to which the transient components persist for the given
distribution system.

The purpose of the proposed detection technique is to de-

tect whether the measurements V̂k
, ∀ k ∈ {k0, k0 + 1, k0 +

2, . . . , k0 + w} are either manipulated,
•Vk, or legitimate,

◦Vk.
To carry out this detection process, the transient solution is
obtained with the available information of the load change

for the time period between k0 to k0 + w. Let Ṽk
for k ∈

Algorithm 1: Data Manipulation Attack Detection Tech-
nique.

1: for every incoming measurement do
2: Calculate the amount of load change in all buses
3: if any significant load change is identified then
4: C⇐ 0
5: Identify location and k0 where load change

happened
6: Obtain the transient solution

Ṽk ∀k ∈ [k0, k0 + w]
7: for k = k0 to k0 + w do

8: ΔEk ⇐ |Ṽk − V̂k|
9: if ΔEk ≥ τ then

10: C⇐ C+ 1
11: end if
12: end for
13: if C ≥ η then
14: print “System is under attack”
15: end if
16: end if
17: end for

{k0, k0 + 1, k0 + 2, . . . , k0 + w} be the transient solution ob-
tained through simulation. Hence, for any legitimate load change

in the system, the computed values Ṽk
will follow the mea-

surements V̂k
, ∀k ∈ [k0, k0 + w]. Whereas in the manipulated

measurements, the transients components will be absent and

hence the simulated values, Ṽk
will not be in agreement the ob-

tained measurements, V̂k
, during this transient period. If these

variations are present over a longer period of time, the existence
of a data manipulation attack can be inferred. With this principle,
a procedure is developed for detecting data manipulation attacks
and given in Algorithm 1.

In Algorithm 1, ΔEk is the error value between the calculated

values Ṽk
, and the measurements V̂k

, at time instant k. The
variable C counts the number of instances when ΔEk violates
the threshold τ . If there are more than η threshold violations, it
can be inferred that the transient components in the measured
values are not in agreement with the system dynamics and
the measurements are considered to be manipulated. As the
detection process in the proposed technique depends entirely
upon the methodology for obtaining the transient solution, a
radial EMTP technique that takes less computation effort is
developed in the next section.

B. Modeling of Network

EMTP handles the dynamic circuit elements by converting
them into interconnections of resistive values with current or
voltage sources that carries forward the information of the
previous time steps. This rationale is illustrated in Table I which
shows that to obtain the transient solution at a given time
step, EMTP requires to solve a linear dc network built using
these discrete models and conventional EMTP solves such a dc
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TABLE I
DESCRIPTION OF EMTP MODELS FOR BASIC ELEMENTS

Fig. 2. Line section.

network using nodal analysis. In contrast, the proposed method
follows a branch oriented approach to exploit the radial struc-
ture of distribution networks. For each time step, the proposed
technique follows a two stage computation process, namely,
backward sweep and forward sweep.

To develop the radial EMTP technique using backward–
forward sweep (BFS) algorithm, consider a three phase line
section in a radial network between buses m and n as shown
in Fig. 2 where bus m is closer to the root node as compared
to bus n. Hence, bus m is denoted as upside bus and bus n
as downside bus. Let the three-phase branch elements given
in Fig. 2 be represented in matrix form as R̄mn, L̄mn, and
C̄n. The resistive and inductive values of the load at bus n
are denoted as P̄n and Q̄n, respectively. Similarly, the his-
tory components of corresponding elements are denoted in
vector form as H̄

k−1
whose subscripts denote its associated

element. With these notations, the cumulative formulations
utilized in backward and froward sweeps are developed as
follows.

1) Backward Sweep: As the name indicates, backward sweep
starts the cumulative computation from the terminal nodes
(nodes other than the root node at which only one branch is
incident) and proceeds toward the root node. The aim of the
backward sweep is to compute the values of equivalent con-
ductance and equivalent current for each of the buses looking
back toward the downside feeders in the network. To develop the
cumulative update rule for the backward sweep, it is considered
that the backward sweep is conducted up to bus n where the
equivalent conductance and equivalent current looking back
toward all the downside feeders from bus n are calculated as Ȳn

and H̄
k−1
Z̄n

, respectively. These definitions can be used to build
the discretized equivalent of the line section between buses m
and n as shown in Fig. 3. To simply the formulation, the shunt
values corresponding to elements C̄n, P̄n, Q̄, and Ȳn can be

Fig. 3. EMTP model equivalent.

combined together as

R̄n =

(
2
Δt

C̄n + P̄
−1
n +

Δt

2
Q̄

−1
n + Ȳn

)−1

. (7)

Similarly, the components H̄
k−1
C̄n

, H̄
k−1
Q̄n

, and H̄
k−1
Z̄n

can be
merged as

J̄k−1
n =

2
Δt

C̄nH̄
k−1
C̄n

− H̄
k−1
Q̄n

+ H̄
k−1
Z̄n

. (8)

With this consideration, the cumulative update rule for look-
ing back conductance from bus m can be written as

Ȳm ⇐ Ȳm + Z̄
−1
m (9)

where

Z̄m = R̄mn +
2
Δt

L̄mn + R̄n. (10)

By using the principle of superposition and current division rule,
the cumulative update rule for the value of drawn equivalent
current seen from bus m can be expressed as

H̄
k−1
Z̄m

⇐ H̄
k−1
Z̄m

+ Z̄
−1
m

(
R̄nJ̄

k−1
n − 2

Δt
L̄mnH̄

k−1
L̄mn

)
. (11)

For the kth time step, the values of Ȳm and H̄
k−1
Z̄m

are initialized
as zero at the start of the backward sweep for all the buses.
By using the update rules given in (9) and (11), at the end of
the backward sweep, equivalent conductance and the equivalent
current drawn for all the buses can be calculated.

2) Forward Sweep: The forward sweep is initiated after the
backward sweep is completed for the given time step. In this
sweep, the instantaneous values of bus voltages and branch
currents at the given time step are calculated using the values of
looking back conductance and the equivalent current drawn for
each bus which are computed during the backward sweep. On
contrast to the backward sweep, the forward sweep starts from
the root node and traverses downward toward the terminal nodes.
To develop the formulations for this forward sweep process, it is
considered that the forward sweep is executed up to bus m and
hence its instantaneous voltage value, v̄k

m at the kth time step

is available. With this value along with Ȳm and H̄
k−1
Z̄m

which
are computed during the backward sweep, the nodal voltages
v̄k
o and v̄k

n corresponding to the line section between m and n
can be given as [

v̄k
o

v̄k
n

]
= Ȳ−1

mn ī
k−1
mn (12)
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Fig. 4. Illustration of the proposed sequence ordering scheme.

where

Ȳmn =

[
R̄

−1
mn + Δt

2 L̄
−1
mn −Δt

2 L̄
−1
mn

−Δt
2 L̄

−1
mn R̄−1

n + Δt
2 L̄

−1
mn

]
(13)

īk−1
mn =

[
R̄

−1
mnv̄

k
m − H̄

k−1
L̄mn

J̄k−1
n + H̄

k−1
L̄mn

]
. (14)

With v̄k
o and v̄k

n, the branch current ī
k
m,n flowing through the

line section between m and n can be calculated as

ī
k
m,n = R̄

−1
mn

(
v̄k
m − v̄k

o

)
. (15)

It is noticed that instead of carrying out the nodal analysis
for the entire network for each time step (which is the case with
conventional EMTP), the proposed radial EMTP solved each
of the line sections in a sequential manner which reduces the
computational effort. In addition to calculating the bus voltages
and branch currents, the forward sweep updates the history
terms corresponding to the dynamic circuit elements of each
line section. The update rule for the history terms of Lmn, Cn,
andQn for a given line section betweenm andn is easily derived
from the models given in Table I which can be written as

H̄
k
L̄mn

= Δt L̄
−1
mn

(
v̄k
o − v̄k

n

)
+ H̄

k−1
L̄mn

(16)

H̄
k
C̄n

= 2v̄k
n − H̄

k−1
C̄n

(17)

H̄
k
Q̄n

= Δt Q̄
−1
n v̄k

n + H̄
k−1
Q̄n

. (18)

C. Bus Sequence Ordering Scheme

To execute the BFS technique, the sequence of buses and
its corresponding branches have to be ordered such that the
looking back conductance and the equivalent current toward the
downside bus are available to compute the equivalents from the
upside bus. Such an ordering sequence is also needed in the
forward sweep where the upside bus voltage should be available
before calculating the downside bus voltage.

The proposed bus sequence ordering scheme is shown in
Algorithm 2. This algorithm requires a search program, a book-
keeping register, a stack, and a queue. The bookkeeping register
marks the index value of the branches which are entered in either
stack or queue. The search program finds the list of branches
that are not listed in the bookkeeping register and connected
to the selected node. The elements of the stack follow last in
first out order and it consists of two operations, namely, push
and pop. On the contrary, the elements of the queue follows
first in first out order and it consists of two operations, namely,
enqueue and dequeue. The enqueue operation of a queue adds

Algorithm 2: Bus Sequence Ordering Scheme.
1: Assign root node as selected bus
2: Initialize selected bus with first sequence number
3: repeat
4: Search for non-visited branches linked to selected

bus
5: if search results are empty
6: Dequeue a branch number & push it in Stack
7: else
8: Mark branches in search results as visited
9: Push one of the search result in Stack

10: Enqueue the remaining search results in Queue
11: end if
12: Assign downside bus of popped branch as selected

bus
13: Assign consequent sequence number to selected

bus
14: until sequence number assigned to all buses

the given element in the rear most position of the queue whereas
the dequeue operation returns the entry at the front most position
of the queue.

This bus sequence ordering scheme is illustrated in Fig. 4
using the 22-bus radial distribution topology given in [18]. The
bus numbers are indicated on the nodes in Arabic numerals and
their corresponding sequence numbers are denoted in Roman
numerals below each node.

D. Radial EMTP Algorithm

Using the network models and the ordering scheme developed
in the earlier part of this section, the radial EMTP that follows the
BFS technique is shown in Algorithm 3. The ordering sequence
obtained for the buses can be easily extended to the branches
as the index of a downside bus can be interchangeably used
with its corresponding branch. With this technique, a single
line section is solved for a given time step rather than solving
the entire network for each time step which is in the case of
conventional EMTP. Switching elements like circuit breakers are
modeled as variable resistance in a similar manner as it is done
in conventional EMTP where the resistance value is negligible
during closed state and it can be increased to an extremely
high value to simulate the open state. As the elements in the
distribution systems can be modeled using the lumped values
of resistance, inductance and capacitance, they can be easily
integrated in the proposed radial EMTP algorithm using their
equivalent circuit. In the next section, we use such an approach to
interface the synchronous machine model with the radial EMTP.

It can be noticed that in the proposed radial EMTP, the
formulations are made in recursive form using the bus sequence
ordering scheme which exploits the radial nature of distribution
systems. This recursive formulation is similar to a triangular
linear system and solved using the BFS technique. The BFS
technique is identical to the forward and backward substitution
method for solving a triangular system of linear simultaneous
equations and hence it has arithmetic complexity of O(n2) [19].
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Algorithm 3: Radial EMTP Using the BFS Technique.
1: Assign step time, Δt according to the given problem
2: Assign sequence numbers to all branches
3: repeat
4: Update positions of switching elements and loads
5: Update the equivalent circuit of generations
6: for lines {m,n} from last sequence number to first

do
7: Calculate Ȳm and H̄

k−1
Z̄m

using (9) and (11)
8: end for
9: Calculate instantaneous voltage value at root node

for this time instant
10: for lines {m,n} from first sequence number to last

do
11: Calculate v̄k

o , v̄k
n and ī

k
m,n using (12) and (15)

12: Update history terms using (16), (17) and (18)
13: end for
14: Update terms for generations
15: Increment the time step index, k
16: until stop time is reached

On the other hand, conventional EMTP uses nodal analysis, and
Gaussian elimination-based techniques are popularly used to
solve its linear system which has computational complexity of
O(n3) [20]. This is because conventional EMTPs are built to
accommodate any type of electrical topology and they are not
able to exploit the radial structure of the distribution networks.
As the proposed radial EMTP approach takes lesser compu-
tational effort as compared to conventional EMTP for radial
distribution networks, radial EMTP can provide the transient
solution faster than the conventional EMTP techniques. Hence,
this technique can detect the presence of data manipulation
attacks more quickly as compared to the conventional EMTPs.

IV. SYNCHRONOUS MACHINE MODEL

Existing EMTP models for synchronous machines [21] can
be classified as classical dq0 model, phase domain model, and
voltage behind reactance model. One issue in all such models
is that at least two of the variables need to be predicted before
solving the corresponding machine at each time step and then,
these predicted values need to be corrected (e.g., in the classical
dq0 model, prediction and correction of speed voltages in d- and
q-axes are carried out for every time step [22]). Such prediction
and correction processes not only take significant computation
power but also can reduce the simulation accuracy and numerical
stability.

Since a synchronous machine is an electro-mechanical device,
to obtain its transient response, modeling is carried out for the
mechanical part and the electrical part. The mechanical part is
traditionally modeled using the swing equation and that can be
easily solved to obtain the angular velocity ωr and the rotor
position θ can be calculated. On the other hand, modeling the
electrical part of a three phase synchronous machine is quite
challenging as the values of coupled and self inductance in the
armature, field, and damper windings vary with respect to θ.

Fig. 5. Synchronous generator equivalent circuit. (a) Direct axis. (b) Quadra-
ture axis.

Classically, this issue can be resolved using Park’s transforma-
tion where the machine variables corresponding to phase domain
are transformed for the direct and quadrature magnetic rotor
axes. As a result, the time varying inductances in the three phase
armature, field and damper windings can be converted as fixed
values in a single rotating reference frame. Let ia, ib, and ic be
the armature phase currents of the synchronous generator. With
Park’s transformation, the projections of these phase currents in
direct and quadrature axes can be written as[

id iq
]T

= KP

[
ia ib ic

]T
(19)

where

KP=
2
3

[
cos (θ) cos

(
θ − 2π

3

)
cos
(
θ + 2π

3

)
− sin (θ) − sin

(
θ − 2π

3

) − sin
(
θ + 2π

3

) ] . (20)

For the purpose of illustration, Model 1.0 of a three phase
synchronous machine [23] is considered whose elemental no-
tations are adopted from [24]. Such a model is considered as
the values of damper winding resistances is relatively high in
small and medium sized synchronous generators and due to that,
its damper windings do not provide much contribution to the
magnetic fields present in the d- and q-axes during the operating
conditions. Hence, by neglecting the parameters and equations
related to the damper windings, the complexity and the size of the
model is reduced without losing much of the accuracy [25]. The
governing equations of the electrical part for such a synchronous
generator can be written as

ed=−Raid−(Lad+Ll)
d

dt
id+Lad

d

dt
ifd+ωrLqiq (21)

eq=−Raiq−Lq
d

dt
iq−ωr(Llid−Lad (ifd−id)) (22)

efd=Rfdifd+(Lfd+Lad)
d

dt
ifd−Lad

d

dt
id. (23)

With these governing equations, the equivalent circuit in direct
and quadrature axes can be developed for a Model 1.0 three
phase synchronous machine as shown in Fig. 5. Hence, the
process of obtaining the transient solution of such synchronous
machine comes down to solving a circuit with the elements of
resistance, inductance, and current controlled voltage sources.
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Fig. 6. EMTP model for synchronous generator. (a) Direct axis. (b) Quadrature
axis.

To convert the differential equations into algebraic form, the
inductive elements in this equivalent circuit are replaced with
their discrete EMTP models as illustrated in Fig. 6. Let Hk−1

Ll
,

Hk−1
Lad

, Hk−1
Lfd

, and Hk−1
Lq

be the history terms at k − 1 time step
corresponding to elements Ll, Lad, Lfd, and Lq , respectively.
As the field voltage is supplied by an external source, without
loss of generality, the values of ekfd are considered to be known
for every time step k. With this consideration and by simple
algebraic manipulations, the relation between the voltages ekd ,
ekq and the currents ikd , ikq for the time step k can be written as[

ekd
ekq

]
=

[
Vk−1
d

Vk−1
q

]
−
[
Zk

dd Zk
dq

Zk
qd Zk

qq

] [
ikd
ikq

]
(24)

where

Zk
dd = Ra +

2
Δt

Ll +

(
1

Rfd +
2
ΔtLfd

+
1

2
ΔtLad

)−1

(25)

Zk
qq = Ra +

2
Δt

Lq (26)

Zk
dq = −ωk

rLq (27)

Zk
qd = ωk

r

(
Ll + Lad − L2

ad
Δt
2 Rfd + Lfd + Lad

)
(28)

and

Vk−1
d =

(
ekfd +

2
ΔtH

k−1
Lfd

Lfd

Rfd +
2
ΔtLfd

+Hk−1
Lad

)
(

1

Rfd +
2
ΔtLfd

+
1

2
ΔtLad

) (29)

Vk−1
q = ωrLad

⎛⎝ekfd +
2
Δt

(
Hk−1

Lfd
Lfd −Hk−1

Lad
Lad

)
Rfd +

2
Δt (Lfd + Lad)

⎞⎠
+

2
Δt

Hk−1
Lq

Lq. (30)

The model given in (24) can be represented as a two port
equivalent circuit with Zk

dd, Zk
dq, Zk

qd, and Zk
qq as the elements

of equivalent resistance matrix and the values of open circuit
voltage are given by Vk−1

d and Vk−1
q . Such a model can be used

to interface multiple synchronous machines in the backward and
forward sweeps of the proposed radial EMTP. To demonstrate
the proposed interfacing technique in the radial EMTP, consider
a synchronous machine that is connected to bus n in the given
radial network. Prior to starting the backward sweep for the time
step k, the looking back conductance corresponding to bus n is
updated using the the elements of Thevenin’s resistance matrix
to its respective synchronous machine as

Ȳn ⇐ Ȳn +
3
2
KT

P

[
Zk

dd Zk
dq

Zk
qd Zk

qq

]−1

KP. (31)

Similarly, the equivalent current value at bus n can be up-
dated using the values of open circuit voltage of its respective
synchronous machine as

H̄
k−1
Z̄n

⇐ H̄
k−1
Z̄n

+ 3KT
P

[
Zk

dd Zk
dq

Zk
qd Zk

qq

]−1 [
Vk−1
d

Vk−1
q

]
. (32)

After completing the forward sweep for time step k, the in-
stantaneous voltage value at time step k is available for all the
buses. With v̄k

n, the values of ekd and ekq corresponding to the
synchronous machine connected to bus n is calculated as[

ekd
ekq

]
= KPv̄

k
n. (33)

By recalling (24), ikd and ikq is calculated from ekd and ekq as[
ikd
ikq

]
=

[
Zk

dd Zk
dq

Zk
qd Zk

qq

]−1([
Vk−1
d

Vk−1
q

]
−
[
ekd
ekq

])
. (34)

With the computed value of ikd , ikfd is calculated as

ikfd =
ekfd +

2
Δt

(
Hk−1

Lfd
Lfd +

(
ikd −Hk−1

Lad

)
Lad

)
Rfd +

2
Δt (Lfd + Lad)

. (35)

Since all the currents and voltages corresponding to the syn-
chronous machine are computed, the history terms which are
necessary for the consecutive time step can be updated as

Hk
Ll

= 2ikd −Hk−1
Ll

(36)

Hk
Lad

= 2
(
ikd − ikfd

)−Hk−1
Lad

(37)

Hk
Lfd

= 2ikfd −Hk−1
Lfd

(38)

Hk
Lq

= 2ikq −Hk−1
Lq

. (39)

It is easy to observe that the updating rules (31), (32) used in
the backward sweep and the models (33)–(39) which are used
in the forward sweep are inclusive in nature and do not require
any prediction or correction process for every time step k.
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Fig. 7. Instantaneous voltage at bus 4 in 5 bus system. (a) va4 from 0.5–0.8
s. (b) va4 from 0.99075–0.99195 s. (c) va4 from 0.5994–0.6006 s. (d) va4 from
0.6025–0.6037 s.

V. RESULTS

A. Validation of Radial EMTP

The proposed radial EMTP algorithm and the synchronous
machine interfacing technique is validated in this section. This
algorithm is coded in MATLAB and tested with 5-bus and
22-bus radial systems. For both of the 5-bus and 22-bus radial
distribution test systems, the time step, Δt is set as 50 μs in the
proposed radial EMTP approach. To validate the accuracy of the
transient solution provided by the proposed radial EMTP, both
the 5-bus and 22-bus test systems are implemented in Opal-RT’s
HYPERSIM with a time step of 10 μs and its transient solutions
are compared against results of the proposed radial EMTP. A
smaller time step is used for HYPERSIM in order to evaluate
whether the transient solution from the proposed radial EMTP,
even with coarser time steps, is able to match the results of
professional-grade simulators with smaller time steps.

1) 5-Bus Radial Microgrid System: The network information
of the 5-bus radial system is adopted from [26]. It is considered
that two synchronous generators are the sources of electric power
and they are connected to buses 1 and 3. The shafts of both
the machines are driven with a constant speed of 376.99 rd/s
such that the supply frequency is maintained at 60 Hz. The
field windings of both the machines are supplied by constant
voltage source of 0.0793 pu. The performance of the radial
EMTP algorithm is tested by introducing a three phase fault
in bus 5 at time instant 0.6 s. The transient solutions from the
proposed radial EMTP (with Δt = 50 μs) and from Opal-RT’s
HYPERSIM (with Δt = 10 μs) are obtained for the simulation
period from 0 to 1 s.

The instantaneous values of phase a voltage at bus 4, va4 ,
and phase a current flow at line {4,5}, ia{4,5}, are obtained using
the radial EMTP and plotted in Figs. 7 and 8, respectively, and
compared with the values obtained from HYPERSIM. Fig. 7(a)
shows the bus 4 voltage values of phase a from 0.5 to 0.8 s
and the plots given in (b)–(d) of Fig. 7 zoom this voltage signal
between the time period from 0.59135 to 0.59255 s, 0.5994 to
0.6006 s, and 0.6025 to 0.6037 s, respectively. Similarly, the
current values of phase a at line {4,5} from 0.5 to 0.8 s is plotted

Fig. 8. Instantaneous current at line {4, 5} in 5 bus system. (a) ia{4,5} from

0.5–0.8 s. (b) ia{4,5} from 0.59305–0.59425 s. (c) ia{4,5} from 0.5994-0.6006 s.

(4) ia{4,5} from 0.60285–0.60405 s.

in Fig. 8(a) and the zoomed portion at time periods 0.59305
to 0.59425 s, 0.5994 to 0.6006 s, and 0.60285 to 0.60405 s
are plotted in Fig. 8(b), (c), and (d), respectively. From these
figures, it is observed that the calculated values of bus voltage
and line current with the proposed radial EMTP are a close match
with the solution obtained from HYPERSIM with Δt = 10 μs.
Even though ripples are observed in Fig. 7(d) with a maximum
deviation of about 1 × 10−3 pu, they closely follow the transient
solution provided by HYPERSIM and they align with them after
0.61 s. Also, the maximum amount of deviation between the
values provided by HYPERSIM and the radial EMTP solution
noticed in Fig. 8(d) is about 0.5% (0.02 pu). The deviations
observed in Figs. 7(d) and 8(d) are quite negligible and this error
is due to the simplification of inductor and capacitor models with
the trapezoidal rule of integration.

2) 22-Bus Radial Distribution System: The load data and line
data for the 22-bus radial distribution system are taken from [18]
and its line diagram is already shown in the previous section as
Fig. 4. A three phase synchronous generator is considered to
be supplying power from bus 1. The data for this generator are
extracted from [27]. The supply frequency of this test system
is considered to be 50 Hz. To create transients in the network,
a three phase fault is initiated at Bus 13 in the time instant of
1 s. The simulation is carried out from 0 to 1.5 seconds with
Δt = 50 μs for the proposed radial EMTP and Δt = 10 μs for
Opal-RT’s HYPERSIM.

The instantaneous voltage values of phase a at bus 11, va11 is
plotted in Fig. 9(a) for the time period between 0.9 to 1.2 s
and it is zoomed in the time periods 0.99075 to 0.99195 s,
0.9994 to 1.0006 s, and 1.0035 to 1.0047 s in Fig. 9(b), (c),
and (d), respectively. In a similar way, Fig. 10(a) displays the
instantaneous values of phase a current flow in line {11,13},
ia{11,13} for the period of time between 0.9 to 1.2 s, and Fig. 10(b),
(c), and (d) plot its zoomed part in the time periods 0.99305 to
0.99425 s, 0.9994 to 1.0006 s, and 1.0048 to 1.006 s, respectively.
From these results, it can be concluded that the proposed radial
EMTP provides almost identical results as compared to the
transient solution provided by HYPERSIM with a much smaller
time step, except for the minor deviations observed in Figs. 9(d)
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Fig. 9. Instantaneous voltage at bus 11 in 22 bus system. (a) va11 from 0.9–1.2
s. (b) va11 from 0.99075–0.99195 s. (c) va11 from 0.9994–1.0006 s. (d) va11 from
1.0035–1.0047 s.

Fig. 10. Instantaneous current at line {11, 13} in 22 bus system. (a) ia{11,13}
from 0.9–1.2 s. (b) ia{11,13} from 0.99305–0.99425 s. (c) ia{11,13} from 0.9994–

1.0006 s. (4) ia{11,13} from 1.0048–1.006 s.

and 10(d). The key advantage is that radial EMTP takes less
computation resources and hence it can be easily incorporated
in small computing machines while obtaining similar results as
from the conventional EMTP for the same given time step. From
timing measurements conducted during our experiments, we
observed that conventional EMTP requires about 2.3 times more
computation time than radial EMTP when both EMTPs use the
same time step. This is because the computational complexity
of the radial EMTP is far lesser than that of conventional EMTP
for solving radial distribution networks.

B. Evaluation of Data Manipulation Attack Detection

The proposed attack detection technique is evaluated using the
5-bus microgrid system and 22-bus distribution system which
were previously used for validating the radial EMTP. Typical
micro-PMUs which are used in distribution systems have an
accuracy level of±10−4 pu for voltage magnitude measurements
and can transmit 1 or 2 samples per cycle [28]. To be on the
conservative side, the noise in the measurement values in both
the 5-bus and 22-bus systems are considered to have a zero mean
Gaussian distribution with a standard deviation of 2 × 10−4 pu

Fig. 11. Voltage magnitude and error at bus 1 in 5 bus system. (a) Voltage
magnitude at bus 1. (b) Error.

and at least one voltage magnitude measurement is available per
cycle.

1) 5-Bus Radial Microgrid System: The simulation for the
5-bus microgrid system is executed for a period of 1 s. Its voltage
magnitude measurements are updated at the rate of 60 samples
per second. Two scenarios are considered to verify the proposed
detection technique: No-attack scenario and Attack scenario. In
the no-attack scenario, a legitimate load with the values of P
= 2.0889 pu and Q = 7.3879 × 10−3 pu is added at bus 5 at
time instant 0.6 s, in addition to its existing loads. For the attack
scenario, the voltage magnitude measurements from bus 1 to
bus 5 are manipulated to falsely inject the effect of a new load
addition (of P = 2.0889 pu and Q = 7.3879 × 10−3 pu) at bus
5. Such an attack is considered to be initiated at the time instant
of 0.6 s where the voltage magnitude measurement at Bus 1 is
reduced from 0.9 pu to 0.78 pu.

Such an attack can be executed by calculating the amount
of voltage change required to fake the given load addition as
detailed in Section 4.1.1. In this manner, it is found that the
voltage magnitude at bus 1 needs to be changed to 0.78 pu from
its original value of 0.9 pu in order to account for the additional
load at bus with P and Q values of 2.0889 pu and 7.3879 ×
10−3 pu, respectively.

Using the proposed radial EMTP, the bus 1 voltage magnitude
values are calculated and plotted in Fig. 11(a) along with the
measured values under no-attack and attack scenarios. Due to
the system dynamics, it takes a period of 0.3 s for the voltage at
bus 1 to transient from its initial value of 0.85 pu to reach the
steady-state value to 0.76 pu. The error deviations between the
calculated and measured values in both no-attack and attack sce-
narios is plotted in Fig. 11(b). The calculated values are in close
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TABLE II
TRUE POSITIVE RATE AND FALSE POSITIVE RATE OF THE PROPOSED DETECTION TECHNIQUE IN 5-BUS SYSTEM

agreement with the measured values in the no-attack scenario
as the maximum error is around 0.0024 pu. This accounts for
the injected zero mean Gaussian noise with 2×10−4 pu standard
deviation.

The detection threshold is set as 6 × 10−4 pu to consider
99.73% of the variations caused due to the noise injection. In
the attack case, the maximum error is around 0.027 and the
threshold violation occurs for a time span of about 0.1 s. As the
measuring devices are operated at a sampling rate of 60 samples
per second, at least eleven threshold violations can be observed
in the attack scenario.

With these considerations, the threshold value, τ is set as 6
× 10−4 pu and η which is the minimum number of consistent
threshold violations that raises the alarm is set as 11. To analyze
the detection rate of the proposed technique, the 5-bus system
is subjected to attack and no-attack scenarios for 100 Monte
Carlo repetitions each. The total number of detections in the
100 attack scenario repetitions is defined as true positive rate
(TPR) and the total number of detections in the 100 no-attack
scenario repetitions is defined as false positive rate (FPR). For
this analysis, we simulate attacks with different magnitudes of
false load injection. For this scenario and analysis, a 100% load
change corresponds to the addition of P = 2.0889 pu and Q
= 7.3879 × 10−3 pu at bus 5. The values of TPR and FPR
are calculated for the percentage of load change varying from
20% to 140% with incremental steps of 10% and the results are
tabulated in Table II. From these results, it can be seen that the
proposed technique does not generate any false alarms (as FPR
is 0% for all the load changes) and provides a 100% detection
rate if the load change is more than 40%.

2) 22-Bus Radial Distribution System: The 22-bus distribu-
tion system is simulated from the period 0 to 1.5 s. The measured
voltage magnitude values are considered to be refreshed once in
every 20 ms. Under the no-attack scenario, it is considered that
a new load is added at bus 13 at time instant 1 s whereas the
loads remain in the previous values. The values of P and Q that
are newly added to bus 13 are 2.1345 pu and 7.7881 × 10−3 pu,
respectively. During the attack scenario, the measurements are
manipulated such that it is perceived that a new load is added at
bus 13 with the values of P and Q as 2.1345 pu and 7.7881 ×
10−3 pu, respectively. It is considered that with such an attack,
the voltage magnitude measurement at bus 1 is reduced from 1
to 0.907 pu in order to reflect a fake load addition at bus 13. This
attack is assumed to be started at time instant 1 s.

Since a significant load change is observed in both no-attack
and attack scenarios, the values of voltage magnitude measure-
ments at bus 1 are calculated for the observed load change using
the proposed radial EMTP technique. The measured values of
voltage magnitude at bus 1 in both no-attack and attack scenarios
is plotted in Fig. 12(a) along with the calculated values using

Fig. 12. Voltage magnitude and error at bus 1 in 22 bus system. (a) Voltage
magnitude at bus 1. (b) Error.

proposed radial EMTP. It is observed that, in no-attack scenario,
the voltage value at bus 1 takes around 0.4 s from its initial value
of 1.09 pu to settle in its final value of 1 pu. The error difference
between the calculated and measured values of bus 1 voltage
magnitude is plotted in Fig. 12(b) for both no-attack and attack
scenarios. To account for the 99.73% Gaussian noise variations,
the detection threshold is set as 6 × 10−4 pu.

In the no-attack scenario, the deviations between the cal-
culated and measured values does not exceed 4.6 × 10−4 pu
after 1 s time instant as the legitimate measurements follow the
system dynamics which is realized with the values calculated
using radial EMTP. In contrast, during the attack scenario, as
the measurements do not reflect the actual system dynamics, the
error value shoots to a maximum value of around 5.26 × 10−2

pu and threshold violations happen in at least 11 measurement
samples, roughly for a period of 0.2 seconds. Thus, the proposed
detection technique is able to distinguish whether the measure-
ments are manipulated or not using the transient components
present in the measurements.

For evaluating the TPR and FPR of the proposed detection
scheme in the 22-bus system, τ and η are set to be 6 × 10−4 pu

Authorized licensed use limited to: The University of Toronto. Downloaded on January 31,2022 at 08:02:49 UTC from IEEE Xplore.  Restrictions apply. 



KUMAR et al.: ELECTROMAGNETIC TRANSIENTS BASED DETECTION OF DATA MANIPULATION ATTACKS 677

TABLE III
TRUE POSITIVE RATE AND FALSE POSITIVE RATE OF THE PROPOSED DETECTION TECHNIQUE IN 22-BUS SYSTEM

and 11, respectively. To obtain the values of TPR and FPR under
different attack levels, we define that 100% load change at bus 13
is considered to be P = 2.1345 pu and Q = 7.7881 × 10−3 pu.
In the 22-bus system, attack and no-attack scenarios are repeated
for 100 Monte Carlo simulations for the amount of change in
load from 20% to 140% in step wise manner with step size of
10%. The values of TPR and FPR found in each of the load
changes are tabulated in Table III. The results obtained for the
22-bus system are similar to the TPR and FPR values obtained
in the 5-bus system as the FPR of the proposed technique is 0%,
and hence, it will not create any false alarms even for smaller
load changes. The TPR of the proposed technique is 100% for
a load change that is more than 40%. Thus, it will not miss any
of the data manipulation attacks that fakes a load change higher
than 40% of the above specified values of P and Q.

VI. CONCLUSION

This article presented a detection scheme for data manipu-
lation attacks against measurements in distribution systems. A
three phase radial EMTP technique is proposed which follows
a BFS-based approach by exploiting the topographical nature
of distribution systems. This article also proposed a three phase
synchronous generator model which is directly compatible with
the radial EMTP algorithm. Such a model does not need to
predict and correct the speed voltages in both d- and q-axes
as they are incorporated directly into the proposed model. The
proposed technique is evaluated on 5-bus and 22-bus distribu-
tion systems to show that the radial EMTP and the proposed
synchronous machine model provides similar results as con-
ventional EMTP, and to validate the proposed attack detection
mechanism.
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