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Abstract—We consider the use of novel communication tool sets tion in watermarking since a low energy, and hence impercep-
to improve the performance of robust watermarking systems. In  tiple, watermark, that is robust to narrowband interference, can
particular, we relate the effects of attacks onthe watermark tosignal  jja embedded 8].

interference in a fading environment and employ diversity trans- A .
mission and channel estimation principles to improve performance. However, SS approaches have a number of limitations. SS sig-

A nonstationary parallel binary symmetric channel (BSC) model Naling approaches are specifically vulnerable to the “near— far”
of the watermark channel is introduced to more accurately charac- problem [10]. For watermarking, this implies that if the energy
terize signaltampering and, hence, extractthe watermark. Analysis - of the watermark is reduced due to fading-like distortions on the
of the system sheds light on novel strategies and domains to embedyatermark, any residual correlation between the host signal and
information to improve the performance of robust data hiding —\\atermark can result in unreliable detection [11]. In addition,
schemes. Simulation and testing verify our theoretical observations. . . . . -
o o they neither take into account spatial nonstationarity of the host
_Index Terms—Attack characterization, data communications, jmage and attack interference nor readily incorporate adaptive
digital watermarking, robust data hiding, watermark channel, o pniques to estimate the statistical variations. Furthermore, the
wavelet transform. . -
correlator receiver structures used for watermark detection are
not effective in the presence of fading. Although SS systems in
|. INTRODUCTION general try to exploit spreading to average the fading, the tech-
giques are notdesigned to maximize performance.
We hypothesize that many common multimedia signal dis-
grtions, including cropping, filtering, and perceptual coding,

IGITAL watermarking is the process by which a discret
data stream called watermarkis hidden within ahost

multimedia signal by imposing imperceptible changes on th ¢ ol deled band interf Instead
signal. In many proposed techniques, this procedure entails ftjg not accurately modeled as narrowband interierence. nstead,

use of a secret key that must be used to successfully embed \gﬁobelieve that such signal modifications &ding-likeon the

extract the watermark. One major driving force for research Yfgtermark if embedded in an appropriate domain. The novel

this area is the need for effective copyright protection scenarfé%?mbgpon c.)tf thls&/vo;k mvollve?. thetgppthcar?qn of comth;]m-

for digital media. In such an application, a serial number or co '0? |\(erf5|3{ and channe ets |:na;r|]on ecblnlquefs,vt\)/ 'i are

protection code is watermarked into the signal to protect to 1ective in fading environments 1o the probiem of robust wa-
termarking. Diversity is employed through watermark repeti-

sign ownership or user rights. It is expected thadtiackerwill dch | estimation th et ‘ A
attempt to remove the watermark by intentionally modifying thgo" 21d channet estimation throughederencevatermark. Al-
ough it is well-known that repetition can improve the relia-

watermarked signalThus, we must strive to embed the mark . - - o o
such that it is difficult to remove (without the use of the key ility of robust data hiding schemes, it is traditionally used to
verage out the effect of noise-like distortions. In this paper,

unless the marked signal is significantly distorted. d trate that if | i q it ft
A popular analogy for watermarking is the process of dat¥® demonstrate that It properly engineered, repetition can often

communications in which the goal is to effectively communica@gn'f'canﬂy. improve performance and may be quth thg ap-
the watermark information using information hiding techniqueg.ar.ent sacrifice in thermark bit rate. S.pec'lflcall.y, i r.eDe“.“on
Much of the work on robust digital watermarking is based off viewed as the application of communlcatlpn diversity princl-
spread spectrum (SS) communication principles [1]-[9]. In S%es, We can demonstrate thgt proper selection of an .approprlate
watermarking, the embedded signal is generally a Iow-energ termark embedding domain with attack characterization can

- : . tably improve reliability.
pseudo-randomly generated white noise sequenceddtésted ) : s
by correlating the known watermark sequence with either the!t should be emphasized that the ideas presented in this work

extracted watermark or the watermarked signal itself (if the hd&t meant to be employed within existing watermarking tech-

is not available for extraction). If the correlation factor is abov/a'dues and are not intended to replace well-established water-

a given threshold, then the watermark is detected. The antija[EIﬂ"-J1rklng strategies such as modulation and SS watermarking.

ming properties of SS signaling makes it attractive for applic%- Objectives of this Paper

The overall intent of this paper is to derive new insights into
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through the development of a framework for the analysis ofSimilarly, if the watermark is placed in the discrete Fourier
broad class of watermarking techniques. transform (DFT) components of the signal, then aggressive
Specifically, we will do the following. lowpass filtering will remove the existence of the watermark
A)  We demonstrate that viewing watermark repetition dsom high-frequency coefficients. This demonstrates how
a communication diversity technique, we can identifgome very simple distortions have a varying (i.e., nonuniform)
appropriate domains to embed the watermark for ineffect on the embedded watermark. That is, some watermark
proved robustness against fading-like attacks. components are more severely distorted than others.
B)  We use reference watermarking for attack characteri-we assert in this paper that many watermark attacks are more
zation for optimal watermark estimation. Traditionallyappropriately modeled as fading like. Fading is a term used to
a reference template has been used to undo geomegjéGcribe the effect of a communication channel that attenuates
distortions; however, in this work, we employ it for thethe information-bearing signal amplitude in an unpredictable
problem of watermark channel characterization.  way. We do not assume a particular statistical or mathematical
C) We incorporate a new localized watermark channghqgel for the degradations but believe that the traditional char-

model to practically implement our ideas. Analysis of cteristics of a general fading processing are applicable. Specif-
this model casts light on appropriate domains in whmﬁa"y these features include

to watermark. The importance of a watermark extrac- ] ) e
tion stage that makes use of information concerning the * Varying SNR with a possibility of an SNR efcc repre-
attacker’s actions in this setting is demonstrated. senting a complete fade of the watermark signal which is
We address watermark attacks that may be modeled as a noisy Unavoidable;
attenuating nonstationary communication channel. Geometric * unpredictability of SNR variations along the watermark
signal modifications such as scaling or affine transformations of ~ channel priortowatermark transmission (i.e., embedding);
images and video sequences do not fall within this class. Such® independence of watermark signal attenuation in multi-
distortions desynchronize the watermark signal, and hence, media signal coefficients displaced significantly in space,
although the watermark signal exists within the host, it is not ~ frequency time or another component.
easily accessible. We assume in this work that the watermark is The resulting degree of independence has an equiva-
extracted/detected with ideal synchronization so that we may lent measure of coherence space, time, or bandwidth as
focus on the issue of reliable watermark retrieval in the presence in common SS communication environments.
of n.oise and scaling. We beligvethatgeometric distortions,whillelt should be mentioned that these same characteristics are
tedious to address, are possible to overcome through appropriglgy 14 justify the use of a fading model for the classic par-
signal computation gnd registration as.dlscu.ssed in [12]—[141ia|_band jamming problem [15].
The next section introduces the basic setting for the analytlcz) Diversity: One general way in which to improve relia-

work; the proposed assumptions and models are discussed. %ﬁﬁy in an unknown, nonstationary environment susceptible to

tion . hlghllghts t_he main the.o.ret|cal result.s. These observ eep fades is to employ diversity. A communication channel
tions and implications are verified through implementation g

the novel principles into the robust reference watermarking aclan be broken intd/ independent subchannels, where e

gorithm reviewed in Section IV; results of testing are also su gubchannel has associated capaciiyfor & = 1, 2, ..., M.
matrized. Final remarks conclude the paper.

r‘%_ince, in a fading environment, some of these channels may
have a capacity of zero at unpredictable times, to ensure re-
liable transmission, diversity principles are employed. Specif-
ically, the same information is transmitted through each sub-
In this section, we introduce the novel concepts proposed {ghiannel with the hope that at least one repetition will success-
our watermarking approach. They are treated in more abstragty be transmitted. For watermarking, we call tlusefficient
terms for pedagogical reasons and to motivate the theory of Sgfrersitybecause different coefficients within the host signal are
tion 1. Section IV presents these same ideas in the context@bdulated with the same information.
a practical watermarking algorithm. The sacrifice in employing diversity is the bandwidth ex-
pense since the same information is sent throffjtorthog-
onal resources. However, for many watermarking applications
1) Fading: Previous analytic work in the area of robusthe payload is small. Furthermore, for video watermarking ap-
digital watermarking has assumed additive Gaussian watermatications, there exists an abundance of data in which to embed
channels. That is, the effect (on the embedded watermark)tiog watermark information; therefore, watermark capacity is not
distortions on the overall watermarked signal is considered 40 issue.
be in the form of stationary additive Gaussian noise. Intuitively, 3) Channel Estimation and Postprocessinig: channel es-
however, it is clear that some degradations such as croppingintation, a training or reference sequence is employed to ad-
heavy linear filtering have the effect of completely destroyinist the receiver filter to maximize detection reliability. Water-
the watermark content in the associated components of tharking methods that do not attempt to depict the attacks fail
signal. For example, if the watermark is embedded in the spatialexploit the advantage of extraction after any signal modifica-
domain of an image, cropping the image to a quarter of its oritien and, hence, fundamentally operate in a nonoptimal manner.
inal area will annihilate those watermark signal components Wie evaluate and demonstrate the performance improvements of
the discarded region of the signal while leaving others intactharacterizing watermark attacks prior to extraction.

Il. MODELS AND PARADIGMS

A. Novel Principles
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Fig. 1. Reference and robust watermarking employing coefficient diversity and attack characterization. (a) Overview of the watermark embexgitiaing
scenarios. (b) We consider a 2-D host image; the watermark domain coefficients are divided into localized regions (outlined by the rectangliso tegio
reference and robust watermark bits are alternatively embedded in each region; the bold lines separate the different resolutions and wewefétidatail
classes (i.e., horizontal, vertical and diagonal). (c) The watermark in each region in modeled as passing through a binary symmetric chantiela(BS@ywi
probability of bit error estimated by the reference watermark.

Two questions naturally arise when incorporating coefficient 5) Each embedded watermark repetition is extracted sepa-
diversity and channel estimation. rately. Thus M different (and assumed independent) ver-
1) How do you combine the different extracted repetitions ~ Sions of the watermark,, i, ..., @y are accessible
of the watermark to maximize the overall reliability of from which to estimate the embedded watermark.
the system? 6) The watermarked signal may undergo distortions that af-

2) How do you define and characterize these “sub-channels” fsicr;;hfh;:tfﬁ;tg g(igt]se aeTnbeetﬁggdo;n;?t;rgstfhnérz\c/:?eﬁsz;
within the host signal to inherently promote robustness?

i ) ) tion such that each extracted watermark repetition has a
The subsequent sections address these issues. In Section II-B, known associated reliability. In our analysis, we make use

we discuss integrating the various versions of the extracted wa-  of the probability of bit error measure. Specifically;,

termark, and in Section Ill, we present analysis to identify reli- has an associated bit error likelihoodgif;..

able data embedding domains. We incorporate diversity and channel estimation into our
analysis framework through the use of watermark repetition and

B. Context and Characterization attack characterization, respectively. Each duplicate watermark

assumed to be separately extracted. Attack characterization is

- i
we I|m|t.the scope of our framewo.rk to th_e broad cla_ss. QEe process of measuring the reliability of each extracted water-
watermarking systems with the following basic characterlstK:ﬁmrk repetition. We do not specify how the characterization is
1) The watermarky is binary and of lengthV,, bits. We performed here as this is an implementation issue discussed in

denote theth bit of w by w(i) fori =1, 2, ..., N,. Section IV, but we assume this reliability factor to be available.
2) The watermark information is repeatedly embedded Many proposed watermarking algorithms [6], [13], [16]-[20]
M > 1 times within the host signal. (this is by no means an exhaustive list) are encompassed by this

3) The embedding process occurs intvetermark domain class of techniques or can be easily modified to fit this category.
Specifically, an invertible continuous transformati#y,  Although we restrict the watermark to be a bit sequence and
is applied to the host signal to produce coefficients ithe reliability measure to be the bit error rate, we believe the
which the watermark bits are repeatedly inserted. spirit of the results discussed in the paper holds for nonbinary

4) Each repetition of the watermark is embedded in a levatermarks with a different reliability measure such as the SNR.
calized region of coefficients in the watermark domain. 1) Parallel BSC Watermark Channel ModeGiventhe char-

Fig. 1(a) and (b) elucidate the concept. acterization presented in the previous section, we can extract the
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Ip, We show in [21] that the following assignment fog minimizes
0 P OA the bit error ofiv to produce an optimal linear watermark extrac-
w(i) pZ w,(i)  BSC Channel 1 tion:
1 1 ~
e log <1_ﬂ>
I o = — : (2)
0 = 0 i ) <1 - ﬁEj)
op
w(i) zz i)  BSC Channel 2 ot *\ e
1 1
r,, This linear estimation procedure is by no means the only al-
ternative for combining the various extracted repetitions, but it
is computationally simple, and it has been successfully imple-
Ip mented and tested [21]. Given the average watermark payload
o M 0 and order of magnitude d¥/ in the rangel0 < M < 100 for
w(i) Py 3.()  BSG Ghannel M s_tiII image Wat_erm_arkin_g, more sophisticated §tatistical es_tima-
Py M tion and combination principles may not be reliable. As pointed
1 ip 1 out by one anonymous reviewer of this paper, the formulation
EM has the flavor of maximum likelihood estimation [22].

Fig. 2. Parallel binary symmetric channel model.
I1l. ANALYSIS AND INSIGHTS

individual watermark repetitions to prOdUM estimates of the In this Section, we summarize our ana|ysis to determine ef-
watermarkiy , bz, . .., 1wy With an associated probability of fective embedding strategies using our parallel BSC model of
biterrorp g Our frameworkis analogous to transmitting the Wahe watermark channel shown in Fig. 1.

termark simultaneously alord independent BSCs, as shownin

Fig. 2. The error probabilitie® < pgx < 0.5are assumedtobe o  oyerview of the Math

known and independent of one anothepif, > 0.5, then the . o )

output is complemented, and- p, is used as the probability ~COnsider the bit,.(¢) defined as

of error parameter value. This type of localized characterization 1

of the distortion in the watermark domain allows better modeling; (i) 2 w(i) & 1 (4) = { ’
of nonstationary fading-like distortions. The basic stationary at-

if there is a bit error inoy (¢)
0, otherwise.

tack assumption precludes the benefits that diversity can prov@e . (3)
o T : imilarly, we let
and limits understanding into the advantages of using one water-
marking domain over another. A 1, if there is a bit error inb(7)
There are important advantages to using the parallel BS€@(¢) = w(i) ® w(i) = 0 otherwise (4)

model. It is simple and the paramejes;, is easy to accurately
estimate using an associated reference watermark we discugg ésily follows from (1) that

subsequent sections. In addition, a different parameigrfor

eachwy, is incorporated, which provides a localized assessment M

of the attack in the watermark domain. Our attack characteri- e(4) = round [Z akek(i)] (6)
zation allows us to combine the repetitions based on a measure k=1

of their reliability to minimize the probability of watermark bit

error which relates the bit errors of the individual extracted repetitions

. . L _ex(i) to the bit error of the overall watermark estimatg).
2) Optimal Linear Watermark Estimatiorifo keep compu kAnaIysis of (5) is not straightforward due to the presence of the

tational complexity low, we limit ourselves to linear watermar . )
S L integer round operator. Alternatively, we consider the argument
estimation. The overall extracted watermarks computed as . .
of this operator given by

the weighted sum of the individual extracted repetitions. Thatis

M A .
(i) = round [Z akwk(i)] 1) E(e(@) = > anex(i) (6)
1 k=1
where where e(i) = [e1(i)ea(i) -+ epr($)]F. A bit error occurs
round;| integer round operator; in w(2) if £(e(4)) > 0.5. We can analyze the mean value of
w(4) anddy(¢) <th watermark bits ofiy and @y, respec- E(e(i)), E{E(e(i))} to assess the reliability of the watermark
tively; channel. Although this is not a precise measure of the error rate
Qg associated scalar non-negative weight def the system since a small&{£(e(7))} does not necessarily

pendent on the estimated reliability factoguarantee a lower overall bit error rate, it does provide useful
PEr such thatzf:il ap = 1. insight into the reliability of the watermarking procedure.
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It is shown in Appendix A that Location of £, (m.n)
S, 01,1(’"'”; 5 fy3i(mn)
, PE D(qall) T : :
Ble(e()} < 72— [1- — 2L ™ A R
1-7g log —PE
08 - Range of values between /
PE minimum and maximum  f , (m,n)is modified to f,2,(mn)is modified to
where the average bit error rate is coefficients this value to embed a 1 this value to embed a 0
M

_ 1 .. ToEmbeda0
Py = i kz;l PER (8) == ToEmbedat

Fig. 3. Quantization procedure for watermarking. To embed the watermark,

andD(q,||g) is the relative entropy given by [23] the median coefficient valug,,_ ;(vn, n) is quantized to the nearest appropriate

vertical line segment shown in bold (to embed a 1) or dashed (to embed a 0).
M q (k) The diagram provides an example casedot= 4. The distance between each
D(q.|lgp) = Z g.(k)log < e ) (9) vertical line segment i§, which is given by (14).

k=1 @k
9(k) =pEr/(MPE) (10) domain for which the degree of distortion varies in each
and localized region containing a repetition on the watermark.
— (1 _ _ = As a result, the amplitude agfz; will be different for
Bk) =(1 = pp)/ (M1 = Pe)). (1) distinct values of. This can be achieved by inserting the
The sequenceg, andg, are probability-like distributions; their watermark in a domain that distributes the distortion more
elements are non-negative and sum to one. The bound of (7) is  to certain coefficients, leaving others less affected.
tight for smallp; andpgy. close to a constant (i.eper &~ Dp 3) For perfect watermark recovery, strive to localize the dis-
for all k). Specifically, the equality of (7) holds if and only if tortions on the watermarked signal.
pex = 0 forall k. It is shown in Appendix B that the existence of
o per = 0 for at least one: € {1, 2, ..., M} implies
B. Implications that€(e()) = 0.
Observation of (7) reveals that the following possible tactics Thus, if there exists a set of localized coefficients con-

may be incorporated into a watermarking scheme to lower the  taining one complete repetition of the watermark that are
value of E{&(e(%))} and, hence, improve the robustness of the ~ unmaodified by the distortion, then perfect watermark re-

system in some way. covery is possible, as long as all the valuegpgf. are
1) Reduce the value of the average bit error rate. knOWn. ThIS translates to embedding the Watermark in a
Reducing the value ofp, decreases the term domain that completely confines the distortion to a strict

2)

Pp/(l — Pg) and increases the denominator term  Subset of the coefficients.
log((1 — pg)/Pr), which both serve to lower the overall
bound.

Many proposed watermarking methods attempt to gain Implications 2) and 3) relate the accuracy of the extracted
performance by diminishing this average bit error ratevatermark to the watermark domain in which the hidden data
Signal processing strategies to imperceptibly embedissembedded. By using diversity and attack characterization, it
higher energy and, hence, more robust watermark asepossible to improve the effectiveness of the watermark to a
commonly employed. broader class of distortions by inserting the mark in signal coef-

The deficiency of most watermarking methods is thdicients that localize these distortions. For example, to design a
they solely rely on embedding a stronger watermark usingatermark robust against cropping, it would be wise to embed
sophisticated human perceptual mathematical models the mark in the spatial domain, which completely localizes the
improved performance. Our next two theoretical observasanipulation. Although a portion of the watermark is clipped
tions shed light on a different strategy to increase robugtt, the repetitions in the remaining signal are still accessible.

C. Discussion

ness. Similarly, for robustness against filtering, the watermark should
Embed the watermark such that the distributigngnd be embedded in the discrete Fourier domain that localizes the
q» are dissimilar for a large class of distortions. associated degradations.

For a fixed value ofp,, we may reduce the perfor- Itis also clear from simulation results (discussed in the next
mance bound by increasing the valuel®fq,||q;). The section) that a watermark embedded repeatedly in the spatial
relative entropy is a measure of the distance between dsmain is significantly more robust (i.e., the watermark is per-
two argument distributions [23]. Roughly, we can see thédctly recoverable unless the image is cropped beyond a cer-
D(q.]|2s) is relatively large wher, (k) = prr/(MDg) tain threshold size) to cropping than if it were embedded in the
and its corresponding,(k) (1 — prx)/(MDg) aredis- frequency domain. Simulations demonstrate an analogous rela-
similar. tionship with embedding in the Fourier domain and reliability

Assuming a fixed average probability of bit error, thisagainst bandpass, highpass, or lowpass filtering. To make the
requires thapg; vary in amplitude for different values watermark robust to both, a compromise would be to use the
of &, implying that we should embed the watermark in discrete wavelet domain for hiding the data.
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TABLE |
PROPOSEDROBUST REFERENCEWATERMARK EMBEDDING METHOD. WE ASSUME THAT THE REFERENCE ANDROBUST WATERMARKS ARE OF THESAME LENGTH
(i.e., N, = N,.) AND THAT THE COEFFICIENT SELECTION KEY SPECIFIESTHAT ALL COEFFICIENTSARE TO BE MARKED

1. Initialize user-defined variables:

o Given: f the host image to be watermarked.

e Given: w(i), i =1,..., Ny, the robust watermark.

e Select: r(i),i=1,..., Ny, the reference watermark.

o Select: L € Z*, the maximum wavelet decomposition level.
e Select: the particular DWT; to apply on the host image.

¢ Select: the quantization parameter Q.

2. Perform the Lth-level DWT; on f to produce the detail images f,i(m,n) foro =1,2,3 and ! = 1,2,...,L,
and an approximation image fs,r(m,n). That is,

{fou(m,n)} := DWT; [f]. (29)

3. Modify the wavelet coefficients to embed the watermarks:
forl=1,2,...,L,
for each localized spatial block R!,
1:=0
for (m,n) € R!
[fol,l(m, n)? foz,l(m, n)’ f03,1(my n)] = SOl‘t(flyl(m, n)’ fz,l(m: TL), f3,1(m) ’I'L))

=141
if tmod 2 =1,
f:,)l(mv n) = Qua'nt(fol,l(m) n)) foz,l(m, n)y f03,l(m) n): Q’ w(z))
else,
foi(m, n) ;= Quant(fo1,1(m, n), fo2,1(m,n), fo3,1(m, n), @, 7(3))
end
end
end
end

4. Perform the Lth-level inverse DWT; on the marked wavelet coefficients f;’;,(m, n) to produce the marked image
fw. That is,

fw = IDWT, [{foi(m,n)}] . (25)

The function Sort(a,b,c) sorts the input arguments in ascending order and the function Quant(-) quantizes the
corresponding input arguments to embed the watermark as discussed in Section 4.1.2.

To verify the insights derived in this work, we implement distortions on the watermarked signal before extraction. In
the proposed principles in a practical watermarking method dis-  this way, the components of the watermark signal that is
cussed in the next section. Because of the importance of ro- more accurate than the others can be identified.
bustness against frequency and spatial domain distortions, ours The proposed scheme is robust to a wider variety of dis-
practical implementation embeds the watermark in the wavelet tortions because diversity strategies are employed through
domain, which will be shown to localize these degradations. the use of watermark repetition. Only one repetition of the
Not only does this domain allow more effective robust water-  watermark needs to be intact for reliable watermark re-
marking, but it is convenient for characterization of unlawful covery.
signal doctoring for telltale fragile watermarking, as discussed
in [24]. Based on our analysis, we believe that the strengths of IV. | MPLEMENTATION AND TESTING
the scheme arise from the following factors.

* We embed the watermark in the wavelet domain, whi
localizes a diverse class of distortions such as spatial crop-l) Role of the Reference Watermark:has been shown in
ping and frequency domain filtering. [25] and [26] that elementary characteristics of the signal dis-

» The analysis assumes that the probabilities of bit erraigrtions are easily estimated using a reference watermark. A
pex are known. Thus, to be robust to unknown distortionseference watermark is one that is embedded into a signal for
estimation of the reliability of the watermark channels fothe purpose of detecting modifications. In fact, Tirkehl.[12]
eachw; must be employed. The proposed robust referenbave shown how reference marks can be used to help undo geo-
watermarking technique characterizes the locally varyingetric distortions applied to images.

& Robust Reference Watermarking
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TABLE I
PROPOSEDROBUST REFERENCEWATERMARK EXTRACTION METHOD. WE ASSUME THAT THE REFERENCE ANDROBUST WATERMARKS ARE OF THE SAME
LENGTH (i.e., V., = N,.) AND THAT THE COEFFICIENT SELECTION KEY SPECIFIESTHAT ALL COEFFICIENTSARE TO BE MARKED

1. Initialize user-defined variables:
e Given: f,, the host image to be watermarked.
e Given: r(i),i=1,..., Ny, the reference watermark.
o Given: L € Z*, the maximum wavelet decomposition level.
e Given: the particular DWT; to apply on the host image.
e Given: the quantization parameter Q.
2. Perform the Lth-level DWT; on fw to produce the detail images f;’f,(m,n) fore=1,2,3and=1,2,...,L,
and an approximation image f:}” 1 (m,n). That is,

{f2(m,n)} = DWT: [fu]. (26)
3. Extract the robust and reference watermark repetitions:
k:=0
forl=1,2,...,L,
ki=k+1
for each localized spatial block R’s,
1:=0

for (m,n) € R,
[fol,l (m) ")7 foZ,l(m’ n)7 foS,l (m’ n)] = Sort(fl,l (ma n)7 f2,l(m7 n)v f3,l (my TL))
ii=i+1
ifimod2=1,
TAk((i - 1)/2) = EXtra‘Ct(fol,l(mv Tl), fo2,l(m7 n)’ foS,l(m) n)1 Q)
else,
‘le(i/2) = Exnaa(.fol,l(m’ ")) foz,l(m1 n), foB,l(mv n), Q)
end
end
end
end
M:=k
4. Calculate the BSC parameter estimates and compute the weights ax:
fork=1,2,..., M,
PEk = - Linqra(d) ® Fi(3)
log (172EE )
1=

1-rEj
M 2
(2,’:1 log PE;

5. %gdmbine the different robust watermark estimates
fori=1,2,..., Ny,
(1) := round [22'1:1 gy (z)]
end
where the function Sort(a, b, ¢) sorts the input arguments in ascending order and the function Extract(-) extracts the
watermark bit value from the DWT coefficient as discussed briefly in Section 4.1.2 and in more detail in [27].

We propose the scenario shown in Fig. 1(a) in which the hosatermark domain. By localized region, we mean a relatively
signal is embedded with both robust and reference watermarkmall closed compact region of regularly arranged coefficients.
The reference watermark is assumed to be known at the extriaor example, this region could be a rectangular neighborhood of
tion end as well. The two kinds of watermarks are placed in dipixels. Fig. 1(b) shows how the wavelet domain can be divided
ferent coefficients of the host signal so that they do not interfeirgto disjoint rectangular spatial neighborhood regions of coef-
with one another. The tradeoff is that fewer repetitions of tHeients at different resolutions. One robust and one reference
robust watermark can be placed in the signal as a portion of tivatermark repetition are embedded into each of these regions.
watermark “bit rate” is consumed by the presence of the reférhe bits ofw; are alternated with those ef such that an attack
ence watermark. Each embedded repetition of the robust watan-the marked signal will reflect in the same way statistically on
mark sequence, which we denatg, &k = 1, 2, ... M (where bothwy andr,. Thus, if we letiw, and#; be the extracted ver-

M is the total number of embedded copies), has an associa@mhs ofw; andr, respectively, after an attack, it is expected
binary reference watermark sequengewith the same statis- that the probability of bit error fotw, is equal to that fof,.

tical properties asvy.2 Fig. 1(b) demonstrates the embedding The probability of bit error ofuy, is estimated as follows from
procedure where eaahy, is placed in a localized region of ther;, and#,

2Note that sincev,, is a repetition of the robust watermark, = w; forall & . 1 N .
andy. The reference watermarks; } do not necessarily have to be identical as PER = 77 Z Tk D Tk (12)
long as their individual bit elements have the same statistical properties as that N, k=1
of the robust watermark. Botfw, } and{r,} are generated using a pseudo-
random number emulating the same probability distribution. whered is the exclusiveor operator.
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Fig. 4. Watermarked image results. (a) Host image. (b) Watermarked image using the Ohnishi and Matsui method. (c) Watermarked image usihglthe Cox
method. (d) Watermarked image using the proposed robust reference watermarking approach.

The robust watermark is not used for estimation of the bit err@@WT). The Lth-level DWT of an image produces a sequence
asitmay be unknown atthe receiver. Use of the robust watermawk3 L detailsubimages corresponding to the horizontal, vertical,
ifitis known, will increase the probability of false positive detecand diagonal details at each of theesolution levels and a gross
tion that may not be appropriate for some applications [27]. approximation at the coarsest resolution level. The different fre-

It should be clarified that unlike traditional references usegliency orientations of the detail sub-images are represented with
for identifying geometric distortions, our reference watermarke variableo for whicho = 1, 2, 3 corresponds to the hori-

7, does not compromise the security of the technique. Its locental, diagonal, and vertical details, respectively. The resolution
tion and content is known only at the sender and the receiviewel is denoted with the variablewhere a larger value éfcor-
Because, andw; are embedded in similar ways, removal ofespondsto a coarserresolutionlevel (i.e., larger scale). Thus, the
7. 1S as difficult aswy,. detall coefficients for ai.th-level DWT of an imagef are given

2) Data Embedding and ExtractionThe technique em- by f, ;(m, n),whereo =1, 2, 3,1 =1, 2, ..., L,and(m, n)
ployed to modify the host signal transform coefficients in ordeorresponds to the spatial location atitheresolution. The gross
to embed the watermark can be arbitrary as long as it places #pproximation is represented wifh 7.(m, n). Each subimage
hidden data in a localized region. Because we test the algorittfg); is comprised of pixels representing the coefficient values
on still images, we use a scheme which is bandwidth conserfarvarious(m, n). The spatial locations are indexed frdm 1)
tive to facilitate diversity; a technique proposed by the authots (N, (1), N,(1)) for anith resolution subimage.
in [21], [28] which embeds information using quantization is For the data-embedding algorithm, two basic parameters
put in practice. The method, which can also be applied fanust be set: the quantization paramefeand the coefficient
high capacity data hiding, is also well-documented in [27]. Faelection keyx.. The key . is randomly generated and is
reasons of space, we only summarize the approach and refsed to select the exact locations in the wavelet domain in
the reader to the relevant papers cited above for specifics. which to embed the watermark. Af. specifies that the mark is

The data embedding method is suited for the wavelet domaia;be embedded at resolutidrand location(m, »), then the
we implement the method using the discrete wavelet transfofallowing steps are performed.
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1) The detail coefficientsfi (m, n), fo.:(m, n) and
f3.1(m, n) are sorted in ascending order. We denote
these ordered coefficients b1 ;(m, n), fo2 i(m, n),
and f,3 (m, n), where

fol,l(m7 7’L) S f02,l(m7 7’L) S fo3,l(m7 7’L) (13)

such thabl, 02, 03 € {1, 2, 3} andol # 02, 02 # 03,
andol # 03.

2) One watermark bit is embedded by modifying the me-
dian value of the detail coefficients at resolutibfi.e.,
fo2,1(m, n)] atspatial locatiorfnz, n). To embed the wa-
termark, we quantizé,._ ;(m, n), as showninFig. 3. The
range of values betweefy; ;(m, n) andf,s ;(m, n) are
divided into bins of width

_ fo3,l(m7 7’L) - fol,l(m7 7’L)
6= 201 (14)

where @ is a key-specified quantization variable. To
embed a watermark bit of value zero or offig, ;(m, n)
is quantized to the nearest value specified in Fig. 3 by a
dashed or bold line, respectively. The new watermarked
coefficients are denoteff’,(m, n).
_To extract the embeddeé{ bit, the detail coefficients
f4 tm,n), f3% ,(m, n), and f¥% ,(m, n) are, once again,
sorted, and the value of the middle coefficient is used to assess
the most probable bit embedded [27]. The watermark bit value
is estimated from the relative position @f} ,(m, n). Using .
the same value of) as for embedding, the watermark value (b)
is determined by finding the closest quantized value, which
is specified by a dashed or solid vertical line in Fig. 3 t@ig.5. Results for additive white Gaussian noise degradation. (a) Correlation
J2m ) and converting i 0 s associate binary numberseSio s S (10 s et s rcent e s
If this data embe(_idlng_ method '_S used naively (i.e., witho es with “X"s andy“o"s corfespond to watermark exiractiF())n by nXéjority rule
attack characterization discussed in the overall robust refereage weighted watermark estimation, respectively). (b) Degraded watermarked
watermarking method), the watermark is simply embedded sévage at 20 dB SNR.
eral times; the most common extracted bit value is taken for the
watermark estimate. If an equal number of ones and zeros is ex-
tracted, then a random guess is made to its value.
3) Algorithmic Overview: We present in Tables | and Il the
watermark embedding and extraction scenarios, respectively.
Again, see [21], [27], and [28] for details.

minimum and maximum detail coefficients modulo 2
is forced to be equal to the watermark bit value.

Our quantization-based data embedding method is dis-
cussed in Section IV-A2, in which the watermark is
repeatedly embedded into the host signal but does not
make use of the inherent diversity by characterizing the

B. Figures of Merit and Comparison reliability of each extracted copy.

The focus of this paper has been on the incorporation of coef-S4) The proposed robust reference watermarking method
ficient diversity and attack characterization to improve the reli- makes use of the data hiding techniqué&8jbut uses
ability of robust watermarking systems. In order to demonstrate attack characterization to estimate the watermark opti-
these advantages, we compare the performance of four water- mally. Tables | and Il summarize the algorithm.
mark systems. The correlation coefficient between the embedded and ex-

S1) The well-known spread spectrum technique by @bx tracted watermarks given by

al.is presented in [6]. For compatibility with the pro- N.,
posed techniques, embedding is performed in the dis- Z w(t)w (i)
crete wavelet domain. In addition, the original host (w, ) = i=1 (15)
image is not used for watermark detection. The method PR N, N,
suggested by Pivat al.[29] is employed. Z w2 (i) Z @2 (i)
S2) The wavelet-based technique by Ohnishi and Matsui =1 1

[17] hides information in the Haar wavelet domain.
To embed a given watermark hit(z) into resolution  wherew(:) andw(¢) are the embedded and extracted watermark
and spatial locatio(vn, n), the difference between thesignals, respectively, an¥,, is the length of the watermark that



2392 IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 49, NO. 10, OCTOBER 2001

Lrmm Raan Fisariry

Fig. 6. Results forF x F' median filtering degradation. (a) CorrelationFig. 7. Results for lowpass filtering degradation. (a) Correlation coefficient
coefficient versus dimension of filteF' (the dashed and dash-dotted linesversus filter parameter (the dashed and dash-dotted lines represent the results
represent the results for the methods by @wal. and Ohnishi and Matsui, for the methods by Coet aland Ohnishi and Matsui, respectively; the solid
respectively; the solid lines with “x”s and “o”s correspond to watermarknes with “x”s and “0”s correspond to watermark extraction by majority rule
extraction by majority rule and weighted watermark estimation, respectivelgnd weighted watermark estimation, respectively). (b) Degraded watermarked
(b) Degraded watermarked image foix 5 median filtering. image forp, = 0.6.

is employed to assess the reliability of each system. A correlggrameter values & = 4 and@ = 3 were employed. The
tion threshold of 0.4, which corresponds to a false positive dngth of the reference watermark was set to the same value as
tection rate less that0—** for a 256 bit watermark, is used t0the ength of the robust watermark, which was 256 bits. In prac-
detect the existence of the watermarks [27]. tice, any length of reference watermark can be used. The smaller
The difference in the relative performanceS#f)andS4)pro-  the value of/N,., the poorer the estimate pfz, but the more
vides an idea of the degree of effectiveness of the novel comngcalized the assessment of the distortion. No user-specified pa-
nication tool sets. A comparison wiiil)andS2)gives an idea rameters are required for the method in [17].The method in [6]
of the overall absolute performance improvement given by rgras also implemented with the Daubechies 10-point wavelet, a
bust reference watermarking method. randomly generated bipolar [i.eu(i) € {1, —1}] watermark
The technique by Cogt al. [6] is one of the most influential for compatibility with our proposed techniques, and for scaling
algorithms proposed for robust watermarking. It is assessedy@ametery = 0.1, as suggested in their paper.
give an idea of the relative improvement that diversity provides \ye perform simulations on 256 x 256 host image shown
over SS principles. The technique by Ohnishi and Matsui [1¢] Fig. 4(a). A 256-bit randomly generated equiprobable bi-
is used for comparison because of its similarity to our proposggry watermark was embedded. The reference watermark for
technique; both [17] and our data embedding approach place §if proposed technique was generated using the same distri-
watermark in a multiresolution domain and do so by imposingtion. The watermarked images using the method by Ohnishi
relative changes on the resulting detail coefficients without sig 5|, and the proposed reference watermarking algorithm are

nificant bandwidth consumption. shown in Fig. 4(b)—(d), respectively. We next evaluate and com-
. ] pare the performance to various types of image distortions.
C. Simulation Results White Gaussian noise was added to the watermarked image

In the implementation of our methods, we specifically maki® determine the robustness of the methods to stationary ad-
use of the Daubechies 10-point wavelet [30] for all simulationditive interference. Fig. 5 presents the results. Visible image
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Fig. 8. Results for JPEG compression. (a) Correlation coefficient versus ER). 9. Results for color reduction. (a) Correlation coefficient versus number

(the dashed and dash-dotted lines represent the results for the methods byafeglors (the dashed and dash-dotted lines represent the results for the methods

et al. and Ohnishi and Matsui, respectively; the solid lines with “x”s and “0”"®y Cox et aland Ohnishi and Matsui, respectively; the solid lines with “x"s

correspond to watermark extraction by majority rule and weighted watermaaRd “0”s correspond to watermark extraction by majority rule and weighted

estimation, respectively). (b) Degraded watermarked image for a CR of 9.9.watermark estimation, respectively). (b) Degraded watermarked image for a
color reduction to eight shades of gray (i.e., 3-bit image).

degradation was apparent around an SNR of 30 dB. The wa- ) )

termark, however, had a high correlation for even higher noiseExcellentresults for color reduction and cropping for our pro-
levels. BothS3)andS4) perform better thai$2) for moderate POSe€d approach are also evident. Fig. 9 shows that the proposed
to low SNRs. HoweveS1)demonstrates superior performancé.eChn'que still detects the wate_rmark with high precision even
Since the attack is not localized in space or frequency, it is n§f1€n the number of gray levels is reduced to 8; this corresponds
surprising that the performance 88) and S4) is not better. 10 @ 3-bit grayscale image. The use of reference watermarking

Fig. 5(b) provides the watermarked image for a SNR of 20 gBffers little value in this situation since no significant perfor-
from which the watermark could still be reliably detected. ~ Mance is observed fro83)andS4). The robustness stems from

Similarly, anF x F median filter was applied on the water-the nature of the data embedding process. Similarly, the results

marked imageS3)is comparable in performance$@), as shown for image cropping are shown in Fig. 10. The localization of the

in Fig. 6. HoweverS4)(robust reference watermarking) has sigwatermark and attack characterization significantly improves

nificantly improved performanc&1)has varied performance. 1€ performance of the technique. .
The results for lowpass filtering with a radially symmetric ©One of the most effective attacks against DCT-based water-

blur of the form marking has been proposed by Barnett and Pearson [31]. The
distortion function known as the Laplacian removal (LR) at-
BN 5w tack operator makes two estimates (one positive denbjed
h{m, n) = pj /K (18) " and another negative denoté) of the embedded watermark

from the marked media using a series of Laplacian edge detec-
whereK =3y, ., h(m, n) are displayed in Fig. 7 for dif- tions. The estimates, — L,, are scaled with parameter.r
ferent values of: ;. Use of diversity improves performance sigand subtracted from the watermarked signal in order to atten-
nificantly. Similar results obtained for JPEG compression atmte the presence of the mark. Fig. 11 summarizes the results of
presented in Fig. 8. this attack (as implemented in [31]) for varying valueswk.
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Fig. 11. Results for Laplacian attack operator: (a) Corr_elation coefficient

Fig. 10. Results for image cropping. (a) Correlation coefficient versus ar¥@rsus attack parametet.r. (the dashed and dash-dotted lines represent the

of image remaining (the dashed and dash-dotted lines represent the resultgerults for the methods by Cet aland Ohnishi and Matsui, respectively; the

the methods by Cogt aland Ohnishi and Matsui, respectively; the solid linesolid lines with “x’s and “0”s correspond to watermark extraction by majority
with “x”s and “o0”s correspond to watermark extraction by majority rule andule and weighted watermark estimation, respectively). (b) LR attacked image

weighted watermark estimation, respectively). (b) Cropped watermarked imdgearr = 2.0.

for 2.25% area remaining.

« significantly improves robustness against distortions that
are localized in the watermark domain;

« has the least effect for degradations, such as additive noise
and amplitude scaling, which are spread uniformly to the
same degree to all coefficients in the watermark domain;

* broadens the class of distortions for which the watermark
is resilient.

Fig. 11(b), in particular, demonstrates how the operator pre-
dominantly affects the high-frequency components of the wa-
termarked image. The proposed techni@ shows signifi-
cant robustness to this attack. This can be explained Sidge
embeds the watermark at all resolutions (including those near
low frequencies) but, upon extraction, can isolate those compo-
nents unaffected by the LR operator for reliable recovery. The
success 053) also demonstrates that quantization-based em-
bedding strategies seem more robust to LR attacks than lineain this paper, we apply the communication theory principles
addition-based techniques, such aSi) of diversity and channel estimation to improve the robustness
A more sophisticated version of the LR attack for DCT-baseaf watermarking schemes. The use of coefficient diversity
watermarking algorithms has been developed in [32]. Futupgoadens the class of distortions for which the watermark is
work involves adapting this approach to DWT watermarkingpbust. In addition, we exploit the advantages of extracting the

V. FINAL REMARKS

and assessing the robustness to the proposed scheme. watermarkafter attacks by characterizing the distortions to
To summarize, it is evident from the results that use of divemore optimally process and detect the hidden information.
sity and channel estimation The nonstationary attack model introduced sheds light on the

- improves the absolute performance of a robust data eRgnefits of employing these novel tools and facilitates under-

bedding method for all degradations except additive whifanding into the advantages of using one watermark domain
Gaussian noise: over another. As a result, we observe that techniques solely re-

lying on embedding a stronger energy watermark may be sup-

3For noise attacks, the proposed method is still detectable even when thePJ@mentEd with the proposed strategies in order to augment ex-
delity of the attacked image is significantly reduced. Isting performance.
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Our theoretical reflections are verified through the imple-

mentation of our ideas into the robust reference watermarki
technique. Simulation results support our assertions and dem

strate the high degree of improvement achieved through appli-

cation of our presented rationale.

APPENDIX A
ERRORBOUND DERIVATION

We prove (7) in this section, assumipg, < 0.5 for & =
1,2, ..., M. From the independence of
Z log ( pE") E{e(i)}
E{&(e(d))} = 17)
< — PEEK )
Z log
PEK
— PEk
ZpEk log < )
. (18)

(o

Using the facts thdbg((1 — pew)/per) >
peR)/PEK) fOr pER. < 0.5

ZpEk log < ka)
kz_;l (1 —per)log < )

with equality if and only ifp g, = 0 for all k. Using the log—sum
inequality [23] to the denominator we can show

ZPEk log < )
M(1 - pp)log (ﬂ)

PEK
wherep, = (1/M) 224:1 pex With equality if and only if
per = 0 forall k.

1—pex
PEK

)

(1—pex)log((1 -

E{e(e(i)} < 1 (19)

1—ppx
PEK

— PEk
PEEK

E{&(e(d))} < (20)

The right-hand side of (20) can be expanded, rearranged, fad®]

tored, and reduced to give (7).

APPENDIX B
ACCURATE WATERMARK RECOVERY

The watermark can be accurately recoveret &) = 0 since

this implies that(:) = 0 for all . We prove the following.
If ppr, = 0 for somek € {1,2,..., M}, then
Ele()) = 0.

Proof: Let Z = {j|pr; = 0}. We assume in our analysis
thatpg; = 0 for somey (i.e., Z # {0}). From (2) and (6)

eletd)
> log GLs

5 (1)

‘<1 — PEk
g — 22
PEK

)

2395

1- pEk) < _pEk> )
log )+ log et
o 2o o )+ Dos (2 e
on= — DEk — DEk '
lo lo
%; g< PEK ) ;; g< PEK )
(22)
It is easy to see thad , . log((1 — pex)/pEx) >

>rgzlog((l — per)/pex) since the argument of
log((1 — pEr)/per) approaches infinity forpg, — 0.
Therefore
Z log < pEk) o
PEK
Ele) = X2 =0 (23)
Z log <1 - pEk)
kez PEK

sincee (i) = 0 for k € Z becausevy(¢) = w(i) for ppx = 0.
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