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ABSTRACT

This paperpresentsa novel videowatermarkingalgorithm
basedon two key ideas:statisticalinvisibility andcontent-
synchronizedplacement. We arguethatstatisticalinvisibil-
ity is essentialto protectvideowatermarksfrom statistical
collusion,andpresenta naturalway to inducethis property
usingacontent-dependentspatiallylocalizedwatermarking
framework. We introducethe notion of a watermarkfoot-
print, thespatiallocationsover which its energy is spread.
By defininglocalizedfootprintswith regularstructures,e.g.,
a set of subframeswithin eachframe, current imagewa-
termarkingtechniquescan immediatelybe appliedat the
subframe-level. We addresstheissueof reducedspatialre-
dundancy by proposingan attackmodelbasedon bilinear
interpolation,and embeddingthe watermarkinto regions
with lower expecteddistortions. Resultsare presentedto
demonstratetheeffectivenessof thealgorithm.

1. INTRODUCTION

A digital watermarkis adatamessageembeddedinto adig-
ital signalsuchasan image,audio,or video stream. The
mainrequirementsarethatthewatermarkedmediamustbe
perceptuallyequivalentto the original, and the watermark
shouldberobustto a varietyof spatialdistortions.In addi-
tion to thesebasiccriteria,videowatermarksmustsupport
blind detection(i.e., detectionwithout accessto the origi-
nal),berobustto temporaldistortionssuchasframeaverag-
ing andswapping,andalsoresistmultiple framestatistical
analysis/estimationattacks(i.e.,collusion).

Many existingvideowatermarkingtechniquesarebased
ontheideaof spreadingthewatermarkenergygloballyover
all of the pixels in eachof the frames[1], [2], [3], [4].
Suchschemesareessentiallycontent-independentsincethe
watermarkstructuredoesnot vary accordingto the visual
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contentof thehostsignal.They enjoy lower computational
complexities at theexpenseof local controlover theplace-
mentandembeddingstrengthof thewatermark.

Someapproacheshave also beenproposedwhere the
watermarkenergy is spatially localized, i.e., its footprint
doesnot cover theentirepixel spaceof eachframe[2], [5],
[6]. In thesealgorithms,the video framesarepartitioned
into ����� blocks,andasubsetof theseis selectedfor water-
marking,basedon propertiesthatmake themmoresuitable
candidatesfor datahiding. However, becausetheproperties
consideredin thefirst two casesareMPEG-2codingstruc-
turesratherthanvisual components,they arestill content-
independent.In the third scheme,the watermarkedblocks
arechosenbasedontheirvisualcharacteristics,but they are
constrainedto lie in a regulartiling pattern.

Basedonthefollowingreasoning,webelievethatamark
that is both content-dependentand spatially localizedhas
distinctadvantagesfor videowatermarkingpurposes:

1. For reducedcomplexity comparedto 3D transform
techniques[7], anddetectionfrom any singleisolated
videoframe,a frame-by-framestrategy is desirable.

2. In previouswork [7], it wasproposedto protectwa-
termarksfrom statisticalcollusionby markingvisu-
ally similar framesusing similar patterns,and vice
versa.To extendthis idea,wewrite themarkedvideo
in the form ���
	����� anddefinestatistical in-
visibility as ������������������� �!	"���#	$��� for all framein-
dices%&�(' , where	 is thehost, � thewatermark,and���*)��,+-� thecorrelationcoefficientbetween) and + .

3. It canthenbeshown that in orderto achieve statisti-
cal invisibility, � �!	.���#	$�����/)102� �*�3���#�4�5� , i.e., the
statistical correlation of the watermarkmustbe de-
signedto match thatof thehostvideoframes.

4. To resistcollusion,we proposea content-dependent
spatially localized watermarkingframework. Each
full-frame watermarkis comprisedof a numberof
smallerbasicpatternsor subframes, whoseplacement
dependson thevisualcontentsof thehostframe.



By applyingcontent-dependentselectioncriteria,wecan
adjust � �*� � �#� � � to meetthe statisticalinvisibility condi-
tion. After determiningthe watermarkplacement,two ba-
sicpatternsareconsidered,onebasedon2D directsequence
SpreadSpectrum(SS)concepts,similarto thatusedin JAWS
[4], andanotherbasedon embeddingpeaksin theDFT do-
main [8]. No matterwhich patternis used,theoverall wa-
termarkpossessesa uniquefeature:Using low complexity
frame-by-frameprocessing,the illusion of a 3D structure
is attainedthroughcontent-dependenceandthe 3D nature
of thevideoitself. Notethatin contrastto otherwatermarks
thatvaryfrom frameto frame,e.g.,CDMA [3], frameswap-
ping attacksareineffectiveagainsttheproposedalgorithm.
Sincethelocationsof thesubframesaredependentonvisual
propertiesinsteadof on structuralpropertiesof the video,
temporalandspatialsynchronizationarenot necessary.

2. STRATEGIC WATERMARK PLACEMENT

As illustratedin Figure1, basicgeometricattackssuchas
rotationandfractionalpixel translationcanbe represented
asthecombinationof two operations:achangeof sampling
grid anda re-samplingby interpolation. In this work, we
considerhow muchthe intensityof eachpixel canbe dis-
torteddueto suchattacks;wealsodeterminewhichcharac-
teristicsof the imageaffect themagnitudesof thesedistor-
tions, anddevise a content-dependentstrategy for placing
thewatermarkin low distortionregions.

Given an image 	6��%#�!'7� , the nearestneighbourhoodof
pixel �8%#�('9� is:�; ��< �,= �3>?	6�8@$��AB�?CED @GFH%ID�JLKM��D A�FN'�D,JOKP�Q��@R�,A7�TS�U�8%#�('9�WV

Supposethatthesamplinggrid is modifiedby anattack,
such that the intensity 	��8%#�!'7� is replacedby an interpo-
latedvalue X	6��%&�('7� . Assumingbilinear interpolationwithin
the nearestneighbourhoodof �8%#�!'7� , we seethat D�X	6��%&�('7�YF	6�8%#�('9�QD will be lessthanthegreatestmagnitudedifference
between	6�8%#�('9� andany of its neighbours.We definethe
peaknearestneighbourhoodinterpolationnoiseasZ ��%&�('7�"�1[]\Q^?_Q`Ma ; �8< �,= �&D bcFd	��8%#�!'7�eD �W�

And thedistortionnoiseat �8%#�('9� is boundedby

D�X	6�8%#�!'7��Ff	6��%&�('7�eD7J Z �8%#�!'7�Wg
Usingthewatermarkattackmodelpresentedabove,it is

clearthat
Z �8%#�!'7� will belargestwhenthespatialgradients

at ��%#�!'7� arelarge.Thisobservationis supportedby theHVS
spatialedgemaskingproperty. Since

Z �8%#�!'7� is a bound
on thedistortionthateachvisualcomponentof the picture
cansuffer, we seethatalthoughregionswith largerbounds
can absorbmore watermarkenergy, they are also subject
to strongerattacks.In regionswhere

Z �8%#�('9� is small, the
amountof distortionavailableto attackersis reduced.This

hypothesisis supportedby resultsreportedin [6], wherea
watermarklocalizedin �N�d� MPEG-2blocks is found to
enjoy thebestbalancebetweenimperceptibilityandrobust-
nesswhenembeddedinto blockswith anoisecontrast(e.g.,
regionswith relatively small spatialgradients).Therefore,
in the proposedapproach,watermarktransmissionvia the
picturecomponentsthatwill betheleastdistortedby inter-
polationnoiseis favoured.

A fractional pixel
translation attack

A Rotation attackA pixel and its
nearest neighbourhood

(i,j) N(i,j) (i’,j’)

Fig. 1. An illustration of fractional pixel translationand
rotationasnearestneighbourhoodinterpolationattacks.

3. EMBEDDING ALGORITHM

The embeddingalgorithmcomprisesfive main stepsasil-
lustratedin Figure2:

* h W

U

Host Video

K
X

F

B

Footprint

Generation

Basic
Pattern

Generation

Spatial

Masking

V

Private Key
Covert Data

W

Frames

Watermarked
Video Frames

Fig. 2. Block diagramof proposedwatermarkembeddor.

1. Footprintgeneration: Computethepicture-dependent
distortion bound, ikj8l#m(n9o , and its averageover all
squarewindowsof sidewidth p , irqMj�l#m!n7oYstikj�l#m!n7o!uvxw5yWz jP{q mM|q o . The minima of irq correspondto the
centersof pG}~p subframeswith low averageinterpo-
lation distortions;a non-overlappingunion of these
formsthewatermarkfootprint (seeFigure3).

2. Basicwatermarkpatterngeneration: Thewatermark
patternis akey-dependentnoise-like p"}�p pattern.As
discussedin Section1, we will considerspatialdo-
mainSSwatermarkingfor low complexity andpeak
embeddingin theDFT domainfor higherrobustness.
Both watermarkshave interleaved referencecompo-
nentsto aid in detection[9].

3. Full-framewatermarkconstruction: Convolvethefoot-
print andthebasicpatternto form thewatermark.

4. Spatialmasking: Apply local image-dependentscal-
ing factorsderivedfrom theNoiseVisibility Function



(NVF) proposedby Voloshynovskiy etal. [10] to op-
timizerobustnesswhile maintainingimperceptibility.

5. Dataembedding: Thewatermarkis addedto thehost
in the spatialdomain. For the SScase,this strategy
is similar to thatproposedin JAWS, however in this
casethesubframesareirregularly tiled, offering bet-
ter resilienceto statisticalestimation.

Fig. 3. A samplewatermarkfootprint for barbara,� = 81.

4. DETECTION AND EXTRACTION
ALGORITHMS

TheSSwatermarkis detectedandextractedasfollows:

1. Footprintgeneration: Determinethewatermarkfoot-
print (asin Section3).

2. High-passfiltering: To reducethepowerof theimage
component,a ���N� Laplacianfilter is appliedbefore
any subsequentprocessing.

3. Subframe-leveldetection: Computetheprojection�6�
of eachsubframe� � onto the referencecomponent
of the 2D SSwatermarkpattern �3�#��� . A threshold�

is defined,dependingon thedesiredfalsepositive
probability; if � �6� �

, we saythat a watermarkis
detectedandstore � � for usein Step4, otherwisewe
rejectit ascorrupted,misaligned,or unmarked.

4. Maximal ratio combining: Theremainingsubframes� � arecombined,weightedby their SNRs,i.e., refer-
encewatermarkto imagepower ratios,thusexploit-
ing thewatermark’sdiversity.

�r��� �
�G��.��� < � � �&��� �8�H�������

� � < ��� � � ���3�,����FH� � �L�#�����8�H������� � �R�
5. Data extraction: The encodeddatamessageis ex-

tractedfrom � by de-interleaving,anddecodedto re-
cover themessagedatabits.

5. EXPERIMENTAL RESULTS

For thesetests,a subframesidewidth �G�1��K is used.This
value gives a good performancetradeoff betweenrobust-
nessanddatarate. Figure 4 illustrateshow the proposed
algorithm performsin comparisonto JAWS as an image
(barbara)is translateddiagonallyby a fractionalnumberof
pixels; the translationattackis implementedusingbilinear
interpolation.Our implementationof JAWS usestile sizes
of

Z ��K5�?� , anda detectionthresholdof
� ������ . The

no detectionthresholdversionof JAWS is shown only as
an illustration; since it considersonly the maximumand
minimumcorrelationcoefficients,it hasanimpracticalfalse
positive rateof 1. We observedthatastheimagewastrans-
latedby a fractionalnumberof pixels,additionalpeaksap-
pearedin theresponseof theJAWS detector, thusinducing
moredecodingfailuresanda higherbit errorrate.Thepro-
posedalgorithmalso encountersmorebit errors,however
thedecreaseis muchmoregradual.We believethatthis en-
hancementcanbe attributed to the fact that the energy of
thespatiallylocalizedwatermarkis concentratedin low in-
terpolationdistortionregions.
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Fig. 4. Bit error vs. diagonalfractional pixel translation
attacks(implementedusing bilinear interpolation)for the
proposedspatialdomainalgorithmandJAWS. The PSNR
wasfixedat 38dB.

Figures5 and6 show theoriginal andwatermarkedim-
agesrespectively. Table1 summarizesthe performanceof
theproposedalgorithm(DFT domain)againstStirMark3.1
[11]. Thealgorithmperformswell for alargerangeof frame-
as-imageattacks,whileexhibitingcollusionresistanceprop-
ertiesthatarecrucialfor videowatermarks.

6. CONCLUDING REMARKS

Weproposeavideowatermarkin anovelcontent-dependent
spatiallylocalizedframework, wherethewatermarkenergy
is concentratedin subframeswith desirableproperties,and



Fig. 5. Original barbara.

Fig. 6. Watermarked(spatialdomainmark)barbara.

the subframelocationsaresynchronizedusingvisual con-
tent rather thanstructural markers. We considertheprop-
erty of low averageinterpolationnoise, and demonstrate
thatwatermarkfootprintsselectedusingthis criteriahave a
highrobustnessto geometricdistortions.Themethodis dis-
tinguishedby its ability to beembeddedandextractedusing
frame-basedalgorithms,while resistingcollusion. Future
directionsinclude improving performanceagainstscaling
andaspectratio changes,enhancingthesubframeselection
algorithm, e.g., incorporatingkey-dependenceto improve
secrecy, andapplyingstate-of-the-artimagewatermarking
ideasat thesubframelevel, e.g.,turbocodes.
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