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ABSTRACT

This paperpresentsa novel video watermarkingalgorithm
basedon two key ideas:statisticalinvisibility andcontent-
syndironizedplacement We arguethat statisticalinvisibil-

ity is essentiato protectvideo watermarksrom statistical
collusion,andpresent naturalway to inducethis property
usinga content-dependespatiallylocalizedwatermarking
framavork. We introducethe notion of a watermarkfoot-

print, the spatiallocationsover which its enegy is spread.
By defininglocalizedfootprintswith regularstructurese.g.,
a setof subframeswithin eachframe, currentimagewa-

termarkingtechniquescan immediatelybe applied at the
subframe-lgel. We addresgheissueof reducedspatialre-

dundang by proposingan attackmodel basedon bilinear
interpolation, and embeddingthe watermarkinto regions
with lower expecteddistortions. Resultsare presentedo

demonstrat¢he effectivenesf the algorithm.

1. INTRODUCTION

A digital watermarkis adatamessagembeddedhto adig-
ital signalsuchasanimage,audio, or video stream. The
mainrequirementsrethatthe watermarledmediamustbe
perceptuallyequivalentto the original, and the watermark
shouldberobustto a variety of spatialdistortions.In addi-
tion to thesebasiccriteria, video watermarkanustsupport
blind detection(i.e., detectionwithout accesdo the origi-
nal), berobustto temporaldistortionssuchasframeaverag-
ing andswapping,andalsoresistmultiple frame statistical
analysis/estimatioattacks(i.e., collusion).

Many existing videowatermarkingechniquesrebased
ontheideaof spreadinghewatermarkenegy globally over
all of the pixels in eachof the frames[1], [2], [3], [4].
Suchschemesreessentiallycontent-independesincethe
watermarkstructuredoesnot vary accordingto the visual
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contentof the hostsignal. They enjoy lower computational
compleities at the expenseof local control over the place-
mentandembeddingstrengthof thewatermark.
Someapproachesave also beenproposedwherethe
watermarkenegy is spatially localized i.e., its footprint
doesnot cover the entirepixel spaceof eachframe[2], [5],
[6]. In thesealgorithms,the video framesare partitioned
into 8 x 8 blocks,anda subsetf thesds selectedor water
marking,basedon propertieghatmake themmoresuitable
candidatesor datahiding. However, becaus¢heproperties
consideredn thefirst two casesare MPEG-2codingstruc-
turesratherthanvisual componentsthey arestill content-
independentin the third schemethe watermarled blocks
arechoserbasedntheirvisualcharacteristicshut they are
constrainedo lie in aregulartiling pattern.
Basednthefollowing reasoningywe believethatamark
that is both content-dependerand spatially localized has
distinctadvantagedor videowatermarkingpurposes:

1. For reducedcompleity comparedto 3D transform
technique$7], anddetectionfrom ary singleisolated
videoframe,aframe-by-famestratayy is desirable.

2. In previouswork [7], it wasproposedo protectwa-
termarksfrom statisticalcollusion by marking visu-
ally similar framesusing similar patterns,and vice
versa.To extendthisidea,we write themarkedvideo
in theform X = U + oW anddefinestatisticalin-
visibility asp(X;, X;) = p(U;, U;) for all framein-
dicesi, 7, whereU is thehost,I¥ thewatermarkand
p(A4, B) thecorrelationcoeficientbetweend andB.

3. It canthenbe shavn thatin orderto achieve statisti-
cal invisibility, p(U;,U;) = A - p(W;, W), i.e., the
statistical correlation of the watermarkmustbe de-
signedto matd that of the hostvideoframes

4. To resistcollusion,we proposea content-dependent
spatially localized watermarkingframework. Each
full-frame watermarkis comprisedof a numberof
smallerbasicpatternsor subfameswhoseplacement
depend®n thevisual contentof the hostframe.



By applyingcontent-dependestlectiorcriteria,we can
adjustp(W;, W;) to meetthe statisticalinvisibility condi-
tion. After determiningthe watermarkplacementtwo ba-
sic patternsareconsideredpnebasedn 2D directsequence
Spreadspectrum(SS)conceptssimilarto thatusedn JAWS
[4], andanothebasedon embeddingpeaksin the DFT do-
main[8]. No matterwhich patternis used,the overall wa-
termarkpossessea uniquefeature: Using low complexity
frame-by-frameprocessingthe illusion of a 3D structure
is attainedthroughcontent-dependenandthe 3D nature
of thevideoitself. Notethatin contrasto otherwatermarks
thatvaryfrom frameto frame,e.g.,CDMA [3], frameswap-
ping attacksareineffective againstthe proposedalgorithm.
Sincethelocationsof thesubframesiredependenbnvisual
propertiesinsteadof on structuralpropertiesof the video,
temporalandspatialsynchronizatiorarenot necessary

2. STRATEGIC WATERMARK PLACEMENT

As illustratedin Figure 1, basicgeometricattackssuchas
rotationandfractional pixel translationcanbe represented
asthecombinationof two operationsa changeof sampling
grid and a re-samplingby interpolation. In this work, we
considerhow muchthe intensity of eachpixel canbe dis-
torteddueto suchattackswe alsodeterminenhich charac-
teristicsof theimageaffect the magnitudeof thesedistor
tions, and devise a content-dependersdtrateyy for placing
thewatermarkin low distortionregions.
GivenanimageU (i, j), the nearestneighbourhoodf

pixel (i, j) is
N(i,j) :{U(u,v): |U - Z| <1, |U _.7| <1, (U,U)#(l,])}

Supposehatthesamplinggrid is modifiedby anattack,
suchthat the intensity U (i, j) is replacedby an interpo-
IatedvalueU(i,j). Assumingbilinear interpolationwithin
the nearesneighbourhooaf (i, j), we seethat |U (i, j) —
U(i, j)| will belessthanthe greatestagnitudedifference
betweenU (4, j) andary of its neighbours.We definethe
peaknearestneighbourhoodnterpolationnoiseas

M(i,j) = maXIEN(z’,j)(|I = U(i,5)),
And thedistortionnoiseat (¢, j) is boundedy

Usingthewatermarkattackmodelpresenteébove, it is
clearthat M (¢, ) will belargestwhenthe spatialgradients
at(z, j) arelarge. This obsenationis supportedy theHVS
spatialedgemaskingproperty Since M (i, j) is a bound
on the distortionthat eachvisual componenbf the picture
cansuffer, we seethatalthoughregionswith larger bounds
can absorbmore watermarkenengy, they are also subject
to strongerattacks. In regionswhere M (i, ) is small, the
amountof distortionavailableto attaclersis reduced.This

hypothesiss supportedby resultsreportedin [6], wherea
watermarklocalizedin 8 x 8 MPEG-2blocksis found to

enjoy thebestbalancebetweerimperceptibilityandrobust-
nesswhenembeddedhnto blockswith anoisecontraste.g.,
regionswith relatively small spatialgradients). Therefore,
in the proposedapproachwatermarktransmissiorvia the
picturecomponentshatwill betheleastdistortedby inter

polationnoiseis favoured.
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Fig. 1. An illustration of fractional pixel translationand
rotationasnearesheighbourhoodnterpolationattacks.

3. EMBEDDING ALGORITHM

The embeddingalgorithm comprisedive main stepsasil-
lustratedin Figure2:
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Fig. 2. Block diagramof proposedvatermarkembeddar

1. Footprintgenemtion: Computethepicture-dependent
distortion bound, M (i, j), and its averageover all
squaravindowsof sidewidthd, M 4(i, j) = M (i, j)*
Rect(%, %). The minima of M, correspondo the
centerof d x d subframeswvith low averageinterpo-
lation distortions;a non-overlappingunion of these

formsthewatermarlfootprint (seeFigure3).

2. Basicwatermarkpatterngeneition: Thewatermark
patternis akey-dependentoise-like d x d pattern.As
discussedn Sectionl, we will considerspatialdo-
main SSwatermarkingfor low compleity andpeak
embeddingn the DFT domainfor higherrobustness.
Both watermarkshave interleaved referencecompo-
nentsto aid in detection9].

3. Full-framewatermarkconstruction Convolvethefoot-
print andthe basicpatternto form thewatermark.

4. Spatialmasking Apply local image-dependerscal-
ing factorsderivedfrom theNoiseVisibility Function



(NVF) proposedy Voloshynarskiy etal. [10] to op-
timize robustnessvhile maintainingimperceptibility

5. DataembeddingThewatermarkis addecto thehhost
in the spatialdomain. For the SS case this stratgy
is similar to that proposedn JAWS, however in this
casethe subframesreirregularly tiled, offering bet-
ter resilienceto statisticalestimation.

Fig. 3. A samplewatermarkfootprintfor barbarad = 81.

4. DETECTION AND EXTRACTION
ALGORITHMS

The SSwatermarkis detectechndextractedasfollows:

1. Footprintgenemtion: Determinethewatermarkfoot-
print (asin Section3).

2. High-pasdiltering: To reducethepower of theimage
componenta3 x 3 Laplacianfilter is appliedbefore
ary subsequenprocessing.

3. Subfame-leveldetection ComputetheprojectionD;
of eachsubframeF; onto the referencecomponent
of the 2D SSwatermarkpatternW,.¢. A threshold
T is defined,dependingon the desiredfalsepositive
probability; if D; > T, we saythata watermarkis
detectedandstoreF; for usein Step4, otherwisewe
rejectit ascorruptedmisalignedor unmarled.

4. Maximalratio combining The remainingsubframes
F; arecombinedweightedby their SNRs,i.e., refer
encewatermarkto imagepower ratios, thus exploit-
ing thewatermarks diversity.
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5. Data extraction The encodeddatamessages ex-
tractedfrom F' by de-interleaing, anddecodedo re-
coverthemessagelatabits.

5. EXPERIMENTAL RESULTS

For thesetests,a subframesidewidth d = 81 is used.This

value gives a good performanceradeof betweenrobust-

nessand datarate. Figure 4 illustrateshow the proposed
algorithm performsin comparisonto JAWS as an image
(barbara)s translateddiagonallyby a fractionalnumberof

pixels; the translationattackis implementedusingbilinear
interpolation. Our implementatiorof JAWS usestile sizes
of M = 128, anda detectionthresholdof T' = % The
no detectionthresholdversionof JAWS is shavn only as
an illustration; sinceit considersonly the maximumand
minimumcorrelationcoeficients,it hasanimpracticalfalse
positive rateof 1. We obseredthatastheimagewastrans-
latedby a fractionalnumberof pixels,additionalpeaksap-
pearedn theresponsef the JAWS detectoythusinducing
moredecodingfailuresanda higherbit errorrate. The pro-
posedalgorithm also encountersnore bit errors, however
thedecreasés muchmoregradual.We believe thatthis en-
hancementan be attributed to the fact that the enepgy of

the spatiallylocalizedwatermarkis concentratedh low in-

terpolationdistortionregions.
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Fig. 4. Bit errorvs. diagonalfractional pixel translation
attacks(implementedusing bilinear interpolation)for the
proposedspatialdomainalgorithmand JAWS. The PSNR
wasfixedat 38dB.

Figures5 and6 show the original andwatermarledim-
agesrespectiely. Table1l summarizeghe performanceof
theproposedilgorithm(DFT domain)againstStirMark 3.1
[11]. Thealgorithmperformswell for alargerangeof frame-
as-imageattackswhile exhibiting collusionresistanc@rop-
ertiesthatarecrucialfor videowatermarks.

6. CONCLUDING REMARKS

We proposeavideowatermarkin anovel content-dependent
spatiallylocalizedframework, wherethe watermarkenegy
is concentratedh subframeswith desirablepropertiesand



Test set | Averaged score

Signalenhancement 100
CompressiofJPEGQF>40) 99

Cropping(up to 50%) 100
Rotation(small-angleno scale) 100
Flip 100

Table 1. Summaryof performanceof proposedDFT do-
mainwatermarkagainsiStirMark 3.1.
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