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Abstract—Generator coherency identification is establishing
itself as an important task to aid in the resistance of cascad-
ing failures within wide-area power systems and as a necessary
preprocessing stage in real-time control for transient stabil-
ity. Inspired by flocking behavior in nature, we propose a
novel multiflock-based technique to identify generator coherence
rapidly within a short observation window. Our measurement-
based approach transforms generator data from the observation
space to an information space, whereby the generator frequen-
cies and phases characterize the movement and dynamics of boids
within multiple flocks. Analysis of the boids’ trajectories enables
the discrimination of multiple flocks corresponding to coherent
generator clusters. We demonstrate the effectiveness of our tech-
nique to identify generator coherency rapidly while exhibiting
robustness to environmental noise and cyber attack on the 39-bus
New England test system and a modified IEEE 118-Bus test
system.

Index Terms—Flocking model, generator coherency identifica-
tion, intelligent monitoring.

I. INTRODUCTION

S WE SHIFT toward an era of “smarter” power sys-
tems, we witness increased functionality and scale due to
load growth and generation expansion. Physical components,
increasingly operated under stress in this newly deregulated
market, exhibit protracted interarea oscillations detrimental
to the goals of maximizing system stability and optimizing
power transfer [1]. Wide-area monitoring, protection and con-
trol (WAMPAC) systems are designed to address the problem
of interarea oscillation. A necessary first step in this process
is to first identify the nature of the oscillatory behavior.
Interarea oscillations are a complex phenomenon observed
between interconnected synchronous generators in power sys-
tems. These oscillations, associated with groups of generators
that swing against each other at frequencies below 1 Hz, are
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intrinsically nonlinear and dynamic [2]. Generator coherency
is used to characterize the observation that generators naturally
form clusters, following a disturbance such that generators
angles within the same coherent group oscillate faster with
respect to one another than those in distinct groups [3].

Much research has been done to analyze interarea oscil-
lation and to identify generator coherency arising from this
phenomenon [2]-[10]. Classical techniques can be categorized
into three types. The first class identifies generator coherency
by analyzing the empirical results of offline simulation [3], [4];
such approaches exhibits high accuracy but are inappropri-
ate for addressing disturbances dynamically in real-time. The
second type employs linearized power system models about
the power flow equilibrium to reduce complexity [5], but is
often unsuitable to represent large or rapid deviations from
the equilibrium. The third class introduces the notion of slow
coherency arising from interarea oscillations [6]. These meth-
ods use singular perturbation to assess time-scale separation
of the interarea and local modes, and implement eigenvector-
based methods to identify coherent generator groups. One
disadvantage is the inefficiency of these methods when the
interarea oscillation is not sufficiently reduced. Furthermore,
all three classes require detailed power system topology data,
which may not always be available when needed especially
for emerging wide area smart grid systems.

To address this problem, measurement-based coherency iden-
tification employing phasor measurement units (PMUs) has
been proposed. PMUs provides real-time synchronized phasor
information of quantities including voltage and current at gen-
erator and load busses. PMUs have been developed to measure
generator rotor frequencies and phase angles to an accuracy of
0.2% [11]-[13]. The main advantage of direct PMU monitoring
of generators is measurement accuracy resulting in enhanced
transmission network reliability as recently surmised [14]-[18].
Moreover, the markets and reliability committee of PJM inter-
connection [a regional transmission organization (RTO) in the
USA] has approved a service agreement of late requiring the
installation of PMUs at new interconnections [14]. Thus, it is
expected that PMU placement will include generator buses of
interest in coherency identification applications.

Under this assumption, Jonsson et al. [7] propose a short-
time Fourier transform (STFT)-based coherency identification
method applied to generator frequency measurements. Here,
the Fourier coefficient with largest magnitude is used to
identify the dominant interarea mode. A sufficiently long
observation window is critical for performance hence making
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Fig. 1.
trajectory in the information space.

it inappropriate when only a short duration of data exists upon
which to make decisions. The methods proposed in [9], [10]
somewhat relax the window length requirement. In [9], the
authors employ Koopman modes (KM) derived through spec-
tral analysis of the Koopman operator, a linear operator
defined to analyze nonlinear dynamical systems. KM analysis
is applied on generator frequency data to characterize nonlin-
ear oscillatory modes for coherency identification. The author
in [10] applies the Hilbert-Huang transform on generator phase
angle data to identify coherency.

Our research focuses on developing a real-time generator
coherency identification technique for the application of tran-
sient stability maintenance in the face of serious disturbance.
We aim to further shorten the observation window required
for generator coherency identification to enable rapid cyber-
physical response important in emerging smart grid systems.
Initial work by the authors is presented in [19] in which we
introduce the notion of applying flocking models to gener-
ation coherency identification. In this paper, we extend our
work significantly by exploring multiflock models and strate-
gies to enhance robustness in the presence of environmental
noise and cyber attack. Built upon the work in [19], this paper
achieves three significant contributions.

1) Achieving situational awareness by developing the
dynamic criteria to determine the interaction, such as
attraction and repulsion, between the boids in the infor-
mation space.

2) Strengthening the robustness to environmental noise and
cyber attack by considering the historical information on
the feature similarity between the boids.

3) Comparing the performance of our proposed technique
with three other existing techniques in different environ-
mental situations.

Our strategy involves shifting the generator state data from
an observation space to an information space that enables bet-
ter predictability of coherent cluster formation thus reducing
the necessary observation window for accurate identification.
Moreover, to the best of our knowledge our proposed tech-
nique is the first to meet the simultaneous objectives of
accuracy, real-time performance, short window length and
robustness to corruption. We demonstrate how our technique
lends itself to visual display of the results making the approach
also suitable for interpretation by a human operator.

X-axis (m)

(a) New England 39-bus power system. (b) Flocking-based analogy where boids travel through information space. (c) Traveling boids’ directed

In the next section we introduce the coherency identification
problem in the context of flocking. In Section III, we discuss
our proposed technique. Simulation results are presented in
Section IV followed by conclusions in Section V.

II. PROBLEM SETTING
A. Flocking

Flocking is a behavior exhibited by groups of birds par-
ticipating in a shared objective such as flying to a mutual
destination. Such behavior enables a collective to accomplish
an objective difficult to achieve individually through a combi-
nation of cooperation, consensus and informed-adaptation.

The behavior within a single flock has been described by a
set of heuristic agent-interaction rules [20], [21].

1) Flock Centering: Boids (bird-like objects) attempt to

stay close to nearby flockmates.

2) Velocity Matching: Boids attempt to match velocity with

nearby flockmates.

3) Collision Avoidance: Boids avoid collisions with nearby

flockmates.

4) Obstacle Avoidance: Boids avoid obstacles often steer-

ing away from their goals.

In this paper we aim to detect generator coherency by
proposing an analogy between the coherency of generators
and the interactions among boids in multiple flocks. We extend
a single flocking paradigm to include the characterization of
multiple species flocking via a feature similarity rule. Here,
a flock boid aims to stay close to those boids representing
similar coherency indices and stays apart from boids with dis-
similar features much like the flock separation observed for
different species in nature.

We assert that a flocking paradigm exhibits the following
advantages. The robustness of the flocking process to per-
turbation and sudden environmental change would make a
clustering algorithm based on this analogy more robust to
measurement noise and data corruption. Furthermore, the rep-
resentation of generator data as directed trajectories of boid
dynamics enables opportune assessment of future movement
and immanent clustering. We emphasize that this predictive
quality reduces the need for advanced computation and dra-
matically decreases the observation time window in contrast
to existing techniques.
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B. Multiflock-Based Coherency Identification

Our coherency identification technique makes use of a trans-
formation from the observation space to an information space
where decisions on generator coherence are directly made. The
bulk of our proposed technique involves the mapping from
these domains and is detailed in Section III.

As illustrated in Fig. 1(a)—(c), for the New England 39-bus
power system, each boid in the flocking scenario embodies the
state information of a corresponding generator of the power
system. For C generators indexed as i = 1,2,...,C, Boid i
embodies the information of Generator i. In nature, boids of
the same species are within the same flock. In our technique,
the species feature of each Boid i is determined by the infor-
mation describing Generator i’s status in the observation space
and is defined as

7} (k) = 6:(k)
7 (k) = w;i(k) (1)
T (k) = i(k)

where Z;(k) = [Z} (k) T?(k) T} (k)]7, 6;(k) and w;(k) are the
phase angle and the normalized frequency, respectively, of the
ith generator at the time step ¢t = k that are obtained directly
from PMU information, and §;(k) is the acceleration of the ith
generator at the time step ¢ = k estimated from the current
and historical values of w;(k) as we later discuss.

In the information space, we describe the dynamic state
of each boid as Si(k) = [p;(k), vi(k)]”, where p;(k) denotes
Boid i’s position initialized randomly, and v;(k) is Boid i’s
velocity initialized to 0. We also consider two boids to be
neighbors at time step ¢ = k if the distance between them is
less than the predetermined threshold d., and thus define the
index set of neighbors for the ith boid as follows: N;(k) =
{Vj # i|lpitk) — pj(k)|| < d.}, which is comprised of the
indices of all of Boid i’s neighbors.

The boid positions are initialized to random locations. Then,
each new generator data set in the observation space affects the
movement of its associated boid in the observation space as
shown in Fig. 1(c). Despite its initial values, we assert based
on empirical experience that, over time, the boids’ relative
positions and velocities converge to invariant clusters through
the interaction with neighboring boids. The boids assemble
into multiple flocks, largely determined by their species feature
that must be appropriately defined such that groups within the
configuration correspond to generator clusters. For example,
by observing Fig. 1(c), we can conclude that Boids 2 and 3 are
in the same flock and Boids 4 to 10 constitute another flock,
which indicates a generator coherency following a serious fault
of {Gl}, {Gz, G3}, and {G4, G5, ey GIO}-

The authors would like to clarify that flocking model is
not employed to directly describe the generator dynamics.
The mapping from the observation space to the information
space is nonlinear such that the boids behavior is influenced
by the generator state, which is used to compute appropriate
attraction/repulsion to other boids hence instigating movement.
Thus, a boid does not directly represent a generator, but may
be considered to have characteristics that carry the state infor-
mation. Our model enables a visual identification of generator
grouping as the formation of distinct flocks within a multiflock
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system, but this movement does not directly reflect the raw
generator dynamics.

III. MULTIFLOCK-BASED GENERATOR
COHERENCY IDENTIFICATION

We assume that each generator has a phasor measurement
unit (PMU) that acquires its phase and frequency informa-
tion and communicates with a control center [7], [22]. To
identify generator coherency using our approach, the con-
trol center would map the generator frequency and phase to
boid dynamics in the information space and then analyze the
interactions between these boids. The corresponding generator
frequency and phase information of a boid relative to that of
another neighboring boid represents a feature, which in turn
determines the nature of its interaction with its neighbor. Let
xg = pj(k) — pi(k) be the Euclidean displacement between
the Boid i and j in the information space at time t = k. We
consider the boids’ interaction at each time step r = k to be
characterized in terms of a weighted combination of intraflock
interaction and interflock interaction modeled through the use
of a potential function VE( xg-), which is a function of variable

xg- and defined as

Ve (xh) = 3wt (x5) @)
=1

where V{‘ models the intraflock centering and collision avoid-
ance, V§ represents the intraflock velocity matching, and V§
is used to account for interflock obstacle avoidance. Thus, the
relative similarity in state of a pair of generators is employed
to produce a potential between the corresponding boids via
vk, which imposes accelerations on the boids to determine
the boids’ pairwise interactions and trajectories. The accelera-
tion caused by a force Boid j imposes on Boid i is computed
by differentiating the potential function V¥ with respect to the
relative position vector between Boid i and j. Thus, the overall
acceleration of Boid i would be a vector sum of the individual
accelerations caused by each of Boid i’s neighbors.

A. Multiflock Modeling

1) Feature Similarity: The potential functions can be com-
puted for a pair of neighboring boids only after the feature
similarity is calculated. We compute a species feature similar-
ity between neighboring boids as follows. For j € Nj(k), the
indices of all Boid i neighbors

e, CACESATY
n=1

where {o;,} is a positive scalar weight influencing the impact
of information class n on boid interaction. As evident, ¢;;(k)
is smaller for higher feature similarity.

Based on (3), we calculate a dynamic threshold ¢ (k) and
determine whether a pair of neighboring boids are part of
the same flock by comparing their feature similarity with this
threshold value; the procedure is detailed in Table I. First,
we define set ¢ (k), which is a collection of the feature sim-
ilarities between all the pairwise neighboring boids at time

gij(k) = 3)
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TABLE I
NEIGHBORING FLOCKMATE RELATIONSHIPS

At time t = k,
1. For neighboring Boids ¢ and j, calculate {;;(k) using Eq. (3) and
construct set (k) = {¢;;(k)|i =1,---,C,and j € N;(k)}.
2. Form the 1 x C' row vector ¢}, by populating it with the C' smallest
values of ¢(k) sorted in ascending order.
3. Calculate the dynamic threshold as follows:
Gen(k) = wsCr(Ns) + 1]7\,1: Cil,
where 0 < ws < 1, 0 < Ng < C is used to determines the collection
of ¢;;j(k) used to calculate the threshold, and 1 is a C-dimensional
column vector and defined as follows:
1, if k < Ng;
1(k) = { 0, otherwise.
4.1 s;5(k) = i (k) — ¢en (k) <0, they are considered to exhibit feature
similarity. Otherwise, they are considered to be dissimilar.

t = k, and then obtain a sorted row vector Ek consisting of
the C smallest elements of ¢ (k) in ascending order. Second,
we select the first Ny smallest feature similarity values (i.e.,
the first Ny elements of Zk) to compute the dynamic thresh-
old & (k) via a weighted summation of the maximum and the
mean of the smallest N, feature similarity values. Finally, we
conclude that Boids i and j have high similarity if the sign
of s5;i(k) = ¢;j(k) — ¢m(k) < 0. The reader should note that
the value of s;;(k) will be employed to compute each potential
function for a pair of neighbors.

2) Intraflock Centering and Collision Avoidance: Intraflock
centering and collision avoidance involves the attraction of
boids to one another such that they are in the same geo-
graphic proximity but are noncolliding. We model this for
boids within the same flock through interboid forces that
depend on relative displacement and informational similarity.
Thus, for s;;(k) < 0, Boids i and j are assumed to exhibit
cohesion; they are attracted to one another up to a desired
position distance d* (at which point we consider the attraction
strength to decrease to zero) and then if any closer, slightly
repel each other to avoid collision. The higher informational
similarity between the boids, the stronger (weaker) the strength
(repulsion) when their distance is above (below) d*.

We design a nonnegative potential energy function V{‘( XZ)
for all (i, j) such that j € NV;(k) and s;i(k) < 0, which reaches
its minimum only when its argument x§- implies a position
separation between Boids i and j of distance d*

C
Vi) =20 D2 {niveexe[ s (ixbllo = i) |
i=1 jeN;(k)

1 5i®) (Ix5llo = ld°1l) o

where y; and y, are positive parameters, and ||- ||, denotes the
o-norm ||X||s = l(«/1 + €|x| —1) which is used to guarantee

€
the potential energy function V{‘ ( Xg') is always differentiable,
especially when xg = 0. If s;(k) > O then V{‘(Xg) =0.
Using (4), we calculate the corresponding action function
g}’ j(k), which is equivalent to the acceleration caused by the
potential energy function V¥, by differentiating V{‘ with respect

to relative displacement xg- [23] to give

1 _ k k
g j(k) = VX5V1 (Xl])

s (1
- %{ew [stz‘j(k)llxﬁ»lla - ||d*||(,)] _ 1}

&)

for all (i, j) such that j € NV;(k) and s;(k) <0 and gilyj(k) =0
otherwise.

3) Velocity Matching: In a flock, flockmates typically
demonstrate alignment of their velocities. It is well established
that this can be modeled as a distributed consensus problem
in which the boids represent the vertices of a dynamic graph
and the associated edge weights determine the degree of inter-
action to achieve alignment [24]. Letting A be the dynamic
graph’s associated adjacency matrix with elements a;;(k), we
design the following potential energy function for all (i, j) such
that j € N;(k) and s;(k) < O:

T
k k k k
V3 (X@,') = (Xij) LX[j

where L is the graph’s associated Laplacian matrix:
L = A(A)— A and AA is a diagonal matrix with the ith
diagonal element as Z}’:l a;j(k). For s;;(k) > 0, V§(X§) =0.

In our framework, the interaction that achieves alignment
is designed to be constant when the relative displacement X{‘(i
is below the threshold d, (i.e., j € N;(k)) and reduces to 0
otherwise. Therefore, we assign the adjacency matrix elements
of such a graph in our formulation as

(6)

ag®) = pn(llx}illo/ldello) )

for j € Ni(k) where h € [0, 1) is a parameter, and

, x € [0, h)
[1 +cos (T (x— k) / (1 —h))], xeh1]
, otherwise.

pn(x) =

S = =

Using (6) and (7), we determine the corresponding acceler-

ation to be

g7k = ay(k) X )
for all (i, j) such that j € N;(k) and s;;(k) <0 and g,.%j(k) =0
otherwise, as desired.

4) Obstacle Avoidance: For s;j(k) = ¢;j(k) — &m(k) > 0,
Boids i and j are considered to exhibit low feature similar-
ity. Their interaction is modeled as a mutual avoidance in
which each considers the other to be an obstacle in their flock’s
trajectory. We model the corresponding repulsion strength to
be dependent on their degree of dissimilarity and their rela-
tive distance to one another; the higher the dissimilarity the
stronger the repulsion up to a distance threshold d, at which
point their repulsion strength decreases to 0. Thus, we design
the following potential energy function for all (i, j) such that
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TABLE III
MAIN VARIABLES USED IN PROPOSED APPROACH

Let s55(k — )=C;j(k — 1) —C¢n(k — 1) for k> 1 and g (k) be

acceleration calculated by using Egs. (5), (8), and (9). Compute f“ (k),
to quantify the interactions between neighboring Boids ¢ and j, as follows.
At time t = k,

lL.forj=1:C
ifj £

if k=0
T Iy 1 wigh ;(k), if si5(k) <0
£ij (k) = { w3g; J(k), otherwise.

else
(D). if s4;(k) <0 and szj (k—1)<o0:

z] (k’) Zl 1 wlgl ](k)

(. if si5(k) < 0 and sq; (k —-1) > 0:
£i5(k) = (1 — wp) Zl 1 wlgz J(k) + wpwsg; J(k —1);
(3. if si5(k) > 0 and s;5(k —1) >0
7‘J (k) - w3g1,] (k)’
(4). otherwise:
£y (k) = wp X2y wigh ;(k — 1) + (1 — wp) wag? ; (k);
where 0 < wp < 0.5 determines impact of the historical
information on the current decision.
end
end
end
2. Calculate the dynamics of Boid ¢ at time ¢ = k 4 1 as follows:
vi(k+1) = vi(k) + At 35, B (k),
vi(k+1) = puvi(k + 1)/[|vi(k + D,
pi(k +1) = pi(k) + Atv;(k),
where At is the time step for coherence identification and p, > 0
represents the constant magnitude of each boid’s velocity.

Jj € Ni(k) and s;(k) > 0:

k k
Vi (x5) =

where y3 is a positive parameter. Vk( Xi ) = 0 for s;(k) < 0.
We calculate the acceleration caused by Vé‘ as

S0 = v VE (xh
gz,](k) - VX$V3 (Xl])
= v 550 (x5l = 1,1l ) ©)

for all (i, j) such that j € N;(k) and s;;(k) <0 and gij(k) =0
otherwise.

C
2
B2y Y si(lxglo — ldrlls),
i=1je/\/,~(k)

if X5l < dy
0, otherwise

B. Coherent Generator Identification

To ensure that the boids’ trajectories are always within
the field of view, in our framework the interaction between the
boids only affects the direction, rather than magnitude of the
boids’ velocity. Thus each active boid traveling in the informa-
tion space has a velocity with constant magnitude and varying
direction. Furthermore, the continuity of the generators’ mea-
surements in the observation space and the boids’ movement
in the information space indicate a continuous nature of the
interaction amongst the traveling boids. Therefore, the inter-
action at current time step ¢t = k can be predicted by the value
at the previous time step t+ = k — 1 with certain prediction
accuracy wp. Based on this fact, we improve the robustness of

I; 0; w; 0;

Boid ¢’s carried Generator 7’s Generator 7’s Generator 4’s
information phase angle frequency acceleration
Si pi Vi Gij

State of Position of Velocity of Feature similarity
Boid 4 Boid 4 Boid 4 between Boids
4 and j
Sij N; Xij g,l;j
Relative feature | Index collection Distance Acceleration of
similarity with of Boid #’s between Boids Boid 4 caused
respective to neighbors 4 andj by interaction
threshold X, with Boid j
based on V)
TABLE IV

PARAMETERS USED IN PROPOSED APPROACH

Parameters used 1 1 Positive weights a1 8
in potential Y2 0.5 for boids’ carried g 1
functions v3 1/6 information az | 3
Positive weights w1 350 Distance threshold for Vo | dc 10
for potential wa 100 Distance threshold for V3 | d, 8
functions ws | 750 Desired distance d* 0.5
Number of boids Ng 10 Parameter used ws | 0.6
used to get Xy, to get Xz,

Impact of history | wp | 0.2 Normalized magnitude Pv 103
information of velocity

our technique to potential measurement noise and cyber attack
by accounting for the consistency in the nature of interaction
at the current time step ¢ = k with the previous time instant
t = k — 1. Specifically, if the signs of s;;(k — 1) and s;;(k) are
consistent, the boid’s acceleration is calculated based on the
interaction achieved at ¢ = k, otherwise, the boid’s acceleration
is calculated based on two components: the first component
is related to the interaction achieved at t+ = k (based on the
observation data at this current time step) and the second com-
ponent is the predicted interaction based on the trajectory set
at t = k — 1. These components are weighted via the pre-
diction accuracy parameter wy,. The resulting model of Boid i
dynamics is detailed in Table II.

The state of each boid S;(k) = [p;(k), vi(k)]T is used to plot
its trajectory in time during the observation period. From this
graph, we can easily obtain the grouped arrangement of the
boids indicating coherent clusters of generators. To better elu-
cidate our technique, we summarize variables in Table III and
list parameters in Table IV. In the next section we demonstrate
how our technique effectively determines coherent generator
clusters under a variety of faults.

IV. SIMULATIONS AND PERFORMANCE ASSESSMENT

We evaluate the effectiveness of our generator coherency
identification technique by using the New England 39-Bus
test system as shown in Fig. 1(a) and detailed in [25]
consisting of C = 10 generators, which we simulate with
MATLAB/Simulink. The average computation time of our
proposed method is 0.11 s using an AMD FX(tm)-8320
Eight-Core Processor and 16 GB RAM. This can be dramat-
ically reduced with dedicated and more advanced processors.
The New England 39-Bus test system is widely used for
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Fig. 2. Probabilities of successfully identifying the generator coherency in
one trial by selecting different joint parameters {wy, wp, w3}.

studying the complex situations in multiarea power sys-
tem [26], [27], such as generator coherency presented by inter
and intraarea oscillations [9], [28], [29]. To demonstrate the
performance of our technique on more complicated generator
coherency scenario, in the last case study we implement the
simulations on a modified IEEE 118-bus test system, which
consists of C = 20 generators.

For the New England 39-Bus test system, we consider three
situations representing an ideal environment, one with white
noise, and one with false data injection. In each situation, we
employ PMUs with a sampling frequency of 50 Hz and set the
observation window length to 7 = 100 ms, which is selected
empirically through trial and error for different test faults, and
T = 500 ms, which is used to evaluate the performances
of different techniques. For the modified IEEE 118-bus test
system, the situation representing an ideal environment is con-
sidered. In the simulation, we employ PMUs with a sampling
frequency of 50 Hz and set the observation window length to
T = 100 ms, which starts immediately after the fault in the
system is cleared. The reader should note that it was found
through tests on the IEEE 9-bus, IEEE 14-bus, New England
39-Bus and modified IEEE 118-bus test systems that the obser-
vation window length depends on the test system’s complexity
and PMU sampling rate. Specifically, higher complexity sys-
tems and PMU sampling rates below 50 Hz generally require
longer observation windows.

We conclude the generator coherency determination based
on the dominant conclusion of the boid groupings amongst
the ten trials. The essential idea of our proposed technique
is to identify the generator coherency within a very short
observation window by analyzing the boids’ trajectories in the
corresponding information space. Since the boids’ trajectories
are achieved through their interaction which is partially depen-
dent on their pairwise distances, the initial positions of the
boids may affect their trajectories within a short time duration
and hence impact on the rapid generator coherency identifica-
tion. In order to reduce this uncertainty, in each case study,
we run 10 independent trials in each of which the positions of
the boids are initialized randomly in the information space.

To assess the performance of our approach, we compare
our technique with the classical modal analysis-based scheme
by Chow [6] as well as two measurement-based methods

Normalized Frequency

Phase Angle (Degree)

Time (s)

Generator Index (b)

Fig. 3.
10 s.

(a) Normalized rotor frequencies. (b) Phase angles versus time of

proposed in [7] and [9]. The parameters, selected empirically
under ideal conditions, are listed in Table IV. We employ the
trial-and-error method and implement the judicious empirical
analysis on the performance of our proposed technique by
selecting different parameter values. For example, the selec-
tion of joint parameters {wy, wp, w3} representing the positive
potential weights is illustrated in Fig. 2. The x-, y-, and z-
axis of Fig. 2 represent the possible values for {wy, wa, w3},
respectively, and the color data indicates the probability of suc-
cessfully identifying the generator coherency in one trial when
one of the parameters is fixed at a certain value. We observe
that there are multiple parameter assignments to achieve that
a probability of success above 95% displayed in the red and
orange colors. Selection {wy, wy, w3} = {350, 100, 750} is
used for the simulations in our work.

A. Ideal Environment

In this section, we consider the situation in which the PMU
measurements used for the generator coherency determination
have high accuracy.

1) Case 1: We assume a three-phase short circuit fault to
occur immediately outside Bus 21 on Line 21 — 22 at t = 0.
The fault is cleared by opening the associated Line 21 — 22
at + = 100 ms. The generators’ normalized rotor frequencies
and phase angles over a period of 5 s are shown in Fig. 3. We
observe that the generator coherency involving the following
groups: {G1}, {Ge, G7}, and {G2, G3, G4, Gs, Gg, Gy, Gio}.

Since the transient stability maintenance is time-critical,
there is only a brief observation period to determine the gen-
erator coherency. Fig. 4 shows the boid trajectories for the
observation time window length 7 = 100 ms, which starts
immediately after the fault is cleared, achieved in one trial
which achieves the dominant result on boid grouping. The
arrows on each trajectory indicates the velocity direction of
each boid. From the trajectories shown in Fig. 4, we observe
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Fig. 4. Trajectories of the boids with the observation time windows of (a)
100 ms and (b) 500 ms.

that the boids associated with Gg and G7 travel together as
well as those associated with {G», G3, G4, Gs, Gg, Go, G1p}.
Thus, we visually conclude that the boids constitute three
flocks identifying coherent generator groups.

For consistent comparison, the modal analysis method
of [6], the STFT method of [7] and the KM-approach of [9]
are first implemented with the same observation time win-
dow length of 100 ms and PMU sampling of 50 Hz. The
modal analysis method uses singular perturbation analysis
to achieve an interarea oscillation of 0.43 Hz and uses an
eigenvetor-based algorithm to obtain the slow eigensubspace

matrix
Vo — 0.32 032 032 032 032
¥ 7 1-030 0.23 024 035 040
032 032 032 032 0.32
041 040 023 031 0.20

based on which the coherent groups of generators are incor-
rectly identified as {Gi}, and {Ga, ..., Gio}. However, the
reader should note that with a longer observation window of
500 ms, this method computes interarea oscillations 0.27 Hz
and 0.67 Hz and obtains a slow eigensubspace matrix from
which coherent groups of generators are correctly identi-
fied as {Gi}, {Gs, G7}, and {G», G3, G4, G5, Gg, Go, G1p}.
The above simulations show that the modal analysis method
achieves accurate identification of generator coherency when
the observation time window is long enough such that inter-
area oscillations are sufficiently damped. The performance of
this method degrades when the observation window is short.

The results of [7] where the relative phases of the largest
magnitude nonzero Fourier coefficients of each interarea mode
are computed are shown in Table V. Since the observation
window length used here is much less than the window

IEEE TRANSACTIONS ON SMART GRID, VOL. 6, NO. 1, JANUARY 2015

TABLE V
PHASE ANGLE COMPARISON RESULTS (DEGREE)

Time Window Gl G2 G3 G4 G5
100 ms 0 -95.61 | -67.37 | -53.18 | -77.75
500 ms 0 -5.86 -8.91 -27.87 | -5.80

Time Window G6 G7 G8 G9 G10
100 ms 20.88 | 37.67 | -51.15 | -64.28 | -1.51
500 ms 3538 | 20.66 | -19.22 | -12.52 | -26.01
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Fig. 5. Distribution of amplitude coefficients A;; and initial phases «;; for

the dominant KMs with the observation time windows of (a) 100 ms and
(b) 500 ms.

length, 100 s, selected in [7], it is reasonable to obtain
the phase angle comparison Ay 4, at one time index.
The phase comparison results in Table V incorrectly indi-
cates that the generator coherency is {G1, G1o} {Gs, G7}, and
{G»2, G3, G4, Gs, Gg, Go} with the time window of 100 ms, and
correctly as {G1}, {Gg, G7}, and {G2, G3, G4, Gs, Gg, Go, G1p}
with time window 500 ms. Thus, the method of [7] exhibits
limited performance for short observation windows.

The KM-based method of [9] is implemented to achieve
the domain KM by analyzing the generators’ frequency mea-
surement. When the time window is 100 ms, there are
two dominant KMs and Fig. 5(a) plots the initial phase o;;
versus amplitude coefficients A; of KM j for G;. Based
on the distribution of A;; and «;; shown in Fig. 5(a), we
can identify the generator coherency as {Gi} {Gg, G7}, and
{G2, G3, G4, G5, Gg, Go}, and the grouping for G1¢ is ambigu-
ous. When the time window is 500 ms, there is one dominant
KM and the distribution of A;; and «;; is shown Fig. 5(b), from
which we can correctly conclude the coherent groups of gen-
erators as {G1} {Ge, G7}, and {G2, G3, G4, G5, Gg, Go, G1p}.
Thus, the method of [9] also exhibits limited performance for
short observation windows.

2) Case 2: We consider that a three-phase fault occurs
in the middle of the Line 14 — 15 at time ¢+ = 0 s and
the fault is cleared at + = 100 ms, post-Critical Clearing
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Fig. 7.  Trajectories of the boids with the observation time windows of
(a) 100 ms and (b) 500 ms.

Time (CCT). The generators’ normalized rotor frequencies and
phase angles over a period of 10 s are shown in Fig. 6 revealing
the following true coherent clusters groups: {Gi}, {G2, G3},
and {G4, Gs, ..., Gip}. The boid trajectories of one trial of
our proposed technique achieve the dominant result shown in
Fig. 7. As evident, the boid associated with G travels away
from the others that form two groups, one corresponding to
G»> and G3, and the other to G4 to Gjp.

With the observation time window of 100 ms, the modal
analysis method [6] achieves interarea oscillation 0.42 Hz
and mistakenly identifies the coherent groups of generators as
{G1}, and {G», ..., Gio}. With an observation time window of

Percentage of Success (%)
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Fig. 8. Percentage of success versus SNR value with (a) fault on Line 21 —22
and (b) fault on Line 14 — 15.

500 ms, however, this method achieves interarea oscillations
0.25 Hz and 0.81 Hz to correctly identify {G}, {G2, G3}, and
{Gy, ..., Gjo}. Thus, this case also reveals a limitation when
the observation window is too small.

For the method of [7] with time window of 100 ms, we
calculate the phase angle comparison to incorrectly conclude
the result of {G;}, {G2, G3, G4, G5, Gg, G7}, and {Gog, G1p}.
For a time window of 500 ms, we obtain {G;}, {G2, G3},
{Ga, ..., Gs, Gio}, and the grouping for Go is ambiguous,
since it can be either grouped into the second or third group.
For the technique of [9], we plot the distribution of amplitude
coefficients and initial phases for the dominant KMs and iden-
tify the generator coherency incorrectly as {G1}, {Ga, ..., G1o}
for a 100 ms time window. For a time window of 500 ms,
we correctly determine the coherency as {G1}, {G2, G3}, and
{G4, ey G]o}.

These results illustrate that in order to ensure accuracy, the
modal analysis-, STFT-, and KM-based methods all require
sufficiently long observation windows, which may be imprac-
tical for emerging smart grid systems that exhibit extremely
short time scales before reaction is required.

B. White Noise

To account for nonidealities, we evaluate the robustness
of our proposed generator coherency identification technique
to environmental white noise. We consider the same faults
on Line 21 — 22 and Line 14 — 15 as in Section IV-A and
an observation window of 100 ms. In each case, we evalu-
ate our performance for various signal-to-noise ratios (SNRs)
by running 100 independent trials for each value of SNR.
Moreover, we consider the situation that there is white noise
on the generators’ phase angle and frequency measurements.

1) Fault on Line 21 —22: Fig. 8(a) shows the success
rate versus SNR value from 1 to 100 dB. From Fig. 8(a),
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we observe the trade-off between high robustness at the high
noise level and the high accuracy at the low noise level in our
technique by considering the historical feature and dynam-
ics of the traveling boids. When the noise level is relatively
low (i.e., SNR > 10 dB), our proposed generator coherency
identification technique is more robust to white noise on the
measurement of frequency than that of phase angle. When the
noise on the measurement of phase angle or frequency has
SNR > 10 dB, our proposed technique achieves the percent-
age of success above 85%. Even when the noise level is very
high (i.e., SNR = 1 dB), our proposed technique is still able
to guarantee the percentage of success above 69%.

2) Fault on Line 14 — 15: The success rate versus SNR
value from 1 to 100 are, shown in Fig. 8(b). Here, we observe
that by considering the historical feature and dynamics of
the traveling boids, our proposed technique has the trade-off
between high robustness (for low SNR) and the high accu-
racy (for high SNR). Our technique achieves the percentage
of success above 85% for SNR > 10 dB. For high noise level
SNR = 1 dB, our technique is able to guarantee the percentage
of success above 65%. Furthermore, Fig. 8(b) also shows that
when SNR > 20 dB our proposed technique is more robust
to the noise on the frequency measurement than that on the
phase angle measurement.

C. Measurement Environment With False Data Injection

We evaluate the robustness of our technique to the popular
false data injection attack on PMU measurements defined as
follows.

1) Attack Model: The opponent is able to corrupt P, per-
centage of the generator bus PMUs by biasing the phase angle
readings with error e 0.5 rad and frequency readings
with error ¢; = 1. We consider the same fault test cases as
Section IV-A and set the observation time window length as
100 ms.

a) Fault on Line 21 — 22: Fig. 9(a) shows the success
rate versus percentage of PMU being attacked, P,, on phase
angle and frequency, respectively. From Fig. 9(a), we observe
that the success rate is worst when the attacker attempts to
attack 50% PMU readings under the attack model we con-
sidered. This is expected because by assuming the same bias
on the attacked PMU readings, the relative features between
biased readings are maintained. If most of the readings are
biased, then their interactions will be the same as when they

(b)

Fig. 10. Modified IEEE 118-bus test system.

TABLE VI
GENERATOR DYNAMIC PARAMETERS AND INITIAL CONDITIONS FOR THE
MoDIFIED IEEE 118-BUS TEST SYSTEM

Unit No. 1 2 3 4 5 6 7 8 9 10
Bus No. 4 |10 | 12 | 25 | 26 | 27 | 31 | 40 | 42 49
UnitNo. | 11 | 12 | 13 | 14 | 15 | 16 | 17 | 18 19 20
BusNo. | 59 | 61 | 65 | 66 | 69 | 80 | 8 | 90 | 100 | 112

are not biased. Fig. 9(a) also indicates that, in the worst
case under the considered attack model, our propose method
guarantees the percentage of success above 78% when the
PMU phase angle readings are corrupted and guarantees 79%
success when the PMU frequency readings are corrupted.

b) Fault on Line 14 — 15: Fig. 9(b) shows the success
rate versus percentage of PMUs being attacked on phase
angle and frequency, respectively. From Fig. 9(b), we observe
that under the worst situation when 50% PMU readings are
attacked, our proposed method guarantees the percentage of
success above 72% when the phase angle PMU readings
are attacked and guarantees success above 75% when the
frequency PMU readings are corrupted.

Thus the above studies illustrate that our proposed
measurement-based technique is robust to false data injec-
tion. Such resilience stems from our use of an information
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space that models generator dynamics via flocking interac-
tions. Such interactions are tolerant to false data injection,
which constitutes an interruption of the corrupted dynamics.
Thus our approach is able to mitigate the impact of false data
injection more successfully.

D. Larger Test System

We evaluate the performance of our generator coherency
technique on a modified IEEE 118-bus test system shown
in Fig. 10; such a system represents a more complex larger
scale model upon which to study performance. We employ
PMUs with a sampling frequency of 50 Hz. As suggested
in [25] and [30]-[32], the standard IEEE 118-Bus test sys-
tem, which is designed for reliability studies [33], is modified
for transient stability studies by replacing the generator and
synchronous condensers of less than 50 MVA rating with
appropriate constant impedances. As shown in Fig. 10, there
are 20 synchronous generating units left after the modification.
The units’ associated buses are listed in Table VL.

We assume that there is a three-phase short circuit fault
occurring in the middle of Line 68 — 81 at r = 0. Line 68 — 81
is opened at + = 150 ms. The generators’ normalized rotor
frequencies and phase angles over a period of 5 s are shown
in Fig. 11(a) and (b), respectively. We observe the following
groupings: {Uy, ..., Uis}, {Uis, ..., Uro}, and {Upo}.

Since transient stability maintenance is time-critical, there
is only a brief observation period to determine the generator
coherency. Fig. 11(c) presents the boid trajectories over one
trial for an observation window length 7 = 100 ms starting
immediately after the fault is cleared and using the parame-
ters of Table IV; the dominant group result is achieved for
this trial. The arrows on each boid trajectory indicates the
velocity direction of each boid. From the trajectories shown in
Fig. 11(c), we observe that the boids associated with the syn-
chronous units {Uy, ..., Ujs} travel together as well as those
associated with {Ujg, ..., Uj9}. Thus, we visually conclude
that the boids constitute three flocks identifying coherent syn-
chronous unit groups. Fig. 11 demonstrates that our proposed
coherency identification technique achieves high performance
for the modified IEEE 118-Bus test system, which is much
more complicated compared to the New England 39-Bus test
system.

To demonstrate performance when only select generators
have PMUs, Fig. 12 shows the trajectories for one trial achiev-
ing the dominant boid grouping result. It is assumed that

(b) Phase angles versus time.
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PMUs for U,, Ug, Uy, Uy, and U;g are unavailable. It is
clear from the measurement-based nature of our approach
that we cannot group generators without state estimates.
However, the interactions amongst synchronous generators
are mutually independent hence absent PMU readings do
not impact coherency identifications for those generators with
PMU readings available.

V. CONCLUSION

We propose a novel measurement-based multiflock tech-
nique for real-time generator coherency identification that
works rapidly and accurately in the presence of serious sys-
tem fault or attack. With New England 39-Bus test system,
we compare the performance of our approach with existing
techniques and evaluate its effectiveness in three situations:
an ideal environment, a noisy environment, and an environ-
ment under cyber attack. We also evaluate our technique on
the larger modified IEEE 118-Bus test system. The simulation
results demonstrate how our approach achieves high identi-
fication accuracy even with very short observation windows
and in the presence of environmental noise and cyber attack.
Moreover, our technique does not assume specific dynamic
structures for the generators enabling its adaptation and use
for systems with unconventional generation sources including
different fuel type synchronous machines and wind turbine
synchronous generators. We believe these advantages demon-
strate the potential our technique as an effective tool for
rapid and robust generator coherency identification in emerg-
ing smart grid systems, especially for applications requiring
maintaining transient stability of wide-area power systems.
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