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Abstract—The problem of error-control in a “noncoherent”  to random network coding (see, e.g., [1]) involves transmission
random network coding channel is considered. Information of packet “headers” that are used to record the particular
transmission is modelled as the injection into the network of linear combination of the components of the message present

a basis for a vector spacel” and the collection by the receiver . h ived ket A il sh this ded”
of a basis for a vector spacelU. A suitable coding metric on In each received packel. AS we will show, this “uncode

subspaces is defined, under which a minimum distance decodertransmission may be viewed as a particular code on the
achieves correct decoding if the dimension of the spadé NU is  Grassmannian, but a “suboptimal” one, in the sense that the

large enough. When the dimension of each codeword is restricted Grassmannian contains more spaces of a particular dimension
to a fixed integer, the code forms a subset of the vertices of the than those obtained by prepending a header to the transmitted

Grassmann graph. Sphere-packing, sphere-covering bounds and -
a Singleton bound are provided for such codes. A Reed-Solomon- packets. Indeed, the very notion of a header or local and

like code construction is provided and a decoding algorithm global encoding vectors, crucial in [4]-[8], is moot in our
given. context. A somewhat more closely related approach is that

of [9], which deals with reliable communication in networks
with so-called “Byzantine adversaries.” However, in contrast

Random network coding [1], [2] is a powerful tool forwith the constructions of [9], which provide probabilistic
disseminating information in networks, yet it is susceptiblassurances of code performance, this paper concentrates on the
to packet transmission errors caused by noise or intentioalmbinatorial problem of code construction with prescribed
jamming. Indeed, in the most naive implementations, a singleterministic error-correction capability.
error in one received packet would typically render the entire The remainder of this paper is organized as follows. In
transmission useless when the erroneous packet is combiBedtion I, we introduce the “operator channel” as a concise
with other received packets to deduce the transmitted messagel convenient abstraction of the channel encountered in
It might also happen that insufficiently many packets from omandom network coding. In Section Ill, we define a metric
generation reach the intended receivers, so that the problem this set that is natural and suitable in the context of
of deducing the information cannot be completed. random network coding. The transmitter selects a spgéce

In this paper we formulate a coding theory in the contexbr transmission, indicating this choice by injection into the
of a “noncoherent” or “channel oblivious” transmission modetetwork of a set of packets that generatdor its orthogonal
for random network coding that captures the effects both obmplement). The receiver collects packets that span some
errors, i.e., erroneously received packets, and of erasures, received spacé/. We show that correct decoding is possible
insufficiently many received packets. We are partly motivatedith a minimum distance decoder if the dimension of the
by the close analogy between thg-linear channel produced spaceV N U is sufficiently large. We will usually confine
in random network coding and tl@&-linear channel produced our attention to codes having codewords all of the same
in noncoherent multiple-antenna channels [3], where neithdimension, in which case the code is a subset of the vertex set
the transmitter nor the receiver is assumed to have knowledgehe corresponding Grassmann graph. In Section IV, we give
of the channel transfer characteristic. In contrast with previoegementary coding bounds, analogous to the sphere-packing
approaches to error control in random network coding [4fHamming) upper bounds and the sphere-covering (Gilbert-
[8], the noncoherent transmission strategy taken in this papérshamov) lower bounds for such codes. We also give a
is oblivious to the underlying network topology and to th&ingleton bound. Asymptotic versions of these bounds are also
particular linear network coding operations performed at thprovided. In Section V we provide a Reed-Solomon-like code
various network nodes. Here, information is encoded in tlw®nstruction that achieves the Singleton bound asymptotically,
choice at the transmitter ofeector spacdnot a vector), and and we describe a decoding algorithm. This construction is
the choice of vector space is conveyed via transmission otlasely related to the Gabidulin construction of maximum
generating set for the space or its orthogonal complement.rank-distance codes [10]. The connection between (certain)

Just as codes defined over complex Grassmannians ptages defined over finite-field Grassmannians and rank-metric
an important role in noncoherent multiple-antenna chann&lsdes is explored more fully in [11].
[3], we find that codes defined on Grassmann graphs play arDue to space limitations, proofs have largely been omitted,;
important role here. The standard, widely advocated approdubwever, see [12] for more details.

I. INTRODUCTION



Il. OPERATORCHANNELS channel models and transmission strategies considered in this

To capture the essence of random network coding, recallf?per- Indeed, with regard to the vector space selected by the
that communication between transmitter and receiver occurdfgnsmitter, the only deleterious effect that a multiplication
a series of rounds or “generations;” during each generatiofth /7 may have is that/p may have smaller rank tham

the transmitter injects a number of fixed-length packets inf/€ 0, €.9., an insufficient min-cut or packet erasures.

the network, each of which may be regarded as a vector-€t W be a fixed N-dimensional vector space ovét;.

of length N over a finite fieldF,. These packets propagate®ll transmitted and received packets will be vectors1of,
through the network, possibly passing through a number of inowever, we will describe a transmission model in terms of
termediate nodes between transmitter and receiver. Whenejhspaces off” spanned by these packets. {iV) denote

an intermediate node has an opportunity to send a packet Set of all sub-spaces 6, an object often called the
creates a randorfi,-linear combination of the packets it hagProjective geometry ofi¥’. The dimension of an element
available and transmits this random combination. Finally, tHé € P(W) is denoted aslim(V"). .
receiver collects such randomly generated packets and tries t§/€ define the following “operator channel” as a concise
infer the set of packets injected into the network. Therads ransmission model for network coding.

assumption here that the network operates synchronously or

without delay or that the network is acyclic. Definition 1 An operator channel C' associated with the ambi-

Let {p1,p2,...,pm}s Pi € Fé\' denote the set of injected entspaceW%sachannel with input and output alphabet P(W).
vectors. In the error-free case, the receiver collects pagkets The channel input V' and channel output U are related as
j=1,2,..., L where eachy; is formed asy; = M hiapi U=H (V)@ B
with unknown, randomly chosen coefficienis; € F,. We
note thata priori L is not fixed and the receiver would nor-where Hy, is an erasure operator, E € P(W) is an arbitrary
mally collect as many packets as possible. However, propertigor space, and & denotes the direct sum. If dim(V) > k,
of the network such as min-cut between the transmitter afu erasure operator Hy, acts to project V' onto a randomly
the receiver may influence the joint distribution of the; chosen k-dimensional subspace of V'; otherwise, Hj, leaves
and, at some point, there will be no benefit from collectinyf’ unchanged. If the erasure operator Hy, satisfies dim (V') —
further redundant information. dim(H(V)) = p we say that Hy, corresponds to p erasures.

If we choose to consider the injection & erroneous The dimension of E is called the error norm t(E) of E.

?idfts ’tglstongi)\(/jeel is enlarged to include error packets 1. CODING FOROPERATORCHANNELS
" - D.efin.ition 1 concisely captures the gﬁect of random r_1etwo_rk

yj = Z hy i + Z giser coding in the presence of networks with erasures, varying min-

peciig e~ cuts and/or erroneous packets. Indeed, we will show how to

construct codes for this channel that correct combinations of

where againg;; € F, are unknown random coefficients.q o5 and erasures. Before we give such a construction we
Note that since these erroneous packets may be mpc;%d to define a suitable metric

anywhere within the network, they may cause widespread error
propagation; in particular, if; ; # 0 for all j, even a single A. A Metric onP (W)
error packete; has the potential to corrupt each and every [ gt Z.. denote the set of non-negative integers. We define

received packet. o _ a functiond : P(W) x P(W) — Z by
In matrix form, the transmission model may be written as
d(A, B) :=dim(A + B) — dim(AnN B), 2

y=Hp+ Ge Q)

) whereA+ B ={a+b:a€ A, be B} denotes the sum of
where H and G are randomZ x M and L x T' matrices, gpacest andB, i.e., the smallest space containing batkand
respectively,p is the M x N matrix whose rows are the g a5 subspaces. It can easily be seen [12] that the function
transmitted vectors, and is the T’ x N matrix whose rows d(A, B) defined in (2) is a metric on the spa@WW). This
are the error vectors. metric is the cornerstone for code design in this paper.

At this point, sinceH is random, we may ask what property A code for an operator channel with ambient spaidé

of the injected sequence of packets remains invariant in e simply a nonempty subset aP(W), i.e., a nonempty
channel described by (1), even in the absence of neise)? ¢ojlection of subspaces &F. The size of a cod€ is denoted
Since 1 is a random matrix, all that is fixed by the produchy | The minimum distance of is denoted by

Hp is the particular vector space that is spanned by the rows

of p. Indeed, as far as the receiver is concerned, any of the D)= Yoy d(X,Y).

possible generating sets for this space are equivalent. We are T

led, therefore, to consider information transmission not vieh€ maximum dimension of the elements(fs denoted by
the choice ofp, bu_t ra_ther by the ch_oice_ of the vector space #(C) := max dim(X).

generated by. This simple observation is at the heart of the Xec



B. Error and Erasure Correction

A minimum distance decoder for a codds one that takes

D. Code Parameters
Before we study bounds and constructions of codes in

the outputU of an operator channel and returns a neareB{1V), we need a proper definition of rate. LétC P(W)

codewordV € C, i.e., a codeword/ € C satisfying, for all

V' e, dU,V) <dU,V").

be a code. To transmit a spaéé € C would require the
transmitter to inject up td(C) (basis) vectors fronl/ into

The importance of the minimum distané(C) for a code the network. This would correspond 1§/ g-ary symbols if
C c P(W) is given in the following theorem, which pro-ambient spacéV is a vector space oveff,. This motivates
vides the combined error-and-erasure-correction capability thie following definition.

C under minimum distance decoding. Defifig as(x) :=
max{0,x}.

Theorem 1 Assume we use a code C for transmission over an
operator channel. Let V' € C be transmitted, and let
U=Hp(V)® E

be received, where dim(E) = t. Let p = (¢(C) — k) denote
the maximum number of erasures induced by the channel. If

2(t + p) < D(C), ()

then a minimum distance decoder for C will produce the trans-
mitted space V' from the received space U.

C. Codes in the Grassmann Graph

Definition 3 Let W be a vector space of dimension N over
F,. Let C be a subset of P(W) such that the dimension of any
V € C is at most ¢ and the minimum distance of C equals
D. We say that C is a g-ary code of type [N, £, log,(|C|), D].
The normalized weight A, rate R and the normalized minimum
distance § of the code are defined as

l log, (IC]) D
/\—N,R— N7 andé—%. |
The parameters,, R and ¢ are indeed natural. The nor-
malized weight\ takes the role of the energy of a spherical
code in Euclidean space, or the equivalent weight parameter
for constant weight codes. As sughis naturally limited to the
range|0, 1]. Just as in constant-weight codes, the interesting
range can actually be limited {0, %} as spaces with dimension

In the context of network coding, it is natural to considearger than% can be transmitted as the null space of a space
codes in which each codeword has the same dimension,ohslimension less thad. The definition ofd gives a natural
knowledge of the codeword dimension can be exploited bgnge of[0, 1]. Indeed, a normalized distance bitould only
the decoder to initiate decoding. Constant-dimension codes obtained by spaces having trivial intersection. The Fate
are analogous to constant-weight codes in Hamming spacedira code is restricted to the ranfg 1], with a rate ofl only
which every codeword has constant Hamming weight) or teeing approachable fox — 0.

spherical codes in Euclidean space (in which every codewoéq

has constant energy).

Constant-dimension codes are naturally described as partic-

ular vertices of a so-calle@rassmann graphalso called a;-

Johnson scheme, where the latter name emphasizes that t%e
objects constitute association schemes. A formal definition ]k%(

given as follows.

Definition 2 Denote by P(W, ¢) the set of all subspaces of W
of dimension {. This object is known as a Grassmannian. The
Grassmann graph Gy, has vertex set P(W,{) with an edge
Jjoining vertices U and V if d(U, V') = 2.1

Examples of Codes
We conclude this section with two examples of codes in

PW,0) .

%emple 1 Let W be the space of vectors ovEy, of length

. Consider the seC C P(W,¢) of spacesU;, i =
1,2,...,|C| with generator matrice& (U;) = (I|A;) wherel

is an¢ x ¢ identity matrix and thed; are all possiblé x (N —/)
matrices overF,. It is easy to see that allf(U;) generate
different spaces, intersecting in subspaces of dimension at
most/ — 1 and that, hence, the minimum distance of the code
is2¢—2(¢—1) = 2. The code is of typéN, ¢, £(N —¢), 2] with

Remark:It is well known thatGyy is distance regular [13] hormalized W?ighv\ ={/N, rate R =1 — A and normalized
and an association scheme with relations given by the distaftgtances = 5. i

between spaces. As such, practically all techniques for boundq-he first example corresponds to a trivial code that offers

in the Hamming association scheme apply. In particulgf, orror protection at all. While this code has been advocated

sphere-packing and sphere-covering concepts have a natHﬁﬁ'ely for random network coding it is by no means the
equivalent formulation. We explore these directions in Sec“%timal code for a given distanc® — 2, as can be seen
IV. We also note that the distance measure between two spagehe following two examples ’

U,V in P(W) introduced in (2) is equal to twice the graph

distance in the Grassmann grap8odes (particularly the non- Example 2 Again letW be the space of vectors of length
existgnce of perfect codes) in the Grassmann graph have b@ghnow choose the cod® — P(W, ¢), which yields a code
considered previously in [14]-[17]8 of type [N, £,log,, |P(W, )|, 2] which is clearly larger than the
codeC of Example 1. We will give a precise expression for
|P(W,¢)| in Section IV. |

1Defining a distance as half @f(U, V') would give non-integer values for
packings inP(W).



IV. BouNDS ONCODES In terms of normalized parameters, the rate of any collection
Let [7] denote thej-ary Gaussian coefficient [18, Ch. 24]C of spaces inP(W, £) with normalized minimum distance

defined as the number @fdimensional subspaces of an 0 = —3; is bounded from above by
dimensional vector space ovey. It can be shown [12] that 1

the Gaussian coefficierit]] satisfiesl < ¢~“"~0[}] <4 R<(1-0)(1 =)+ (1 =A+o0(1)).
for 0 < ¢ < n.

The three bounds are depicted in Fig. 1, fo= 1/4 and

We remarked earlier that the Grassmann graph constitutes
éhe limit asN — ooc.

an association scheme, which lets us use simple geome'trl)l
arguments to give the standard sphere-packing upper bounds r=025
and sphere-covering lower bounds. In order to establish the *° ‘
bounds we need the notion of a sphere.
Let W be anN dimensional vector space and 1e{\V, ¢) be

the set of¢ dimensional subspaces Bf. The spheres(V, 4, t) o5l Btk Sao s 1
of radiust centered at a spac¥ in P(W,¢) is defined as
the set of all subspace§ that satisfyd(U,V) < 2t, i.e.,
S(V,e,t) = {U € P(W,£) : d(U,V) < 2t}. Note that we
prefer to define the radius in terms of the graph distance in
the Grassmann graph. The radius can therefore take on any °f i
non-negative integer value. It can be shown that the number | |
of spaces inS(V, ¢,t) is independent o/ and equals ' ‘\

t 0.1

N Y/ ) Singleton upper bound
g sphere covering lower bound
V t : : 0 L L L L L L L L
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Upper and lower asymptotic bounds on the largest rate of a code in
We now can S|mp|y state the sphere paCkmg and sPheEe Grassmann grapfiyy, where the dimensiov of ambient vector space
Cove”ng bounds as follows: is asymptotically large and = < is chosen as 1/4.

Theorem 2 Let C be a collection of spaces in P(W,{) such

thatD(C) = 2t, and let s = I_%J . The size of C must Satisfy V. A REED-SOLOMON-LIKE CODE CONSTRUCTION
N

PW.0) H

SViLs)] = ¢ [ 7]

S S

We now turn to the problem of constructing a code capable
of correcting errors and erasures at the output of the operator
c o ” do C' with dist Die > o channels defined in Section II. _

onversely, there exists a code C' with distance D(C') > Let F, be a finite field and lef = F,~» be an extension

|C| < (b—s)(N—s—10)

< 4q

such that |C'| is lower bounded by field. Recall from, e.g., [19, Sec. 3.4] that a polynomizl:)
ol |P(W,0)] L mth 1) (N—t—t41) is called alinearized polynomiabver F if it takes the form
Il > IS(V,¢,t —1)] 16t : L(z) = Z?:o a;x? , with coefficientsa; € F,7 =0,...,d. If

aq 7 0, the parameted is referred to as the associate degree

In terms of normalized parameters, the bounds of Theor
2 can be expressed as follows. The rate of any colleafion
of spaces irfP (W, ¢) with normalized minimum distancé =
D) is bounded from above by

L(z).

The sum of two linearized polynomials is again a linearized
polynomial. A natural (but non-commutative) product of lin-
earized polynomials arises via the compositibn(Ls(x)),
R<(1-6/2)(1=A1+4/2))+o(1), often written asl; (x) ® L (), of two linearized polynomials,
which again results in a linearized polynomial. Under addition
and composition, the set of linearized polynomials forms
a noncommutative ring without zero divisors and with two
division algorithms (a right and left division). See [12] for
R>(1-0)(1—=A0J+1))+o0(1). further details.

Just as traditional Reed-Solomon codeword components
Mmay be obtained via the evaluation of ardinary message
polynomial, we obtain here a basis for the transmitted vector

ia the evaluation oflmearizedmessage polynomial.
Theorem 3 A g-ary code of C C P(W,{) of type SPaceVid A o
[N, ¢,log, |C|, D] must satisty Let F, be a finite field, and lef = F,~ be a (finite)

where o(1) approaches zero a& grows. Conversely, there
exists a cod€’ with normalized distancé such that the rate
of C’ is lower bounded as:

As shown in [12], the following bound plays the role of the
Singleton bound in this context.

extension field ofF,. Let A = {a1,...,a4} C F be a set
cl < N—(D-2)/2 of linearly independent elements in this vector space. These
¢t—(D-2)/2 q' elements span afrdimensional vector spaced) C F over



F,. Clearly ¢ < m. We will take as ambient space the directlefined a coding metric on these subspaces which gives rise to
sumW = (4) @F = {(«,0) : « € (A),5 € F}, a vector notions of erasures (dimension reduction) and errors (dimen-
space of dimensio#é + m over[F,. sion enlargement). In defining codes, it is natural to restrict
Letu = (ug,u1,...,ux_1) € F* denote a block of messageeach codeword to have some fixed dimension; in this case,
symbols, consisting ofc symbols overF or, equivalently, the code forms a subset of a finite-field Grassmannian. Sphere-
mk symbols overF,. Let F*[z] denote the set of linearizedpacking and sphere-covering bounds as well as a Singleton-

polynomials overF of associate degree at maost— 1. Let
f(z) € F*[z], defined asf(z) = " 'uzll, be the

. U; T
i=0 Y
linearized polynomial with coefficients corresponding o

type bound are obtained in this context. Finally, a Reed-
Solomon-like code construction is given, resulting in codes
that are capable of correcting various combinations of errors

Finally, let 3; = f(«;). Each pair(«;,3:), ¢ = 1,...,¢,

may be regarded as a vector Wi. Since{a,...,as} is a
linearly independent set, so {$a1, 1), .., (ae, Be) }; hence
this set spans afrdimensional subspadé of W. We denote
the map that takes the message polynonfial) € F*[z] to

the linear spacd” € P(W, |A|) aseva. If |A| > k then the
mapev, : F*[z] — P(W,|A|) can be shown to be injective. [1]
Henceforth we will assume thdt> k.

and

[2]
Theorem 4 Let C be the image under ev 4 of F¥[x], with { =

|A| > k. Then C is a code of type [{ + m,{,mk,2({ —k+1)]. [3]

The Singleton bound, evaluated for the code parameters of

Theorem 4, states that [4]
} _ [m + k:} < 47k
q q [5]

N — (D —2)/2
¢—(D-2)/2 k
This implies that a true Singleton-bound-achieving code could
have no more than 4 times as many codeword€.a¥hus [6]
these Reed-Solomon-like codes are nearly Singleton-bound-
achieving. [7]
This code construction involving the evaluation of linearized
polynomials is clearly closely related to the rank-metric cod
construction of Gabidulin [10]. However, in our setup, the[g)

ICI<[

erasures.
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