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ABSTRACT ates shares with dimensions larger than the dimensions of the

This paper introduces a novel, cost effective visual cryptogra(-)ngmal iInput. Improving the algorithm of [3] is the subject

phy scheme suitable for color image transmission over ban f [4]. The authors enhance the quality of the reconstructed

. . : . but still the shares are larger in size compared to the
width constraint channels. Unlike previously proposed scherﬁ'@&ge. . . X .
P y prop Ut size. The scheme introduced in [5] is an attempt to im-

the solution offers perfect reconstruction while producing sha : . o '
rove the pixel expansion characteristics of the solutions pre-

with size smaller than that of the inputimage. The maximurt’ . : :
distance separable (MDS) code principle used in the desig?]ented in [6] and [7]. The bit level based visual cryptography

allows for the introduction of a flexible framework that com- scheme for color images was firstly introduced in [8]. The

pres favoraly o campeing solaions s i can e seen 10 Pobosechocs snpon e Sy
examing the experimental results included in this paper. at op ecty i P
representation of a color image. Their proposed scheme can

Index Terms— Visual cryptography, MDS code, genera- perfectly recover the original input image but it expands the

tor matrix, pixel expansion shares using an expansion factorref= 4. All the above
schemes share a common characteristic, namely they operate
1. INTRODUCTION on the original input image at the pixel level. However, there

are proposed solutions that operate on a group of pixels rather
Security of visual data is an important issue in the design othan a single pixel. In [9] a polynomial secret sharing solution
communication systems. Data hiding techniques and visua$ used to share pixels of the input image. The secret sharing
cryptography are used to introduce confidentiality and secumethod of [9] utilizes the pixel values of a groupfopixels to
rity when visual data are transmitted through unsecured contlevelop a{k,n} visual secret sharing scheme thus reducing
munication channels. Data hiding techniques try to embethe pixel expansion factor toj. However performing La-
data in digital media and transmit it in an imperceptible waygrange interpolation in a finite field with1 elements f%51)
On the other hand, in visual cryptography or visual secreleads to visual quality losses in the reconstructed input image.
sharing (vss), the original input image is shared between a s&p perfectly recover the original input image a share size ex-
of participantsP by a dealer (secret image holder) [1]. Basedpansion factor should be introduced. The complexity of our
on the sharing policy, only qualified subsets of participantgroposed method is smaller than that of [9] since a matrix
can recover the original input image. Two important factorgnversion is used instead of Lagrannge interpolation.
that used to determine the efficiency of any visual cryptogra-  The rest of this paper is organized as follows. Section 2
phy scheme, namelyt) the quality of the reconstructed im- describes the development of the proposed algorithm based
age anc) the pixel expansiotim). Any loss of information on MDS codes. Motivations and design characteristics are
during the reconstruction phase leads to reduction in the quatliscussed in detail. The proposed scheme is compared against
ity of the recovered image. On the other hand pixel expansioBome previously proposed solutions. Experimental results re-
refers to the number of subpixels in the generated shares th@rted in section 3 while conclusions are drawn in section 4.
represents a pixel of the original input image. For bandwidth
constrained communication channels it is desirable to keep 2. PROPOSED METHOD
m as small as possible. For color images, reducing pixel ex-
pansion is of paramount importance since they occupy morghe goal is to securely sharing a color imagef dimension
space and consume more bandwidth compared to grayscglg’, x K,). A (K, x K5) colorimages is usually represented
and binary images. Most of the previous works in this arean RGB space as$ : Z2 — Z3 where each color pixel is

try to optimize pixel expansion or obtain perfect reconstrucrepresented usirgyt bits according to the formula:
tion. The proposed scheme in [2] can perfectly recover the

original input image for a given set efcolors but it gener- S(ig) = [8(i,j)1> 5(i,5)25 5(i,)3] Q)
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where(i,j) (1 <i < Ky andl < j < Ky) ande = 1,2 and ' ‘ ‘ ‘ ‘ ‘ i E——
3 are the spatial position and color channels, respectively. In 13f e

—A—n=4

this paper we denote the color ima§es|S:, S, Ss3] where
Se=[534)c] 1 <c<3,1<i<Kpandl <j < Kjisthe
matrix constructed by; ;.. The proposed scheme operates
separately on eac$).. Without loss of generality, we describe
the proposed scheme only for one of theomponents of the
secret image, which we denote in the rest of the papefSas

S e {517 SQ, 53}

2.1. Permutation

EFR

In order to reduce the correlation of neighboring pixels and ‘ ‘ ‘
increase the security of the proposed scheme we permute the 2 3 4 5
elements of prior to any other operation. L&, be a(i x )

permutation matrix which contains only onein each row

and column with the rest of the row elements being zerosFig. 1. Comparison of compression rates of our proposed
The permutation o is performed using two matriceBy, method proposed in [10}: is the number of participants.

and Py, such that
matrixS, is reshaped to a new matrix of dimensjof%27 x

10

=~ o
~
©
©

S, = (Pk, xS) x Pg, 2 '

whereS, is the permutated version 6f As it can be seen k. We denote this new matrix afterwards 8y. This matrix
Pk, and Py, are applied to permute the rows and columns ofis used in the next step to generate the shapss set up as
S, respectively. When secret sharing schemes are used to pfoHows:

tect visual data transmitted through communication channels )

the permutation matrices should be sent prior to the transmi; S%(4,5) = Sp(7,6) for { 1= J < kM
sion of the produced secret shares. It should be noted at thi 1< <[54
point that the permutation matrices can be compressed greatly 7 = (ki =1) +j = 1) div K3

due to their structure (i.e. using lossless compression) witho 0 = (k(i = 1) +j) mod Ky

affecting the overall performance. Suppose that a permutatio L J=k
matrix of dimension( K; x K;) Pk, should be compressed. Sy, ) =r for ok
Without compressioik? bits are need to be sent. Since each i= S+

row of Px, contains only onel element, to transmit this . .
matrix knowing this position which i& (1 < h < K,) is wherer is an arbitrary random natural number less than 256

enough. As a result for transmission of this permutation maghosen t_’y the deale'r ani denotesnteger d|y|S|omp§ra-

trix at most K [log, K| bits are needed. This amount of tion; for |n_stance(7d_w3 = 2). The_next step is to b“"?‘ up
overhead is small compared to the RGB representation of tH8€ Associated matridd). As we will see in the following,
original input image. For example for the transmission of avalug; of eleme.nts of this matrix will generate the shares of
given512 x 512 color image the number of required bits is Participants(A) is defined as follows:

512 x 512 x 24 and the number of required bits for trans-
mitting the compressed version of permutation matrix is at
most512 x log, 512, which is approximately less th&an001

of the color image information. It should also be noted thai X
the permutation matrices need not be accessed by its parti@-atr'x of MDS codein, &, n —
ipant independently, because it would allow each participant .
to independently detect information beyond to his/her share. q= {2 fn—1<k<n 4)
Thus, after compression the compressed bits of the permuta- n—1 otherwise

tion matrices are shared using the bit level baged:} secret

sharing scheme proposed in [8]. Since scheme in [8] perfectly To produce the shares we use the columns of two matrices
recover the original input secret, it can be utilized to securely\,,,,; andA 4;,, which are defined below:

transmit the needed permutation matrices through the com-

munication channel. Aod = Amod 256 Ay, = A div 256 (5)

2.2. Proposed Scheme

A=S;x@ ©)

A is a matrix of dimension £1527 x n andG is the generator
k + 1] overGF(q), where

Shares ofit" participant(1 < i < n) are A,,.q(c;) and
On the encryption side (dealer side) the following algorithmA 4, (¢;) i.e. it column of both matricef,,,oq andA,,oq-
is applied tdS, to generate: shares of: participants. Atfirst,



here. From equation (4), the number of bits required to repre-
sentA,,,,q andA 4, whenl < k < n — 2, can be calculated
as follows:

K1 K,

(8 -+ logy (n — 2)) [~ 2]

Therefore

(8 + log, k(n — 2)) [ £1£2]

SK, Ko
_ (8 + logy k(n — 2))(£1K2 4 1)
- 8K 1K
1 (8+logyk(n—2)) 1
== — log, k(n — 2
g 8K Ky + gz 1082 k(n —2)
1 1

) ) Letm; = (8 + logg(kj))[%]. Whenn — 1 < k < nthe
Fig. 2. The proposed method (tested for a colorima@eR}:  corresponding number of required bits is respectively:
(a) Original image (b) Share 1 (c) Share 2 (d) Reconstructed
image mi 1 1

= ~ -+ —1 k
m= xS n tar e

To recover the secret image every groupkobr more
participants can recover the secret image. Suppose partidtor commonly used images (i.612 x 512) terms with the
pantsiy, ..., i, where{iy,...,ix} C {1,...,n} are gath- dimensiongK; x K3) in the denominator could be neglected.
ered. Without loss of generality we assuime< is < ... < To comparatively evaluate our proposed scheme, from the
ix. Therefore, foriy < j < iy Agiy(c;) andA,,.q(c;) are  point of view of expansion factom, we choose the algo-
readily available. From (5) the columns, ..., i; of ma-  rithm proposed in [10] for comparison. The advantages of
trix A can be calculated as followsti(c;) = 256A4;,(c;) +  the method proposed in [10] are: its small expansion fac-
Amoa(cj) wherei; < j <. From (3),S; can be obtained: tor, its strong protection of the secret image, and its ability
to process image in realtime. For most of practical values
Sp=A(Ci, - Ciysnor i) X (Gliys oy Ciys i)™ for {k, n} schemes the expansion factor of our method is less
(6) . than that of the method in [10]. The image shares in [10] have

wherel < t < k. Please note that the second term of the right.; : 1 ; ; }
side of (6) is the inverse of a matrix composed of the columnéIzes defined as the + ,, of the secret image size. To com

Cirs- .-, i, Of G. Since the rank ofs is k, the inverse of the Pare the expansion factor of our solution (denoted:jyto

above matrix always exists Sin@(c;,, ..., c;, ) is full rank  the expansion factor of the solution in [10], namély+ ;.),

for any sequence of, . . ., i;, < n. Any subset of participants we define the so-called Expansion Factor Ratio (EFR) as fol-

with k£ —1 or less elements can not gain any information aboufo: EFR — m x (L + Ly~ and we plot it versug for a

the secret input image because the inverse of the matrix in. ber of I’E inants Fig. 1

equation (6) does not exist. After determinigig S, for 1 <~ 9IV€N NUMDEr of participan (see Fig. 1)

i < K, and1 < j < K> can be computed as follows: As it can be understood from Figure 1, for most of prac-
o S tical values of(k,n),1 < k < n < 10 our method has

Sp(ir ) = S5 (((Ka(i=1)+j—1) divk) +1, (Ka(i—D)+j) modk)) gz smaller expansion factor compared to the method in [10].
Finally after recovering the permutation matrices accordingn [9], the proposed method has the expansion factof .of
to [8], from (2) the input image is reconstructed as follows: Their method is a lossy scheme which in some cases can not
S — p};ll x (S, x p};j) Note that matricesx, and P, perfectlyreconstruct the secret image. Our proposed method
are full rank and therefore their inverse always exist. Usinganperfectlyreveal the secret image by any subset of partici-
the proposed method the secret image Capd]@ct]yrecon- pants withk or more elements which outperforms the method
structed in the presence of at leagtarticipants, therefore the 0f [9]in the cost of increasing the size of each share a little.
proposed method is an informatitosslesscheme.

As it was previously mentioned, one of the important mea- 3. EXPERIMENTAL RESULTS
sures for the efficiency of any visual cryptography scheme is
the expansion factor.. Schemes with smath are good can- Simulation results are introduced in this section to confirm the
didates for solutions used to secure transmission over limiteproperties of the proposed scheme. To compare our results
bandwidth communication networks. The properties of thdrom the point of view of perfect reconstruction property and
MDS generator matrices are used in order to calculate the exxpansion factor, the scheme proposed in [10] is applied on
pansion factor of the proposed visual secret sharing schentlee same input image. In Figure 2 the result of applying our



(c) (d) (c) (d)

Fig. 3. The proposed method (tested for a colorima@e}}:  Fig. 4. The proposed method in [10](tested for a color image)
(a) Share 1 (b) Share 2 (c) Share 3 (d) Reconstructed imad@, 3}: (a) Share 1 (b) Share 2 (c) Share 3 (d) Reconstructed
by Share 1 and Share 2 image using Share 1 and Share 2

solution on the input image (Fig. 2a) is depicted. The size of  color darkening,"Proc. 4th Conf. Security in Communi-
the generated shares in Fig. 2b-2c is approxima}elyl—l6 = cation Networkspp. 8-10, 2004.

1% of the original input size. As it can be visually seen in Fig.

2d the original input image can be perfectly recovered. Fig. [31
3 and Fig. 4 show the result of comparison of our method
and the proposed method in [10]. In both cases the original

input image is Fig. 2a. In Fig. 3 the size of the noise like [4] C.Blundo et al, “Visual cryptography schemes with op-

generated shares s+ 45 = 1 of the original input image. timal pixel expansion,”Theoretical Computer Science
The size of the generated shares in Fig. 4 is + = 2 of the vol. 369, no. 1-3, pp. 169182, 2006.

original input image which is larger than our pixel expansion

factor. It can be concluded that our proposed scheme is 5] S.J. Shyu, “Efficient visual secret sharing scheme for
cost effective scheme for bandwidth constraint applications.  color images,” Pattern Recognitionvol. 39, no. 5, pp.

It should be noted that in both Fig. 3 and Fig. 4 the input 866-880, 2006.

image is perfectly recovered.
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