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Presentation Overview 

  Explore and understand the problem of constructing false data 
injection attacks from the adversary’s point of view. 

  Present and analyze countermeasures to malicious data 
attacks developed by different researchers. 
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Motivation 

  Bad data processing represents one of the main tasks of the 
state estimator. 

  Bad data injection attacks need to be analyzed from both the 
attacker and the operator’s point of view. 
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Background: State Estimation, 
Traditional Bad Data Detection 
Techniques, and Malicious Attacks 
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Linear State Estimation Problem 

•    
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Linear State Estimation Problem 

•    
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Linear State Estimation Problem 

•    
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Traditional Bad Data Detection 
Techniques 

•    
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P1. False data injection attacks against state estimation in 
electric power grids. By: Y.Liu, P.Ning, and M.Reiter 

First introduced in 2009 by Liu et al. 

  Show than an adversary can exploit the configuration of the power 
system to launch such attacks to create malicious errors into certain 
state variables. 

  Demonstrate how attackers can bypass existing techniques for bad 
measurement detection. 
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False Data Injection Attacks 

Practical Implications 

http://www.businessweek.com/articles/2012-03-08/smart-meters-help-brazil-zap-electricity-theft 

  Requires the attacker to have knowledge of the power system. 
  Adversaries have to manipulate some meters (or meter 

measurements) before they are used for state estimation. 
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False Data Injection Attacks 

•    
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False Data Injection Attacks 

•    



ECEN 689: Cyber Security of the Smart Grid, Spring 2012 Class Presentation, Yessica Saez 

Power Network Block Diagram 
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False Data Injection Detection 
Techniques 

FALSE DATA INJECTION  

DETECTION TECHNIQUES 

At the 

 control center 

PMUs  

placement 

Robust Control  

Algorithms 

Protecting  

Meters 
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P2. Detecting False Data Injection Attacks on DC State 
Estimation. By: Rakesh B. Bobba, Katherine Rogers, Qiyan Wang, 
Himanshu Khurana, Klara Nahrstedt , and Thomas Overbye 

Overview Contributions 

  Develop defense strategies for protecting DC state estimation 
against false data injection attacks proposed by Liu. et.al. 

  For a given topology, explore the feasibility of detecting false data 
injection attacks without having to protect measurements from all 
sensors while having ways to independently verify or measure the 
value of a carefully chosen set of state variables. 

  Present approaches to identify the set of sensors and states 
variables to be protected. 
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Motivation 

  It may not be feasible to protect all sensor measurements. 

  It is necessary to use application awareness in order to reduce the 
burden of protecting all sensor measurements. 

  For a given topology some sensor measurements influence more 
states variables than others and hence it might provide better cost 
to benefit ratio when protected. 

  Some state variables are dependent on more sensor 
measurements than others and hence independently verifying their 
estimates might limit the attacker’s ability in manipulating sensor 
measurements without being detected. 

P2. Detecting False Data Injection Attacks on DC State 
Estimation. By: Rakesh B. Bobba, Katherine Rogers, Qiyan Wang, 
Himanshu Khurana, Klara Nahrstedt , and Thomas Overbye 
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Adversary Model 

What it takes to defend against bad data attacks? 

P2. Detecting False Data Injection Attacks on DC State 
Estimation. By: Rakesh B. Bobba, Katherine Rogers, Qiyan Wang, 
Himanshu Khurana, Klara Nahrstedt , and Thomas Overbye 

The adversary has access to the 
topology matrix H.  

The attacker is restricted to 
compromising the measurements 

from specific sensors. 

The remaining sensors are protected 
by the grid operator. 
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•    

P2. Detecting False Data Injection Attacks on DC State 
Estimation. By: Rakesh B. Bobba, Katherine Rogers, Qiyan Wang, 
Himanshu Khurana, Klara Nahrstedt , and Thomas Overbye 
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•    

P2. Detecting False Data Injection Attacks on DC State 
Estimation. By: Rakesh B. Bobba, Katherine Rogers, Qiyan Wang, 
Himanshu Khurana, Klara Nahrstedt , and Thomas Overbye 

Two approaches 

Brute force search 
  Protecting Basic 

   Measurements  
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Overview Contributions 

  Introduce a Bayesian problem formulation of the bad data injection 
attacks. 

  Develop countermeasures to malicious data attacks at the control 
center in the form of attack detector. 

P3. Malicious Data Attacks On Smart Grid State 
Estimation: Attack Strategies And Countermeasures By: 
Oliver Kosut, Liyan Jia, Robert J. Thomas, and Lang Tong 
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Motivation 

  The control center might take advantage of historical data to 
preserve and track its believe state of the system. 

  The Bayesian formulation can captures the prior information that 
the control center has about the likely state of the system. 

P3. Malicious Data Attacks On Smart Grid State 
Estimation: Attack Strategies And Countermeasures 
By: Oliver Kosut, Liyan Jia, Robert J. Thomas, and Lang Tong 
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•    
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Attack Scenario: Minimum residue energy attack 

  This attack explores the problem of finding the worst attack in the 
regime that the adversary can not perform an unobservable attack. 

     What choice does the adversary have? 

  Select an attack vector that is particularly damaging to the control 
center’s state estimation without being easily detectable. 

P3. Malicious Data Attacks On Smart Grid State 
Estimation: Attack Strategies And Countermeasures 
By: Oliver Kosut, Liyan Jia, Robert J. Thomas, and Lang Tong 
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•    

Critical Assessments 
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  Extend results to state estimation using AC power flow models. 

  Explore the possibility of adapting network anomaly detection 
techniques to identify false data injection attacks. 

  Develop computationally efficient algorithms for the GLRT detector 
and the design of adaptive optimal minimum residue energy attack. 

  Finding explicit mechanisms to secure some of the measurements, 
developing possible more efficient attacking strategies, and 
seeking computable upper bounds to better evaluate the 
performance of the design algorithms. 

Future Work 
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